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Version 2.9.7 (V2.9.7.41)

Release

2024-08-30

Notice on improved Administrator Guide
Starting with BioStar v2.9.5, Feature Guide is provided separately by topic on how to use new
or improved features.

Notice on FaceStation F2 v1.x.x Firmware Support Discontinuation

Starting with BioStar 2 v2.9.7, we have enhanced synchronization performance by modifying
the process to transmit templates exclusively when synchronizing a user’s visual face to the
device.

Given the differences in visual face algorithms, FaceStation F2 v1.x.x won’t sync well with the
new BioStar 2. Therefore, we’ve decided to end support for FaceStation F2 v1.x.x from BioStar
2 v2.9.7 onward.

If you are currently using FaceStation F2 v1.x.x firmware, kindly upgrade your FaceStation F2
to the latest firmware to utilize BioStar 2 v2.9.7. (https://download.supremainc.com)

Troubleshooting Dropdown List Selection Issues in Specific Options

When the Keyboard focusable scrollers feature in Chrome is enabled, users may encounter
difficulties selecting options from drop-down lists that are long enough to require scrolling. The
keyboard focus may behave unexpectedly, preventing users from properly selecting the
desired option.

Solutions

Disable Keyboard focusable scrollers in Chrome Settings

1. Enter chrome://flags/ in the address bar and press Enter.
2. Search for Keyboard focusable scrollers.

3. From the dropdown menu, select Disabled.

4. Relaunch Chrome to apply the changes.
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Enables keyboard focusable scrollers
Scrollers are click-focusable and programmatically-focusable by default. Scrollers without

focusable children are keyboard-focusable by default. — Mac, Windows, Linux, ChromeQS, Default v
Android, Lacros Default
#keyboard-focusable-scrollers Enabled

Disabled

Your changes will take effect the next time you relaunch Chrome.

New Features and Improvements

1. Supports a new device.
- BioEntry W3

2. The Multi-Factor Auth for Login feature has been added, enhancing the security of user
accounts by adding a fingerprint authentication step using a fingerprint scanner to the existing ID and
password login method.

- Supported fingerprint scanners
- BioMini
= BioMini Plus 2

3. The synchronization protocol has been improved to reduce synchronization time by transmitting
only the template, excluding actual images from the visual faces, during user synchronization.
4. Added Expert Settings menu.

- Added Store Visual Face Image feature.
> Supports the feature to save both the actual image and the template in the visual face, or to save
only the template without storing the actual image.

5. Updated cipher suite on the webserver.

6. Improved XSS security vulnerability for Custom User Field.

7. Added a guidance tooltip for Not Supported devices in the Device License menu.
8. Updated multilingual resource files.

- French, Italian, Japanese, Romanian

Bug Fixes
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1. The server shuts down when there is an invalid string in the database. (Affects version: v2.5.0)

2. When using the Automatic User Synchronization - Specific Devices mode, the system retries
to synchronize users who failed to sync with a disconnected device. (Affects version: v2.8.15)

3. Fixed an issue using the global protocol where a “global check violation invalid” error occurred.
(Affects version: v2.8.11)

4. The Fingerprint LFD feature Ul does not appear on the detailed page of specific devices that
support the Fingerprint LFD feature. (Affects version: v2.9.0)

5. In an environment where FaceStation F2 and FaceStation 2 are used together, when using the
Automatic User Synchronization - All Devices(Including user update from device) mode,
there is an issue where adding a visual face to a user already enrolled with a face on the BioStar 2
server from FaceStation F2 does not update the BioStar 2 server with the visual face. (Affects version:
v2.8.6)

6. When issuing a smart card using a visual face template to a disconnected device, the card is
incorrectly added to the Unassigned Card and Blacklist Card. (Affects version: v2.9.6)

7. When changing a device name to a name already in use by another device, the error popup
message intermittently does not appear. (Affects version: v2.0.0)

8. When enrolling a profile photo using a webcam, GPU usage increases abnormally and then does
not decrease. (Affects version: v2.9.5)

9. In the USER menu, no users are displayed in the user list. (Affects version: v2.9.5)

10. When generating a Custom Report, the full data is not generated if the number of events in the
report exceeds a certain threshold. (Affects version: v2.9.3)

11. In an environment using MS SQL Server database, system backup and restore fails. (Affects
version: v2.9.3)

12. The desired options could not be properly selected from a drop-down list with scrollers when
Chrome’s Keyboard focusable scrollers feature was enabled. (Affects version: v2.0.0)

13. When BioStar 2 is installed using MS SQL Windows authentication, database restoration through
BioStar 2 Restore fails. (Affects version: v2.9.3)
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