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APB zone based on the door status(Door sensor)

Sometimes Anti-Passback status doesn't show the actual status when a user does not actually enter
the gate after successful authentication.
BioStar 2 has an additional option using the door status(Door sensor) to show the actual Anti-

Passback status.

With the option enabled, your Anti-Passback zone considers two factors; 1. Authentication, 2. Door

sensor.

- To use this feature, you need to match both BioStar 2 server version and device firmware

version.

- BioStar 2 Version : V2.8.3 or later
- Star-marked versions(*) are released in 2020 3Q. (July 29, 2020)

Product Name
Facelite
BioStation 2

FaceStation 2

Version Product Name Version
W1.2.007) BioStation A2 W1.8.007)
W1.9.00%) BicEntry P2 W1.4.0

W1.4.0(%) BioEntry W2 V1.5.0(%)

New devices support this feature:

.- FaceStation F2 FW 1.0.0 or above with BioStar V2.8.6 or above
. X-Station 2 FW 1.0.0 or above with BioStar V2.8.11 or above

How to enable the door-status-based APB?

i) Door setting

- Door sensor is necessary
- Enable the option 'User sensor when Entry Confirmed APB enabled' (Default is off)

Product Name
Corestation
¥Pass 2

BioStation L2

Version

V1.6.00%)
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+« | w2

Information
* Name w2 + Group All Doors
* Description

Configuration
* Entry Device BioEntry W2 544108069 (192.168.16.160)
* Door Relay(x) Relay 0 of BioEntry W2 544108069 (192
» Exit Button None
* Door Sensor Input Port 1 of BioEntry W2 544108069 ( + Switch @ Normally Open

+ Use sensor when Entry a ON

ii) APB zone setting

Confirmed APB enabled

- The Anti-passback status can follow the rule for each door based on the option 'Entry Confirmed

APB'

<« Add New Anti-passback Zone

Information

* Name

Configuration

* Mode

+ Anti-passback Type

APB door status

Global

I ) soft APE

« Entry Confirmed APB

I Follows door configuration

+ Entry Devices

+ Network
Failure Action

OFF
ON

Follows door configuration

* Type

* Active/Inactive B ) Active

* Reset Time 1440 min.

- [Exit Devices FaceStation 2 239 (192.168.16.115)

How differently does it work when the option is enabled & disabled?

Device 1 with 'Use Sensor when Entry Confirmed APB enabled' ON The APB alert is not
triggered even when you authenticate without the exit door authentication until the door

opened/closed.
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Door Y Elevator Y  Deviceid Y Device T

31/07/2020 15:16:58 w2 544108069 BioEntry W2 5.. Door locked

31/07/2020 15:16:55 544108069 BioEntry W2 5. APB door stat.. Soft anti-passback violation detected
31/07/2020 15:16:55 544108069 BioEntry W2 5.  20070602(-) APB door stat.. Access denied (Soft anti-passhack)
31/07/2020 15:16:55 w2 544108069 BioEntry W2 5... Door unlocked

31/07/2020 15:16:55 544108069 BioEntry W2 5. 20070602(-) 1:N authentication succeeded (Fingerprint)
31/07/2020 15:16:51 w2 544108069 BioEntry W2 5. Door locked

31/07/2020 15:16:51 w2 544108069 BioEntry W2 5. Door closed

31/07/2020 15:16:49 w2 544108069 BioEntry W2 5. Door opened

31/07/2020 15:16:46 544108069 BioEntry W2 5. 20070602(-) 1:N authentication succeeded (Fingerprint)
31/07/2020 15:16:46 w2 544108069 BioEntry W2 5.. Door unlocked

31/07/2020 15:16:37 w2 544108069 BioEntry W2 5.. Door locked

31/07/2020 15:16:34 w2 544108069 BioEntry W2 5.. Door unlocked

31/07/2020 15:16:34 544108069 BioEntry W2 5. 20070602(-) 1:N authentication succeeded (Fingerprint)
31/07/2020 15:16:30 w2 544108069 BioEntry W2 5.. Door locked

31/07/2020 15:16:27 544108069 BioEntry W2 5. 20070602(-) 1:N authentication succeeded (Fingerprint)

Device 2 with 'Use Sensor when Entry Confirmed APB enabled' OFF The APB alert is triggered
even if your door was not opened.

® Real-time Log

| YsaveFitter | M| & Clear |[ oo ]

Elevator Device ID

poor Y Y Y Device T
31/07/2020 15:13:38 239 FaceStat.. 2() Access denied (Invalid access group)
31/07/2020 15:13:26 fs2 239 FaceStat.. Door locked
31/07/2020 15:13:23 239 FaceStat.. 200706(-) 1:N authentication succeeded (Face)
31/07/2020 15:13:23 fs2 239 FaceStat... Door unlocked
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