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System Configuration, BioStar 2, Milestone

How to integrate Milestone with BioStar 2

The summary of Procedure

=

. Install BioStar 2.
. Install one of Milestone XProtect VMS (with professional license or higher).
. Install BioStar 2 Integration for Milestone XProject.
k24 AC Plugin for BioStar2
k21 WorkspacePluginforBioStar?
. Add IP Camera in Milestone XProtect VMS.

. Create new Access Control to connect Milestone to BioStar 2.
. Utilize XProtect Smart Client.

w N

o U1 B~

Before you integrate Milestone with BioStar 2, check the Prerequisites below.

Prerequisites
« Must install the one of Milestone XProtect VMS.
- XProtect Professional 2017 R2
- XProtect Professional+ 2017 R2
~ XProtect Expert 2017 R2
— XProtect Corporate 2017 R2
» Must install BioStar 2 4.1 or higher version.
« Must have a Milestone license for XProtect Professional or higer version.
+ XProtect VMS and BioStar 2 must be installed first
« All access control configuration settings of BioStar 2 must be completed.
+ System requrements
- CPU: 4GHz Quad Core
-  RAM: Minimum 10 GB
|- Hard disk space: Minimum 1 TB free hard disk space available
— Operating system:
Microsoft® Windows® 10 Pro (64 bit)»
Microsoft Windows 10 Enterprise (64 bit)«
Microsoft Windows 8.1 Pro (64-bit)
Microsoft Windows 8 Enterprise (64-bit)
Microsoft Windows 8 Pro (64-bit)
Microsoft Windows 7 Ultimate (64-bit)
Microsoft Windows 7 Enterprise (64-bit)
Microsoft Windows 7 Professional (64-bit)
Microsoft Windows 2008 R2 (64bit): Standard
— Dther Microsoft NET 4.5.1 Framework
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Step 1: Install BioStar 2

Refer to the below link if you do not know how to install BioStar 2.
BioStar 2 Installation

If you use the port number 443 for BioStar 2, you should change it into other number. This is
because the port number for BioStar 2 will be collided with the port number used when
XProtect Management Client 2017 R3 is installed. When you set the port number 443 for
BioStar 2 and then try to install XProtect Management Client 2017 R3, you will get the below
error.

When you set the port number 443 for BioStar 2 and then try to install XProtect Management
Client 2017 R3, you will get the below error.
> xProtect Professional+ 2017 R3 Test (=3

A system error has occurred

Asystern error has occurred during installation. Open the log file for details.

Error details: The 15 uses port 443, butthis portis also used by the process "ldle" on this
computer.

Ta continue the installation, you must first close the other application or chanoe the port of the
other application,
‘fou can use the command-line ool netstat to identify the application if in doubt.”

Step 2: Install one of Milestone XProtect VMS (with professional license or
higher)

You can download the installation file of Milestone XProtect VMS in the below link.
https://www.milestonesys.com/support/resources/download-software/

While you install the application, it is required to activate Milestone’s license.
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Step 3: Install BioStar 2 Integration for Milestone XProject

You should install two installation files below.

124 AC Plugin for BioStar2
%1 WorkspacePluginforBioStar2

- AC Plugin for BioStar2.exe is used to connect the access control system and XProtect VMS.
- WorkspacePluginforBioStar2.exe provides the functionality for using BioStar 2 in the XProtect Smart
Client.

You can refer to BioStar2 Integration for Milestone XProtect Setup Guide to install them.

After succeeding in installation of two applications, start the Milestone XProtect Event Server
manually. You can find it in the system tray and right-click on the below icon.

e

Start Event Server service

Show Event Server logs

Show MIP logs

Exit Event Server Manager

115 PM

@ A L dx A 12/7/2017

Step 4: Add IP Camera in Milestone XProtect VMS

When you run XProtect Management Client 2017 R3 and connect to your PC, you can see the below
screen.
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@ Milestone XProtect Management Client 2017 R3
File Edit View Action Took Help

HY o=8

DESKTOP-62MLDSH - (11.3a) I’Q
I License Information The Open Platform Company

[7] 5t Information

5 () Servers [\ Server:
) Recording Servers

) Mobile Servers Welcome to the Milestone XProtect Management Client. This is your feature-rich administration client for and v of your system.
T Devices
Tp Cameras

Select any of the nodes in the left hand side - Basics, Servers, Devices, Client, Rules and Events, Security, System Dashboard, Server Logs or Alarms - to learn more, or to start working.
# Microphones From the menu, select Help to activate the built-in help system, where you can find extensive help and information. Alternatively, press F1 on your keyboard.
@ Speakers
& Metadata
oo Input
\ Output
[ Client
B View Groups
£2 Smart Client Profiles
Matrix
= [ Rules and Events
[ Rules
&) Time Profiles
4 Natification Profiles
§ User-defined Events
# Analytics Events
®, Generic Events
= i Securlty
¥ Roles
& Basic Users
= @ Svstem Dashboard
[ Current Tasks
¥ Configuration Reparis
= I Server Logs
] System Log
=] ivadit Log
=] Rule Log
[B Access Control
=, Transact
[] Transaction sources
& Transaction definitions
e 3 Alarms

Prepare IP camera.
Go to Servers > Recording Servers.
Right click one of Recording Servers and select Add Hardware.

€ Milestone XProtect Management Client 2017 R3

File Edit View Action Tools Help

H9 o e il

Site Navigation « 0 % ||Recording Server

= @ DESKTOP-62NLD5H - (11,.3a) =) Recording Servers
—-{1] Basics R = JIDESK TOP-E2NLDS
] License Information

Expand

Site Information Add Hardware... Ctrl+N

= D Servers
Move Hardware...

@ Recarding Servers

) Mobile Servers Delete All Hardware
. % Do Rename Recording Server F2

T Cameras

& Microphones @ Remove Recording Server

@ Speakers @ Refresh s
W Metadata

oo Input
Output

Select Express (recommended) and then click Next button.
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Add Hardware O *

Add Hardware

Thiz wizard helps vou defect and set up hardware,

Hardware detection method:

(®) Express (recommended) )
Automatically detects hardware on the recording server's local network

(O Address range scanning
Seans defined network address ranges and detects hardware models

() Manual
Detects hardware models for manually entered IP addresses and host names

=]

The Open Flatform Comparry

Help Newt > Cancel

Add new user and enter User Name & Password for IP camera. Then, click Next button.

Add Hardware (] X

Specify user name and password f devices are not using the: default ones.

Include  Liser Name: Passward Add
D [FE‘D{}' D!'-!Ll:l LI R L]
1 Remove
El root AREREEEE

Help £ Back Mewt » Cancel

If you enter the information correctly, available camera will be found. To add IP camera, click Next
button.
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Add Hardware [m] >

‘Wait while the eystem to eaech hard and colk deniice specific information.
Successiully collecled hardware vall be added.

Collectad hardsvare information:

Address Part Hardware madel Stabus
192.168.14.200 |m 214215 |+ Success

(=

Help < Back I Mewt > ' Cancel

Click Next button.

Add Hardware

Hardware and cameras are enabled per default Manually enable addiional devices o be used.
The hardware and its devices will be assigned aulo-generaled names, Allermatively, enler names manmally.

_Hardware name template: : _Deuica name template: )
Default w Default w
Hardware to Add Enabled Mame

fua 215 Camesa - 192.168.14.200 i

(&8 Hardware: = Hodg 215 Camera (192.168.14.200)

= Camera port 1: = Mg 215 Camera (132.168.14.200) - Camera 1
# Microghone port 1 [ g 215 Camera (132.168.14.200) - Microphene 1
@ Seeakerpea1: O | e 215 Camera (192 168 14,200) - Speaker 1
o' nput port 1 O Auis 215 Camera (192.168.14.200) - Input 1

¥/ Output part 1: | OO | Awis 215 Camera (192.166.14.200) - Output 1

Click folder icon and select one default camera group. Then, click Finish button.

- http://kb.supremainc.com/knowledge/



2021/05/11 08:44 7/30 How to utilize BioStar 2 integrating with Milestone

Add Hardware a *

Selecta default group for all devices types.
Alternatively. select device group indhidually for sach device.

Default camera group: Devices Add to Group
Mo group selected,,,

I Axis 215 Camera [192.168.14.200) - Camera 1 Defauit Graup =

Default microphane group:
Mo group selected,,,

Default speaker group:
Mo group selectad, ,,

Default metadata group:
Mo group selected,,,

Default input group:
Mo group selected,,,

Default output group:
Mo group selected,,,

Help < Back Finish Cancel

If you succeed in add IP camera, you can see your camera in the Recording Servers'’s tree.

@ Milestone XProtect Management Client 2017 R3
File Edit View Action Tools Help

H9 e
Site Navigation +~ 2 x |Recording Server
= §» DESKTOP-62NLDSH - (11,3a) =) Recording Servers
=-{1] Basics - | ] DESKTOP-62NLDSH
- [&] License Information i} ~x<is 210 Camera (192,163, 14,
i Site Inforrnation
=) Servers

i) Recording Servers
i ﬁ Maobile Sarvars
= %0 Devices
i = Cameras
— @ Microphones
* Soeakers

Step 5: Create new Access Control to connect Milestone to BioStar 2

Right click Access Control and select Create new.
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£ Client
B3 View Groups
;-; Smart Client Profiles
G2 Matrix
| @ Rules and Events
[£] Rules
{#) Time Profiles
[ Motification Profiles
® User-defined Events
# Analytics Events
¥, Generic Events
el Security
% Roles
B Basic Users
-1 @) Systern Dashboard
[ ] Current Tasks
¥ Configuration Reports
=3 Server Logs
[=] System Log
Audit Log
Fule Log
|-

= "; Tranzact
(] Transaction
| Transaction
+ & Alarms

Enter all items.

- Name: Enter name of Access Control you want to use

- Integration plug-in: Select BioStar2 Server

- Address: Enter URL for access to BioStar 2 (including port number)
- User: Login ID for BioStar 2

- Password: Password for BioStar 2
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Create access control system integration

MName the access control system integration, select the integration plug-in and enter the connection details.

Mame: BioStar 2

Integration plug-in: BioStar2 Server

Address: https:/f192.168.14.17:456/
User: admin
Password: T

Usze HTTP encryption: [
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k&) BioStar Setting X
—Service Status

The Core Web Server service has been started. Running Stop

e

w The BioStar 2 service has been started. Running Stop

—r—

@ The T&A Web Server service has been started. Running Stop

—r——

The Video Server service has been started. Running Stop

——

~Web Server Configuration

HTTPS Port 436

o<

~Database Server Configuration

DB Type |Haria DB

Host [127.0.0.1 Port [3312
Database Name Database User Database Password
AC biostar2_ac ||:Iiclstar2_ac_user I,u“"““"“
TA biostar_tna ||:Iil:'5ﬁrtnau1:ver P
Video biostar_ve | biostarveuser R
['est Connection | Cave

If you fail to connect to the access control system (BioStar 2 AC), you will get the below error.
Please check if all settings are correct.
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Connecting to the access control system...

Collecting configuration data...
NP P =il Tl D MG S A S SRS S EET SR S LS ST S e |

Unable to receive configuration from the access control system, Error message: Error fetching configuration,

Previous Mext Cance

If you succeed in connection to the access control system (BioStar 2 AC), you can see below picture.

- http://kb.supremainc.com/knowledge/



2021/05/11 08:44 12/30 How to utilize BioStar 2 integrating with Milestone

Connecting to the access control system...

Collecting configuration data...
e e e |

Configuration successfully received from access control system.

Added:
Doors (1) -
Units  (4) -
Servers (1) -
Events (178) -
Commands (6) -
States (7} -
Previous | | Mext | | Cancel I

If BioStar 2 connected to Milestone successfully, the below screen will appear.
After selecting IP camera you will use in the right panel, drag the cameras to the access points
for each door in the left list.

Associate cameras

Crag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors: Cameras:
] DESKTOP-62NLDSH
2 Fayl ra qr
Mame | Enabled License Auis 215 Camera (102.166.14.200) - Camera 1 ||

testdoor| [+ |Pending

Access point: (24 E%]) BioStation A2 541531003
Drop camera here to associote it with the occess poin

Previous || Next || Cancel
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If you succeeded in integrate Milestone with BioStar2 with IP camera, you can see below picture.

| have successfully npleted the access control system integrati

Your XProtect Smart Client users can now manitor access control events. See the help system for how to optimize the
XProtect Smart Client for access control system integration.
You can edit the integration settings in the access control system properties, if you, for example, update the access

control system

Close

Once you succeed in integration between BioStar 2 and Milestone, you can add/edit the access

control properties at any time.
To manage them, you need to select one of Access Control.

At the bottom, there are 5 tabs you can configure.

- http://kb.supremainc.com/knowledge/



2021/05/11 08:44 14/30 How to utilize BioStar 2 integrating with Milestone

Mibestone XPratect Management Chient 2017 A3 - a %

File Edit View Action Tools Help

H?2oe*nl

She Mavi = o x JAccess Corrol v B [l Access Control Information

ERLDSH - 11150 «‘J»:(cess Lantrol
e General settings

Enable: c

Name BioStar 2

Description:

wegration plug-in: BloStar2 Senvar (Veeslon: 1.0, 1,00
Last cond guration refrech: (12442017 B:16 PM
| Refresh Contiguration.,

Address: hittps:/A192, 163,14, 17:056/
User: adnir
S ¢ S0 000498 098

" &b fGeneral Settings =p Doars and Assocised Cameras 3. Access Control Events (s Access Request Notfications  § Cardholders I

- General Settings: You can update the access control system name, network settings and login
information.

- Doors and Associated Cameras: You can associate the cameras with access points.

- Access Control Events: You can activate or deactivate the access control event from BioStar 2, also
create and assign the user-defined categories.

- Access Request Notifications: You can create an access control action or command which is
performed by the operator on the associated access points. For example, when a card holder
requests the door open, XProtect display a notification and then operator sending a door open
command.

- Cardholders: You can view or search the cardholder information. The cardholder information is
synchronized with user information of BioStar 2. In BioStar 2, user information includes user name,
access group, RFID card number, fingerprint template, face template and PIN.

Major Features
Feature 1: Access Control Events

This function is used for classifying Access Control Events into certain Event Category. In general,
there are a variety of different events in each access control system. To manage them efficiently in
Milestone, you should map all access control events to certain Event Category.
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|Access Control Information -

Access contral events
Select the events you want to monitor in XProtect Smart Client, Use categories to simplily the use of triggering events,

Enabled} Access Control Event Source Type Event Category
M J 1 2E EF D « PIN) Access Point Access aranted, Access Point
il S AE(D + 22 + PIN) Access Point Access granted, Access Point h
) 28 20D « ¥3) Access Point 1] categories
~ 1:1 25 AZ (D + AE + PIN) Access Point Bt i
M Ji e g300 A Access Point
W J11212 42 (MHAZFE + PN Access Point Access granted
¥ J1:1 28 23 (HHARIE + XE « PIN) Access Point Access Point
] 1125 42 MHALZFE + U2) Access Point
El B Access Paint [ focess request
=l BEEEEEESEET Access Point L1 Agarm
Fl B R Access Point [ bevice Related
M J1MA= 22 GIE s 23) Access Point
¥ Jr12E 23 GIE + NE + PIN) Access Point [ Door Related
W J1:12E 42 GE + AS) Accass Point | m
i) 1128 48 FIE) Access Point
Fl EEEETIO) Access Point T LitRelated
Fll BEEETT TN Access Point [ Test Event Categary
M 11 2E S0 (MAASIE + PIN Access Point ..
B JU12E Sl (HAARIIE + KE) Access Point 3
| 1128 Sl (23 Access Point Access denied, Access Point, Access request
=] 1:1 21 240 (2 Access Point Access denied, Access Point, Access request
| 1128 &l Fi=) Access Point Access denied, Access Point, Access request
¥ 1:1 g 2 2 (D + PINY Access Point Access granted, Access Point, Alarmn, Warning
[i] VIESHASAS (0 + 3 + PIN Access Point Access granted, Access Point. Alsem, Warning
M JrIES RS NS00+ B2) Access Point Access granted, Access Point, Alaem, Wamning
A TIPS TS AS (D + T2 + FIND Access Point Access granted, Access Point. Alaem, Warning
W Jr:EuRg S a0+ AF) Access Point Access granted, Access Point, Alem, Wamning
M J1:1 24 A2 AF (HAA2TE - PINY Access Point Access granted, Access Point, Alam, Warning
v 11 Ee R2 AE (MY A2IE « A + PIN) Access Point Access granted, Access Point, Alarm, Warning
M |1 g% A2 AT (HHASFIE - AF) Access Point Access granted, Access Point, Alarm, Warning
[ 11 g4 A2 AF (M4 A23E) Access Point Access granted, Access Point, Alam, Warning
[ 1:1 g% A2 A GIE « PIN) Access Point Access granted, Access Point, Alarm, Warning
¥ L1 EH A2 NE GIE + €2 + PINY Access Point Access granted. Access Point. Alarm. Warning
M Jr1 A2 AE GiE - g3 Access Point Access granted. Access Point, Alarm, Warning
|} 11 E2 RAE N8 GIE + N2 + PINY Access Point Access granted. Access Point, Alam. Warning
M Jr1ESASAS GE - NS Access Point Access granted. Access Point, Alarm. Warning
¥ 111 g A2 2\ FIE) Access Point Access granted. Access Point. Alarm. Warning

If you want to create customized Event Category, you can make it by clicking User-defined

Categories button.

&% General Settings = Doors and Associsted Cameras T Access Control Events (& Access Request Notifications L Cardholders

| 4ccess Control « 7 ||Access Contral Information
& ] Accass Contral

5] BinStar 2 Access control events

Select the events you want to monitar in *Protect Smart Client, Uss categorles to simolify the use of triggering events.

I WUser-definad Catagarias, I

44 Gereral Senings =p Doors and Associated Camaras ), Access Cantrol Events (s Access Request Notfications  § Cardholders

Enabled Access Control Event Source Type Event Categary
[ 1:1 21E & (D) Access Point Access denled. Access Point. Access request
B[ 1 2E 0PN Accees Paint Access denied, Access Point, Accees raquedt
& |11 293 Sl HHA2FIE - FINJ Access Point Access denied. Access Foint, Access request
A | Access Point Access denied. Access Point. Access request
[0 - Accass deniad. Access Point. Access raquest
b 5 User-defined Categories x Access denled. Access Point, Access request
I Access denied. Acoess Point. Access raquest
= |1 Name Add Accass granted, Access Pont, Alarm, Wamning
(] 1Y TS AE (D - G2 + PN Test Event Category ] Remave Access granted. Access Pohnt, Alarm. Warning
[ |1 EETE S (0 - BE) Accass granted, Access Pont, Alarm, Wamning
& [ HSTUEAEF 0 - NE + PN Access granted. Access Pot, Alam. Waming
[ |11 EE U2 SE WD - K2 Access granted, Access Pont, Alarm, Warning
[+ 11 f= TS 9 E (JH2FE « PIN Access granted, Access Point, Alam, Warming
[l 1:1 f TE AE (HHAZTIE + TS + P Access granted. Access Poit, Alarm. Warning
& [11 @ AS 98 MAASAE « AD) Access granted, Access Pont, Alam, Waming
[ 11 e TZ AE (FHAE2FE) Access granted. Access Poht, Alarm. Warning
(] 1:1 @ A 9 E FIE « PIN) Access granted, Access Pont, Alam, Warning
W |1 {2 S AF G « BE » FIN ,—i =] Access granted, Access Point, Alam, Waming
& | ESH A OEFE - BR) & - Concel Access granted . Access Point, Alarm, Warning
|11 € RS 95 GIE - N2+ PV Tecceoro Actess granied Access ol Aam. Waming
|1 g EE QS GIE + AE) Access Point Access granted. Access Pont. Alarm. Wamning
W |1 EHE S YE GIE) Access Point Access granted. Accass Pont, Alarm, Warning
& [INSIE 28 @« PIN) Apcees Paint Access granted, Accass Pont
(] INOIE 23 (@3) Access Point Access granted. Access Point
& [rNeiE 28 @S« PN Access Paint Access granted, Accass Font
[ |ENYIE 2% (A§) Access Point Access granted. Access Poit
& [INSE 21 PN Access Paint Access denied, Access Point, Access raquest
[ NS Qi (MH2AZ27E + PIN) Access Point Access denled. Access Point. Access request
W |ENSE &I (HHAZFHE « W) Access Point Accass denied. Access Point, Access raguest
ERIEEEETLEED Ancess Paint Access denied. Access Point, Access request
[ INYE gn (AE) Access Point Access denled. Access Poinl. Access request
(] INESRE OE 22 (B8 + PN Access Paint Accass granted, Access Point, Alarm, Warning
[ N g 7IE 2IE 22 (=3) Access Point Access granted. Access Poht. &larm. Warning
¥ ENER TS OE 42 (E - PIN Access Point Access granted, Access Pont, Alam, Warning
M [N RS SIF 22 A2 Access Point Access granted, Access Point, Alam, Waming
[# | ACPower 22
[ | AC Power &1 BioStar? Terminal Alarm, Device Relatad

- http://kb.supremainc.com/knowledge/



2021/05/11 08:44 16/30 How to utilize BioStar 2 integrating with Milestone

Feature 2: Cardholders

The user who is enrolled in BioStar 2 is synchronized with the cardholder in Milestone.

List of all Users
BioStar 2:

BioStar 2 @ seina (D) sbout (3) e

/' All Users ' 50 raws oo |

Milestone:

Access Contro » 0 JAccess Control Indormation
5] Access Control
5] BiaStar 2 Cardholders
Seanch for cardholders 1o wiew a pictus of the cardhaldes, The cardholder plctune (s usad in the *Protect Sma Clent, when an access control event has bean registered,
Q
hama Tupe
Admenistralor AG3
ethan AlGS
heaibiey 53
kate R
1im AI53
i A3

&% General Seflings = Doors and Associsted Cameras 53 Access Condral Evants (35 Access Request Nedifications 1 Cardholders
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User Details

BioStar 2:
< kate - ac
Infarmation
e hat  Email
] | Telaphors
Groug | Ugeis 1 Suan -"_ Fre
+ Pariad e oy 2000/ 12431 e |
# ]
© Cperma Level [ v * deocam Grouvp
* Login 1D
© Paswword
Credential
-
+ Auth Mode ) bewecsh Dtk
* ke + Fiagerprist. (i +race voed O
© 11 Eemarty Leeel Euwes Delwait
- ——
Fingarprinl 1 N
;‘ \pp ; Cancal
Milestone:
Access Control = o [|#ccess Control Infornation
= 5] Access Control
4] HiaStar 2 Cardholders
Search for cardholders 10 view a picture of the cardholder. The candho ke pictune (s used in the 3Protect Smart Clent. when an sccess contral gvent has been registensd.
Q
Marme : Typa late
Adrrinistrator A3 #i33
athan A33
haley a3
tim A5
W [ &E3
MEBRID: 3
AHERF OF: AllUsers
HiEra: falsa

AT EEE Z2001-01-01 23 12:00:00
OhE W 2030-12-31 2% 11:59:00

PIM: true
EIEH 1
1 H 0
JE: 0

Although the information on user/door/device is changed except for real-time events in BioStar
2, it will not be updated in Milestone automatically. In these cases, you should click Refresh
Configuration button in Milestone (Access Control > General Settings). Otherwise, the
user information between BioStar 2 and Milestone are different.
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@

File Edit View Action Tools Help

H2 oe
Sie Navigation ~ 8 x JAccess Control » 1 JAccess Control Information
= g DESKTOP-62NLDEH - (11.3a) = -g Access Control
[ Baslcs ] BioStar 2 General settings
=] LI.I.'SHSB Infu!ruallun Enable: 7
[ Site Information g pma:
=[] Servers Mame: BinStar 2
¥ Recording Servers Description:
HJ Mobile Servars
= &0 Devices
= Cameras
A Microphones
@ Speakers
& Metadata
o Input
W Output
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Integration plug-in: BioStar? Server (Version: 1,0, 1,03
Last configuration refresh: 12/B/2017 4:58 PM
Figfresh Can

figuration,..

i
L] General Seftings h Doors and Associated Cameras %, Access Control Events (s Access Request Nofifications  § Cardhalders

Step 6: Utilize XProtect Smart Client

If you succeed in integration with Milestone with BioStar2, you can monitor real-time video, identify
the detected alarm from the door, access to BioStar 2 and check the event logs displayed in BioStar 2
by utilizing XProtect Smart Client.
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. Live

- Alarm Manager
- BioStar2

- Access Control

Major Features

Feature 1: Live

In Milestone XProtect Smart Client, you can monitor real-time video recorded by IP camera. After you
select the camera you associated in Milestone XProtect management, drag it into the right panel.
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Drag the camera here

Then, you can see the real-time video recorded by IP camera.

B e $Fvomen fa et

In addition, you can adjust direction or zoom in/out by clicking the icon located in left-bottom side.
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You can customize the View in Live tab.
For example, if you want to monitor video and check the information on users who
authenticate their identity with PIN/Fingerprint template at the same time, click Setup button.

Then, you can see various options you can configure. First of all, click Create New View icon.
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Playback Sequence Explorer Alarm Manager 3

L 4 Mew View (12 1)

d Default group

[ Default view group

wil=1)

Create New View

v L DESKTOP-62ZNLDSH

Access Monitor

E BioStar? View

Camera Navigator

After that, you can select one option you want to customize in the view. By clicking the icon
shaped pencil, you can modify the name. Then, Click Set button.

- http://kb.supremainc.com/knowledge/



2021/05/11 08:44 23/30 How to utilize BioStar 2 integrating with Milestone

& Milestone XProtect Smart Client

Playback sequence Explorer Alarm Manager 1 Bwo5ta

XProtect £ Mew View (1x 1)

L Diefault group

[ Default view group
MNew View [1 + 1)
T Mew View [1x 1)

Private

43
4:3 Portrart
169

169 Partrast

= Camera Navigator

Carcarsel

=] Image
H.al_'n
W Matrix

B Text

Application

Camera

Next, drag Access Monitor in System Overview. In the Access Monitor Settings, you should
specify the settings for the Access Monitor and click OK button.
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Once you click OK button, you can see the customized view. Please note that you should click
Setup button again to escape the setting of View. If you see below screenshot, you can monitor
video and the information on users who authenticate their identity to enter the door
simultaneously.

- http://kb.supremainc.com/knowledge/



2021/05/11 08:44 25/30 How to utilize BioStar 2 integrating with Milestone
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Atarm Manager #

If someone fails to authenticate their identity, the notification will be displayed in the right-
bottom side and display the real-time video.

1262017 G1252 P — B X

Feature 2: Alarm Manager

If an alarm occurs in BioStar 2, the alarm message will be generated in Milestone.

BioStar 2:
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* Date

Comment

Milestone:

In Milestone, Alarm Manager will judge if generated event should be dealt with alarm based on Access
Control Events tab and Alarm Definitions.

[How to configure the alarm]

This setting is required to view or acknowledge the access control event alarms of BioStar 2 in
XProtect Smart Client. The alarm can be set in Setting menu of BioStar 2 and if the event alarm
happens, XProtect Smart Client displays the alarm in Alarm Manager.
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Go to Alarms in the Site Navigation and select Alarm Definitions. Then, right click Alarm
Definitions and click Add New.

€ Milestone XProtect Management Client 2017 B3
File Edit View Action Tools Help

H 9 e il
Site Mavigation » 1 3 Alarm Definifions = B [Properies
=g DESKTOP-62NLDEH - (11,33) -2
=[] Basics Collapse
License Informafion
E Site Information e ki
= [ Servers o Refresh F5

fj) Recording Servers
%] Mobile Servers
B Devices
= Cameras
» Microphones
@ Speakers
¥ Metadata
o Input
. Output
A Client
B View Groups
£2 Smart Client Profiles
gl Matrix
@ Aules and Events
[E] Fules
&) Tima Profiles
o] Motification Profiles
B User-defined Events
* Analytics Events
%, Generic Events
=-aff Security
¥ Foles
£ Baslc Users
@ Svstem Dashboard
[[] Current Tasks
[* Configuration Reports
={ Server Logs
=] Swstem Log
=] Awdit Log
[=] Fule Log
[Be Access Control
= £, Transact
[£] Transaction sources
[ Transaction definitions
Alarms
Alarm Definitians

B Sound Settings

Enter Name in Alarm definition section.
Select Access Control Event Categories and one of Events you want to set in Trigger section. In

below picture, | selected Alarm.
Selet one option for Sources in Trigger section. In below picture, | selected All doors.
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Alarm Defindtions « o [|Properties
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1 minute
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Salect,,,

Salect,,,

Select...

- 0

At this point, please check Access Control Events which Alarm event is allocated. You can map Alarm
event to certain Access Control Events. In below picture, | set Alarm event for the Access Control
Event, “Access denied (Blacklist)“.

Access Conirol - 3 |Jaccess Contrel Information
] Access Conirol
5] BioStar 2 ACocess cantral events

| Enabled | Accass Controd Event
b |28 sl 2t 20

Select the evenits you wanl b mardar in Protect Sar Clisnt. Uss eategories bo simp By the use of Iigaeing evens,

Source Tene
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Access denied. Access Point, Access request, Zone Related

OE &l (@ERE 2E 25
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OE 4T @R 3294

Access Point. Door
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TH U BioStad Terminal Device Aelated

FHIAEA W
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BT NS 12 =R

Access Point. Door
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He (@O AE)
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e e B

Access Point. Door
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Access Point, Door
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LR SIEIDAY) Access Point. Door
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SUE TR BR Arczss Paint. Door L Ao

FES A EE WE Access Point, Door [ Dooe Retsasd
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Access Point. Door

L] Toet Event Category
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Atpess Paint. Door

Access Point, Door Related
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Accass Point. Door
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User-defined Categories...

Feature 3: BioStar2

In Milestone XProtect Smart Client, you can access to BioStar 2 and add/modify the data (e.g. User,

Device, Door) in BioStar 2.

& Gereral Sefings =p Doors and Assocsed Cameras . Access Conrol Events (s Access Request Nolibcations § Cardfolders

R Doar Alarm. Zone Felated
FEEEELE] Dioar Zone Reiated
Bas ad BaoSrar? Terminal Dievice Fetaed
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Alarm Monitor

Feature 4: Access Control

You can check Events, Doors and Cardholders for BioStar 2 in Milestone.

% Milestone XProtect Smart Client

Live Playback Sequence Explorer Alarm Manager 3 BioStar2 m

105441 AM @ Thani you for using this trial license to demonsirate or evaluate the XProtect vides management software. The trial license expires on Ta fully license the product, pleas act your reselier or find one on wwwmikesto

PEEEN oo

Today ~ Alle -

Cardholder

) BioStation A2 5

Server connected

You can also create the PDF report for Event records by clicking Access report button.
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