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How to use Audit Trail

System Configuration, BioStar 2

How to use Audit Trail

The Audit Trail is one of new features of BioStar 2.5.0 to find out all actions of the system
administrator. This function helps you to check that which data is created, modified or deleted by the

system administrator who login to BioStar 2.

Information about edited values are not shown:
The audit trail shows which items were edited, but it doesn't show what value it was changed

to.

For example, if you changed the email address of a user, the log will show that the email
address item was changed. However it will not show what email address it was changed to (i.e

ethan@gmail.com to james@gmail.com)

Where can you see the Audit Trail?

If you go to the Setting > AUDIT TRAIL, you can see the screen of Audit Trail.
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Details of Major Filter
[Datetime]

Basically, you can check the records on Audit Trail for the last 1 month or 3 months.

+  Audit Trail
i= Last 1 Manth
= Last 3 Months Filter
* Datetime . Lser * Operatar Level N
2T 0628 00:00- 2017/ 0%/28 23:50 b Mana - Hana - Wane
Datatime User Dperatar Lavel IP

2001 709/28 11-40:51 Etiran(1111] Administrater(1] 1921661416
2001 71049,/28 11:22:27 hailey(123) Administrator(l] 19216814216
201 7/09/28 07-38:33 Ethan(1111) Administrator(1] 192 168.11.85
2017/09/28 07:38:35 Ethan(1111) Administrater(1) 192 16811 85
Al T MNANS 073030 Ol anii444h L N e ST ] iNY AED> 441 OK

Moreover, you can set the specific period you want to check in the Datetime filter.

+  Audit Trail
i= Last 1 Manth
= Last 3 Months Filter
* Datetime . Lser + Operatar Level N
2T 0628 00:00- 2017/ 0%/28 23:50 b Mana - Hana - Wane
Datatime User Dperatar Lavel IP

2001 709/28 11-40:51 Etiran(1111] Administrater(1] 1921661416
2001 71049,/28 11:22:27 hailey(123) Administrator(l] 19216814216
201 7/09/28 07-38:33 Ethan(1111) Administrator(1] 192 168.11.85
2017/09/28 07:38:35 Ethan(1111) Administrater(1) 192 16811 85
Al T MNANS 073030 Ol anii444h L N e ST ] iNY AED> 441 OK

[User]

You can search for Users with either user name or user ID. After entering the information on user,
press Enter key. Then, you can see a list of items.
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[Operator Level]

You can search for Operator Levels which are listed in Audit Trail. After entering the information on
operator level, press Enter key. Then, you can see a list of items.

[1P]

You can search for IP. After entering the information on IP, press Enter key. Then, you can see a list
of items.

[Category]

You can select multiple categories.

[Target]

You can select certain target like devices, users.

[Action]

You can select multiple categories.

[Save Filter]

You can save the customized filter with the combination of filters.

«  Audit Trail

In BioStar 2.5.0, you can make only one customized filter. In other word, you cannot save
multiple customized filters. It will be improved in the future version of BioStar.
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[CSV export]

You can export a *.csv file.

<« Audit Trail a0/m 00 ET
Filter
- Datstira = W - Oparates Livsl iy + Calegary + Targst - Action
2077/08/28 0800 - 20179720 2359 - [T - Hors - Mome - Hene - [ - Hone - T Bave Filtsi .

Columa Semag

Muozizanen

SO TIOWDE 1 £5845 Admmizirator]1] Admenisiraton1) TELTER14T Uz best{E) Ugdate PRane
P THOWEE 1 &5406 Admmnisoasoe|1) Adrenistracsn 1) 118894497 st tast]¥) Updane =]
P TIOWEE 18531 Admmisoanoe|1) Adrenisiracen 1) TEL 1849407 User test{E) Updane FRane
DY TIOWZE 1 &5253 Admmistrance|1) Adrrenisiratan|1) TEL184.04T Device BredStaton AZ 541531003 (1... Ugdane

[Column Setting]

You can select the columns you want to display from a column list.

+ Audit Trail o (o) [0 Je (= ][] ] s0rems v
Filter
= Datstima = Un = Oparstor Leesl - + Catsgony + Tarnget = Action
2077/08/28 DEO0 - 201709728 23:59 - Hore - Hors - Mome - Heng - Hane - Mone - T Gave Filtar -

- !

[ —

I TITWZE 1 85845 Admmigtrator]1] Admenistratar]1) TELIER040T Use bestiE) Update Phane
I TIOW2E 145806 Administaer(1) Adrnistratan1) TR 1B 41T s tast{¥) Ugdane ]
D TIOW2E 185321 Administaner(1) Admanistratan{i) TR 1ER141T s test{¥) Updane PR
I TIOW2E 145253 Admmistraor|1) Admenisirabar]1) 1S 1E8.040T Dewice Bietaton A2 541531003 (1. Update
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