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New Features and Improvements

Server Setting




Synchronization of All Devices

Device Admin



http://kb.supremainc.com/knowledge/doku.php?id=en:how_to_synchronize_user_data_enrolled_from_the_device

Synchronization of All Devices
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Setting of Password
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* Password Level Medium

* Maximum Password Age ) Inactive

* Maximum Invalid Attempts _) Inactive

* Maximum Password Change Limit J Inactive



https://support.supremainc.com/en/support/solutions/articles/24000042372--biostar-2-updated-login-password-level-and-the-policy-of-login-password

Setting of Password

<+ Security

Login Password

* Password Level . Medium
* Maximum Password Age _T"l Inactive
* Maximum Invalid Attempts ;,_-:]- Inactive
* Maximum Password Change Limit (B Inactive
Maximum Password Age Set the period for using password
Maximum Invalid Attempts Limit the number of password failures

Maximum Password Change Limit Unable to reuse the same password




Support the port 9000 change in ‘setting.conf’
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18/05/14 09:31:21.854606 E <5YS> [0x00001698] faﬂed to open fastcg1 socket port:9000 in use by anther application.
18/05/14 09:31:21.854606 1 <SYs> [0x00001698] v
18/05/14 09:31:21.854606 1 <s5Ys> [0x00001698 [ServerMatchmg] serv1ce is started
18/05/14 09:31:21.854606 1 <Sys> [0x00001698] start waiting to stop

failed to open fastcgi socket. port:9000 in use by another application. . |



https://support.supremainc.com/en/support/solutions/articles/24000044516--biostar-2-biostar-2-7-8-new-features-and-configuration-guide

Support the port 9000 change in ‘setting.conf’

I+ satting. conf E3
1 |

2 "Biodtar™ r {
L] "api port™ @ 5010,
a4 "webmsarver thrift port™ @ 5310,
5 I:ﬂhaarvut_faat::gi_part' : 5000, |
(5 http=" & |

"uss_ss=1" : "1%,
g "port"™ : 456,

o - - Lol =

Change the port number what you want to use instead

of port 9000




The number of Custom Level

BioStar 2 @ Settings EIEE Port @ About @ Help

| ADD CUSTOM LEVEL | <« Account

3 Administrator

— _

Monitoring Operator
Administrator
test
User Operator
T&A Operator
Maonitoring Operator
User
test

Visitor Operator
TEA Operator

User

Visitor Operator

Edit all

View user only

Edit monitoring & view others{except time attendance)
Edit time attendance & view user

View individual schedule & time card in time attendance

Edit permission for visitor

Possible to create 32 custom level account

BioStar 2.7.5 has no custom level limitations.




Active Directory Support

Biostar2 v2.7.5 or higher version support Active Directory Menu to get the user information from Active
Directory to BioStar2 User.

Active
Directory
Server

v

BioStar2
Server

A

Biostar2 ACt'Ve
DB Directory
DB
User ID
User Name sAMAccountName
Email adminCount
Telephone Mail

Expired Date accountNameHistory

accountExpires
etc

Required AC License :

Advanced Level




Specification of BioStar 2 Active Directory

Supported Feature

- Default Simple Authentication of Active Directory connection

- Communication Encryption between Active Directory and BioStar2 Server for limited environment

- Manual Synchronization from user information of Active Directory Server to user information of BioStar 2

Not supported Feature or limited feature

- Not selectable of user ID of BioStar2 User field for user information connection of Active Directory Server

- Not available to add more than 5 user field of BioStar2 Server

- Not available to use communication encryption if Active Directory and Active Directory Certificate Service are
located in different PC

- Not available to synchronize automatically



https://support.supremainc.com/en/support/solutions/articles/24000041940--biostar-2-how-to-confirm-active-directory-information

How To Configure Active Directory Server in BioStar 2

Steps
1. BioStar2 AC Advanced Level License
2. Alphanumeric User ID Type

3. Confirmation the connection for Active Directory Server and update the server information in BioStar 2
- Confirmation the specification of Biostar2 Active Directory

<+ Active Directory

Active Directory Server

» Secure transfer D Inactive

» Server Address 102.168.1.4

« User Name tast

+ Password reseanes

+ Base DN CN=Users,DC=test,DC=com

Test Connect

Reference Article: How To Confirm Active Directory Server Information

https://support.supremainc.com/a/solutions/articles/24000041940--biostar-2-how-to-confirm-active-directory-
information



https://support.supremainc.com/a/solutions/articles/24000041940--biostar-2-how-to-confirm-active-directory-information

How To Configure Active Directory Server in BioStar 2

Steps
4. Fill in for each field of Active Directory of BioStar2
Field Configuration
* User Pald Mapping BioStar2 User Field AD Server Field -
User ID sAMAccountName i
User Name ¥  adminCount v ]
Email *  mail v ]
Telephone ¥  accountMameHistory v v
Expired Date v accountExpires v '
Update |
Synchronize
Last Synchronized at 20:29:47 on 2019-07-08 Sync Now

Reference Article: How To Configure Active Directory in BioStar2
https://support.supremainc.com/a/solutions/articles/24000044140--biostar-2-how-to-configure-active-directory-in-biostar2-
/en




New Features and Improvements

Device




Input in Trigger & Action (Event Name Change)

Add Trigger & Action

() Event + Port

- | Input Port 0 - |
) Input L !

I -_i. Input(Event Name Change]l + Switch

| Mormally Open - |

» Duration(ms)

| 10 |

« Schedule

| Adwers Ml Search event log

« Event Name

test_EventHameChange I

<

Fail to save to the server DB

| test_EventMNameChange
- Muster zone alarm cleared

Muster zone alarm detected

Muster zone time limit violation

Interlock zone Alarm Clear

Enter the event name what you want to use

Interlock door open denied alarm (Occupied)

OO 0Oo0odd

Interlock door open denied alarm

E



http://kb.supremainc.com/knowledge/doku.php?id=en:how_to_configure_custom_input_event_name

Increase the number of administrator

Before BioStar 2.7.3

%
T

Device Admin 1 Device Admin 2 Device Admin 10

Face Station 2

: From BioStar 2.7.3
® G ‘ | From BioStar 2.7.3

EEEEEN Qi

Device Admin 1 Device Admin 2 Device Ac;lmin 10
BioStar 2 (Old version) Device (new version) Max 10 admin users ! |
BioStar 2 (new version) Device (old version) Max 10 adminusers w m m m m = \A\L
BioStar 2(new version) Device (new version) Over than 10 users Device Admin
1000



https://support.supremainc.com/en/support/solutions/articles/24000042359--biostar-2-increase-the-number-of-administrators-that-can-be-added-per-devices

Quick Enrollment for FaceStation 2

The front face

Moving the face
up and down

Moving the face
to the left and right

New Employee

From
FW v1.2.2

The front face

Quick Enrollment



https://support.supremainc.com/en/support/solutions/articles/24000044516--biostar-2-biostar-2-7-8-new-features-and-configuration-guide

New Features and Improvements

Time and Attendance




Working 24 hours or longer (fixed

shift)

Employee’s Schedule

WORKING TIME
09:00 ~ 18:00
09:00 ~ 09:00
13:00 ~ 22:00

09:00 ~ 18:00
09:00 ~ 09:00
13:00 ~ 22:00

3 different shift

OVER TIME

00:00 ~ 09:00

00:00 ~ 09:00

3.Day3/7/11/ ...

Work overnight once in 4 days



http://kb.supremainc.com/knowledge/doku.php?id=en:sample_t_a_shift_setting_for_working_more_than_24_hours

Working 24 hours or longer (fixed shift)

+ Name | shife2
- Description |
+ Type 0 Fixed ( Flexible ( ! Floating
s o
—
- [pay start time 09 1 oo 2 Allowed a day befare/after time A day befors(hours) | 2 | & dayafterfhours)
v v
« First check-in & Ves
Last check-out
= Time segment
»
»
Current day B
Next day

regular 09:00 00:00 04:00

over time

L L ~ L
L L
—> A — 09 [ o0 00 [ o0
regular -
b v h 4 v
hd h s
[] Hext day I Hext day I
Time code Start time End time Min. Duration
regular 09:00 00:00 04:00
~ L ~ M
e o~ -~
over time - o0  ob
b v b w
hd h s
I [ ] Nextdayl I Next day I




Working 24 hours or longer (fixed shift)

ADD SCHEDULE TEMPLATE

« Name Over24h_test

_m
+ Description

shifs 2 Fixed 09:00~09:00 09:00
* Type Weekly ®) Daily | shift 3 Fixed 13:00~22:00 12:00
|
« Cycle 4 Ma : 90) | IEEE — | Fixea 09:00~18:00 05:00
+ Weekend days mon || Tue || wep || THu || FR m * Please select one or consecutive two days.
P e e e e e e e =
SN
Day 1| Copy All 1 1 1 2 2 1
1] (-1 a 2 1 2 1 4
Day 2 1 1 1 2 2
0 £ Le] 2 B 2 1 4
. ' ' | ' [ | [ | . | ' | | | | | Shitti
Day 3 1 1 1 2 2
Day 4 1 1 1 2 2
0 £ a 2 L 2 1 4

3 different shift

3.Day3/7/11/ ...




TA License Policy

Iltems Basic (Free) TA License
Number of Schedules 1 Unlimited
Number of User per Schedule 99 Unlimited

TA license under BioStar 2.7.6

Item Starter (Free) Standard Advanced Professional

Number of Users 100 500 1,000 Unlimited

TA license from BioStar 2.7.7

If there is an Time Attendance license already in use, it is replaced
by an Professional license.



https://support.supremainc.com/en/support/solutions/articles/24000043236--biostar-2-time-attendance-license-policy-change-from-biostar-2-7-7

New Features and Improvements

Visitor




Visitor Management

e

Visitor

cott License, Device for registration
ettings

Area visitors want to visit
> Door, Access Group

PC for Self registration
registration > Visitor setting, Site

25




Visitor Management

Register Info

Vl S | t or PC for Access Visitor « Name, Phone
: : i number, Host,
reglstratlon reglster page S, e
Card

Confirm, Visit the
Check-IN assign, front desk

register on office

Visit the

e Ask to
Visitor fgonnggﬁecsék registration



https://support.supremainc.com/en/support/solutions/articles/24000047155--biostar-2-how-visitor-management-works-

Visitor Management
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Visit company

O

Contact to
front desk

—




Visitor Management

N Ask to
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Visitor Management
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New Features and Improvements

DB Migration Tool (BioStar 1.x > BioStar 2)




DB Migration Methods

4 Uploading all users
User Data Only Manual Upload from 2" gen
levice to BioStar2
- -
_ User Data and Log One Time
BioStar Data Data Migration Tool operation
1.9/1.93 SW (One Way) (To-Be)
] )
____ o~
User Data and Log s-DataLink Always.-on
Data Tool operation
(Two Way) mam (To-Be)
\_ A A

31

BioStar 2



https://support.supremainc.com/en/support/solutions/articles/24000043879--both-biostars-an-example-of-db-migration-steps

User Data and Log Data (One Way)

Use Case

1) Need to have user information and event log

2) Replace old 15t devices to 2" generation device

3) Only the CSN card format is supported

4) Profile Image can be migrated

Notice

1) It needs to configure a door setting and access level/group once installing
BioStar2 and uploading users if the formal environment is using access
group with BioStarl

2) Itdoes NOT get a face template and a Face template of FS1 is not
compatible with a face template of FS2

3) It does NOT set user level of device menu access

4) When migrating data using BioStar 1.x to BioStar 2.x Migration Tool,

S)

existing users stored in BioStar 2 will be deleted except for user 1
Confirm if you install BioStar 1.9 or higher version

32




Data Migration (One-Time)

Set informatoin with

Run [Test Connection]
run_migration.bat and click [Migrate
user]

Install BioStar2 Run Set informatoin
v2.7.6 or higher Biostar DB with [Test
version Migration Connection] and

click [Migrate log]

33




Data Migration (One-Time)

BioStarl
—

USER
LOG

Stop
BioStarl
Server

BioStarl DB
(User Data/Log Data)

BioStar2
Server

v

Run BioStar?2
Server

BioStar2 DB
Stored data:

User ID 1 only




Migration Tool (BioStar 1.x > BioStar 2.x)

. il 22 2. . NS s . I W
@Uv » Computer v Local Disk (C:) » Program Files » BioStar 2(x84) » biostar-migration »
— o — — =
Organize » [=h open Print Mew folder
- Favorites Mame : Date modifi
Bl Desktop libcard
4. Downloads rnessage
node_modules
- Libraries oracle
< Documents SErver
,.- Music T2 BioStar 1.x to BioStar 2.x Migration Tool_QG_V1.00_EN.pdf
k=| Pictures T2 BioStar 1.x to BioStar 2.x Migration Tool_QG_V1.00_KO.pdf
B2 videos [f BioStar DB Migration 3
(2] gruntfile,js 5/17/2019 3
|r'|u:|ex_|5 317/2019 3
) node.exe Open }
| packagejson Edit |
|| package-lock.json Print ;
& run_migration.bat I A Run as administrator I k
run_migrati
on.bat
2

BN CA\Windows\System32\emd.exe

Filest®BioStar - Whiostar-mig 'ﬂf ir"uf"uW"
F| |"'-||E| G4
..E?u!




Migration Tool (BioStar 1.x > BioStar 2.x)

- > C

Migration

@ localhost3100/#]/migration

BioStar2

Protocol

Server

=1 T M s gruan

u b Cut « B x u-_II 0 Hew item = \/—

Lhare Wiew

u— Copy path 5:] Easy afcess -
Pnto Cuick Copy  Faste Fdove Copy Delete Fename MNew Propertie
access [7] Paste shartzut e ta = - falder -
Chpboard Cirganize ey i
— w i + ThisPC » Local Disk (C:] 5 Program Files > BioStar 2(xB4] » hbiostar-migration
-
PC_Setting_d # ™ Marme Diate odified Tupe Size
Y L libcard AN S0 PN File falder
BrinSaar 2(x64) FIvEsEAgE T 20 0 File fiorl desr
nede_modules TAAD2019 S0 P Filg folder
arzcle TAW2019 201 PM File folder
SENEr TA2019 201 PM File folder

-0
I This P
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/2019 1204 PM Adobe Acrobat D...
J21/2019 1204 P Adobe Acrobat D..
'E BicStar DE Migration 21/2019 1204 PM Intemet Shortout

T1IWIA TRAL ALY e suBaalak Bl
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Wil the visitor mode available in all
versions, even at the free version?

* NO. To use the visitor management, you should purchase
Visitor License of BioStar2

Does the Visitor management system
support capturing of photo when visitor

VisSits the site?

 NO. BioStar2 Visitor Management does NOT support for
capturing photo. We will discuss if it can be added to the

future version.




Q&A

Does the Visitor management have
report summary? And can the visitor

can register remotely? By giving them
the link for the registration via email of

SMS?

* NO. It dose NOT support any report types.
It is not possible to register visitor information remotely
without login Administrator at once.
Please refer to the article below.
[BioStar 2] How Visitor Management Works?



https://support.supremainc.com/en/support/solutions/articles/24000047155--biostar-2-how-visitor-management-works-

Q&A

Can we edit the title with visitor mode?

* NO. We do not support any editing on most of the titles.

How about kiosk module for self check In at

site for VMS? Also can we add enrollment
fingerprint reader to the assigned VMS PC?

* The self-registration does not support check in. The operator
must approve the registered visitor for now. BioMini and
BioMini Plus 2 are supported to v2.7.10 for self-registration.
[BioStar 2] How To Set Up Self-Reqistration Page
[BioStar 2] How To Register Visitor Information by Self-
Reqistration Page (For Visitors)



https://support.supremainc.com/en/support/solutions/articles/24000047152--biostar-2-how-to-set-up-self-registration-page
https://support.supremainc.com/en/support/solutions/articles/24000047142--biostar-2-how-to-register-visitor-information-by-self-registration-page-for-visitors-

Can we add FacelLite or FaceStation 2 to the
VMS self check in or kiosk so visitor can
enrollment ahead their face or even finger if
majority of device installed is fingerprint devices?

* NO. The face devices are not supported yet, but are planned to be included
in the future version. This is on our road map.

Do you have a plan creating an app in playstore
or Appstore for the VMS like the BioStar Mobile
SO It can be use In a kiosk?

 NO. We do not have a plan, and even though we have it looks to be a long
way to go there.




Q&A

We have to live server BioStar 1 and
BioStar 2 since the old device still running
for the purpose of double enrollment and

reviewing of transaction. Does It have
difference between migration tool and S-
datalink?

« The S-Datalink and the migration tool are different
tool.
S-Datalink is a customized tool for user synchronization and

log synchronization between BioStarl and BioStar2.

DB Migration tool which is provided by Biostar2 SW is one way
synchronization tool.




Q&A

What Is the benefit of using quick enroliment

face?

« If you set the quick enrollment, then it does not need to more

time with enroll 3 steps procedures. The registration time is
shorter than normal enrollment progress.

Why Is FacelLlite screen black? Is the quality of

current enrollment and quick enrollment on face
IS the same?

 FaceLite does NOT have a visual camera unlike FaceStation 2.

It only has the IR camera and that is the reason all images appear as grey
color.

« Face Algorithm of the quick enroliment and the normal enrollment are same.




In the slide of working 24 hours or
longer(fixed shift), the weekend is Saterday
and Sunday. How will it affect the cycle of

47

* The extended working hours does not get affect to how the
cycle is created. It will have no problem.

How many schedules can define with the
new license model for TA?

* The number of the schedules from v2.7.6 does not have a
limitation.







