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SIP server on CentOS

The instructions below will show you how to install CentOS, Asterisk, and FreePBX which are required to operate a SIP
Server.

Installing FreePBX
Please refer to the following link for a detailed installation guide.

Warning: Everything on the computer will be deleted and replaced with the FreeBPX Distro when it is installed.

1. Download the ISO file from http://www.freepbx.org/downloads.

2. Full Install — No RAID is usually selected as the install method.

2. Click OK.
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http://wiki.freepbx.org/display/FD/Installing+FreePBX+Official+Distro
http://www.freepbx.org/downloads

elcome to PBX for i386

Conf igure TCP/IP

(=) Dynamic IP configuration (DHCP)
( ) Manual configuration

(%) Automatic
( ) fiutomatic, DHCPF only
( ) Manual configuration

<Tab>-<fAlt-Tab> between elements | <3pace> selects i <F1Z2> next screen

3. Select the time zone of your city.

elcome to PBX for i386

Time Zone Selection
In which time zone are you located?
[ 1 System clock uses UTC
America~Monterrey
America-Montevideo
America-Montserrat

fAmerica-Nassau
America/New York

<Tab>~<Alt-Tab> between elements i <Space> =elects i <F12> next =creen

4. Enter a password for the root account. This password will be used as the localhost login password later.
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elcome to PBX for i386

Root Password
Pick a root password. You must type it

twice to ensure you know it and do not
make a typing mistake.

Pazsword:
Pazsword (confirm):

<Tab>s<Alt-Tab> between elements i <{Space’> selects i {F12> next screen

5. Continue on with the following screens to finish the installation.
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Configuring Asterisk with FreePBX
Please follow the instructions below to configure Asterisk with FreePBX.

1. Enter root and its password you configured previously during the installation for the localhost login.

6.5 (Final)
431 .elb6.i686 on an i686

‘assword :

Fucalhnzt login: root

2. Copy FreePBX Ethernet interface IP address.

al)
.i686 on an i686

login: root
word :
login: Wed Feb 17 B8:Z28:89 on ttyl

Interface ethd IP:
Interface ethB MAC:

3

. Enter the IP address on a web browser.
. Configure a new FreePBX Administration account.

e:__' )| * hittp://192.168.11.153/adn Je R ] u *2* FreePBX Administration | '

)7

S

FreePEX Support User Panel

Welcome to FreePBX Administration!

Please provide the core credentials that will be used to administer your system

Username USErname
Password =S
Confirm Password

Admin Email address ema

Confirm Email address irm ema
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5. Click FreePBX Administration and login with the FreePBX administration account you created previously.

07 hing://192.168.11.153/admliny O = & J| 2+ FreePBX Administration x

| %V | freepex Support || User Panel
~

FreePBX Administration User Control Panel

M

6. Select Application > Extensions.

*2* hitp://192.168.11.153/admin, O = & fl <"~ FreePBX Administration

*«:f(' Admin ~ Applications ~ Connectivity ~ Reports « Setting

Announcements

FreePBX ¢ sulk pios 1S

Bulk Extensions

Call Flow Control stices

1. Call Recording . -
» There are 2 Callback b (o security threats

(3 There are 9 Confarmcey for online upgrades E Loz
& Default Aste DISA word Used =] CP!
o Forced MOI birectory to true DI
@ Collecting Stats e N
show all Follow Me Swi

IVR

Languages itistics (=

Misc Applications Ide
Total active calls 0

Misc Destinations -
Internal calls 0

Paging And Intercom
External calls 0

Parking ethl
Total active chann 0 =

Ousue Priornties

7. Select Generic SIP Device and click Submit.

*C* hitp//192.168.11.153/admin. O = © || «"+ FreeP8X Administration x

‘K:ﬁ(’ Admin ~ Applications ~ Connectivity ~ Reports v Settings ~

Add an Extension
Please select your Device below then click Submit

- Device

~

Device  [Genenc SIP Device v

Submit
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8. Add user 101 with the details shown below.
- User Extension : 101

- Display Name : 101

- CID Num Alias : 101

- SIP Alias : 101

- Secret : supremal0Ol

e Password must be at least 8 digits long. You must use at least 2 characters and use it in combination with
numbers
- Dtmfmode : RFC2833

- Nat: Yes
(c:))]~ * hitp://192.168.11.153/admin. O = & |f <2+ freepax Administration |—.
*\::" Admin ~ Applications ~ Connectivity ~ Reports ~ Settings v

Add SIP Extension

Add Extensior

User Extension 101
Display Name 101
CID Num Alias 101
SIP Alias 101

+ Extension Options

+ Assigned DIDICID

This device uses sip technology

secret suprema101

dtmfmode RFC 2833 v
nat Yes v

9. Add user 102 in the same way with the details below.
- User Extension : 102

- Display Name : 102

- CID Num Alias : 102

- SIP Alias : 102
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- Secret : supremal02

e Password must be at least 8 digits long. You must use at least 2 characters and use it in combination with
numbers)
- Dtmfmode : RFC2833

- Nat: Yes

[l .
W& | admin v | Applications v | Connectivity ¥ | Reports v

Add SIP Extension

- Add Extension

User Extension 102
Display Name 102
CID Num Alias 102
SIP Alias 102

+ Extension Options

+ Assigned DIDICID

Device Options

This device uses sip technology.

secret suprema102

dtmfmode [RFC 2833 %
nat |YE§ ~

10. Select Settings > Advanced Settings.

V= & | 2 FreePEX Administration x

Connectivity = Reports Settings ~ User Panal

I Advanced Settings I
us Asterisk |AX Settings
Asterisk Logfile Settings
Otices Asterisk Manager Users slics

Asterisk SIP Settings

; 2
e to securily threals Fax Configuration

for online upgrades @ Music On Hold 0.00
sword Used @ PIN Sets =
I to frue @@ rour Congestion Messages
r Stais @@ voicemail Admin 23%

Swap 0%

Disks
atistics ] 27%
fdevfshm 0%

m

11. Click on the SIP nat dropdown list and select Yes.
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9&3 Admin ~ Applicatl v C lvity v Reporis ~ Settings v User Panel

Device Settings

Show all Device Setting on Add Lo Faise |
Require Strong Secrets False
Remove mailbox Setting when no Voicemail True m
SIP canrenivite (directmedia) no Vi

SIP trustrpid yes V|

SIP sendrpid pai Vv

SIP nat [ es V|

SIP encryption no Vv

SIP qualifyfreq 60

CIM An A IAV ~nkia. vae

12. Select Settings > Asterisk SIP Settings.

*2* FreePBX Administration X

ctivity v Reports v Settings ¥ User Panel

Advanced Settings
Asterisk IAX Settings

Asterisk Logfile Settings

Asterisk SIP Settings

Fax Configuration

lline upgrades e Music On Hold 0.00

Used e PIN Sets o

I @@ route Congestion Messages

5 @@ voicemall Admin 23%
Swap 0%

Disks

cs | = 27%
/dev/shm D%
hart 1%

13. Configure as shown below.

NAT : yes

IP Configuration : Static IP

External IP : enter the FreePBX IP interface address.
Local Networks : Private IP range / subnet

e Example: If the IP provided by the router is 192.168.11.153, the IP range is 192.168.11.0 and the subnet is
255.255.255.0 (C class)
e Please refer to the following subnetting reference.
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https://en.wikipedia.org/wiki/IPv4_subnetting_reference

\:' hitp//192.168.11.153/admin. 0 ~ © I *Z* FreePBX Administration x _

N Admin ~ Applications ~ Connectivity Reports » Settings ~ User Panel

Edit Settings

NAT Settings

NAT a no  never route
IP Configuration Public IP m Dynamic 1P

External IP 192.168.11.153
Local Networks 192.168.11.0 / 2552552550

Auto Configure Add Local Network Field

14. Select all audio Codecs.

O’ hitp//192.16811.153/2dmin. O ~ © | *2* FreePBX Administration %
9&3 Admin ~ Applications ~ Connectivity ~ Reports « Settings ~ User Panel

Audio Codecs

Codecs [, .

M aizw
™ gsm
E sirenld
™ 1pc10
i speex
™ 722
¥ adpem
Vi sirear
WV o723
E slin
™ o728
W o729
™ e

M gr260a2

L I I I I R

Non-Standard g726 Yes n

T38 Pass-Through Yes n

Video Codecs

Video Support EEF oisviea

§ Press

15. Set Video Support to Enabled and select all video codecs.
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Z* http7/192.168.11 153/3dmin. O ~ ©

*Z* FreePBX Administration
2" Admin « Applications ~ Connectivity » Reports ~ Settings ~ User Panel Apply Config

Video Codecs

p—

$ ™ rnose

Video Support

§ ™ s
¥ s

$ ™ ns

Max Bit Rate 384 kbls

16. Add the following items on Other SIP Settings.
- tcpenable = yes
- tcpbindaddr = 0.0.0.0

- transport = tcp

‘;‘ htp://192.168.11153/admin, O ~ & | - Frecpex adminisuration % _

'K"\)(’ Admin ~ Applications « Connectivity « Reports « Settings v User Panel Apply Config

Jitter Buffer Enabled m

Advanced General Settings

Language
Default Context
Bind Address
Bind Port

Allow SIP Guests

Allow Anonymous Inbound SIP Calls

SRV Lookup Enabled

Call Events v B

Other SIP Settings tcpenable =yes
tepbindaddr = 0000
transport = p

17. Click Submit Changes.

18. Enter Application > Extensions again.

~:' hit5/192.168.11.153/admin, O ~ G | <2 Freep8X Administration

*-::f" Admin v Applications Connectivity v Reports v Settings ~

Announcements

FreePBX € sukoios 1s
Bulk Extensions
Call Flow Control stices sy!
Call Recording =

¥ There aro 2 NS

3 There are 9 Conforuces for online upgrades ) Load Avel

o Default Aste pisa word Used =) CPU

o Forced MOI Directory fo true o9

© Collecting A Stats oo NS

show all Follow Me Swap
VR
Languages tistics e
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19. At the right top corner of the screen, select user 101 which you added before.

"'-.“'p*' Admin * Applications ~ Connectivity = Reports = Settings ~ User Panel

Logout: suprema

i dd
Extension: 101 :l :l]n:mn

102 <102>
& Delete Extension 101

20. Click on the transport dropdown box and select TCP Only.

\:' http//192.168.11.153/admin, 0 ~ C I ~7* FreePBX Administration x -

"U‘\X’ Admin ~ Applications ~ Connectivity » Reports « Settings ~

- Device Options

This device uses sip technology

secret suprema101

dtmfmode [RFC 2833 v
canreinvite No V]

context from-intemal

host dynamic

trustrpid [Yes V]|

sendrpid [Send P-Asserted-Identity header v
type

nat

port

qualify

qualifyfreq

transport

avpf

21. Configure user 102 the same as user 101 with transport : TCP Only.

host dynamic

trustrpid Yes v

sendrpid [Send P-Asserted-Identity header v
e frend v

nat Yes ~
port 5060

qualify yes

qualifyfreq 650

transport TCP Only ~
avpf No

icesupoort No W

20. Click on Apply Config on the top menu bar to apply the configuration.

*2* hitp//192.168.11.153/admin, O ~ &

*Z* FreePBX Administration

:ﬁ" Admin ~ Applications ~ Connectivity v Reports ~ Settings ~ User Pane|

Extension: 102
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SIP Server on Ubuntu

Below are instructions on how to install Ubuntul14.04 LTS, Asterisk, and Free PBX to setup your SIP Server.

Please refer to additional warnings regarding the installation of FreePBX 12 on Ubuntu Server 14.04 LTS in the following
link. Please note that the instructions in the link are not identical as shown below.

Installing Ubuntu

1. On the Software selection page, make sure that you select ‘OpenSSH Server’ and ‘LAMP Packages’ to install the
essential packages.

1 [!] Software selection

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install

<Continue>

2. Configure your root password by entering the command below (excluding the #).

# sudo passwd root

3. Switch to the Root User by entering the command below.

Note: You must run the entire process as root. Attempting to use 'sudo' later on will not work. You must run this
command to switch to an interactive root shell.

‘ # sudo —i

4. Update Your System by entering the command below.

# apt-get update && apt-get upgrade —y

5. Install required dependencies by entering the commands below.
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http://wiki.freepbx.org/display/FOP/Installing+FreePBX+12+on+Ubuntu+Server+14.04+LTS

Apt-get install -y build-essential linux-headers-‘uname -r' openssh-server apache2 mysql-server\
mysql-client bison flex php5 php5-curl php5-cli php5-mysql php-pear php-db php5-gd curl sox\
libncurses5-dev libssl-dev libmysglclient-dev mpg123 libxml2-dev libnewt-dev sqlite3\
libsqlite3-dev pkg-config automake libtool autoconf git subversion unixodbc-dev uuid uuid-dev\
libasound2-dev libogg-dev libvorbis-dev libcurl4-openssl-dev libical-dev libneon27-dev libsrtpO-

dev\
libspandsp-dev libmyodbc

6. Reboot the server by entering the command below.

# reboot

7. Install Dependencies for Google Voice (if required)

You may skip this section if you do not require Google Voice support.

8. Install iksemel by typing the commands below.

# cd /usr/src

# wget https://iksemel.googlecode.com/files/iksemel-1.4.tar.gz
# tar xf iksemel-1.4.tar.gz

# cd iksemel-*

# ./configure

# make

# make install

Installing and Configuring Asterisk

1. Download Asterisk source files by entering the commands below.

# cd /usr/src

# wget http://downloads.asterisk.org/pub/telephony/dahdi-linux-complete/dahdi-linux-complete-
current.tar.gz

# wget http://downloads.asterisk.org/pub/telephony/libpri/libpri-1.4-current.tar.gz

# wget http://downloads.asterisk.org/pub/telephony/asterisk/asterisk-12-current.tar.gz

# git clone https://github.com/akheron/jansson.git

# git clone https://github.com/asterisk/pjproject.git

2. Compile and install DAHDI by entering the commands below. Skip this step if there is a compilation error.

If you don't have any physical hardware you don't have to run these commands.
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# cd /usr/src

# tar xvfz dahdi-linux-complete-current.tar.gz
# cd dahdi-linux-complete-*

# make all

# make install

# make config

3. Compile and install LIBPRI by entering the commands below. Skip this step if there is a compilation error.

If you don't have any physical hardware you don't need to run these commands.

# cd /usr/src

# tar xvfz libpri-1.4-current.tar.gz
# cd libpri-*

# make

# make install

4. Compile and install pjproject by entering the commands below.

# cd /usr/src/pjproject

# ./configure --enable-shared --disable-sound --disable-resample --disable-video --disable-opencore-
amr

# make dep

# make

# make install

5. Compile and install jansson by entering the commands below.

# cd /usr/src/jansson
# autoreconf -i

# ./configure

# make

# make install

6. Compile and install Asterisk entering the commands below.

# cd Jusr/src

# tar xvfz asterisk-12-current.tar.gz

# cd asterisk-*

# ./configure

# contrib/scripts/get_mp3_source.sh
# make menuselect
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7. You will be prompted at the point to pick which modules to build. Most of them will be enabled, but if you want
to have MP3 support, you need to manually turn on 'format_mp3' on the first page.

Asterisk Module and Build Option Selection

Add-ons (See README-addons.txt ——— extended —--—-
Applications chan_mobile
Bridging Modules chan ooh323

Call Detail Recording &1

Channel Event Logging res config mysqgl
Channel Drivers —— deprecated ———
Codec Translators app_mysqgl

Format Interpreters app_saycountpl

Dialplan Functions cdr_mysgl
PBX Modules

< WHINNIINMNNL 0 W -

MP3 format [Any rate but 8000hz mono is optimal]

Depends on: N/A

Can use: N/A

Conflicts with: N/A
Support Level: extended

8. Continue after selecting 'Save & Exit'.

# make

# make install
# make config
# Idconfig

9. Install Asterisk-Extra-Sounds by entering the commands below.

Note: This installs the (8khz) 'wav' soundfiles. If you're planning on running G722 (High Definition 'Wideband') audio,
you also want to download the 722 codec pack, which is the second part. If you're not planning on using Wideband, you
can skip that part.

# cd /var/lib/asterisk/sounds

# wget http://downloads.asterisk.org/pub/telephony/sounds/asterisk-extra-sounds-en-wav-
current.tar.gz

# tar xfz asterisk-extra-sounds-en-wav-current.tar.gz

# rm -f asterisk-extra-sounds-en-wav-current.tar.gz

# Wideband Audio download

# wget http://downloads.asterisk.org/pub/telephony/sounds/asterisk-extra-sounds-en-g722-
current.tar.gz

# tar xfz asterisk-extra-sounds-en-g722-current.tar.gz

# rm -f asterisk-extra-sounds-en-g722-current.tar.gz
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Installing FreePBX

1. Download and extract FreePBX by entering the commands below.

# wget http://mirror.freepbx.org/modules/packages/freepbx/freepbx-12.0-latest.tgz
# tar vxfz freepbx-12-latest.tgz
# cd freepbx

2. Now create the Asterisk user and set ownership permissions by entering the commands below.

# useradd -m asterisk

# chown asterisk. /var/run/asterisk

# chown -R asterisk. /etc/asterisk

# chown -R asterisk. /var/{lib,log,spool}/asterisk
# chown -R asterisk. /usr/lib/asterisk

# rm -rf /var/www/html

3. Make a few small modifications to Apache by entering the commands below.

# sed -i 's/\(*upload_max_filesize =\).*/\120M/' /etc/php5/apache2/php.ini
# cp /etc/apache2/apache2.conf /etc/apache2/apache2.conf_orig

# sed -i 's/M\(User\|Group\).*/\1 asterisk/' /etc/apache2/apache2.conf

# service apache?2 restart

4. Configure ODBC by editing /etc/odbcinst.ini and adding the following.

Note: this command assumes you are installing to a new machine, and that the file is empty. If this is not a freshly
installed machine, please manually verify the contents of the file, rather than just copying and pasting the lines below.
The 'EOF' does no go in the file, it simply signals to the 'cat' command that you have finished pasting.

cat >> /etc/odbcinst.ini << EOF

[MySQL]

Description = ODBC for MySQL

Driver = /usr/lib/x86_64-linux-gnu/odbc/libmyodbc.so
Setup = /usr/lib/x86_64-linux-gnu/odbc/libodbcmysS.so
FileUsage =1

EOF

You may need to verify these paths, if you're not on a x86_64 machine. You can use the command ‘find / -name
libmyodbc.so™ to verify the location

Edit or create /etc/odbc.ini and add the following section. Note that, again, this command assumes you are installing to
a new machine, and the file is empty. Please manually verify the contents of the files if this is not the case.

2016 Suprema, Inc. All right reserved.
This document should only be used for guidance. Contact us for further information at support@supremainc.com


http://libmyodbc.so/

cat >> /etc/odbc.ini << EOF

[MySQL-asteriskcdrdb]

Description=MySQL connection to 'asteriskcdrdb' database
driver=MySQL

server=localhost

database=asteriskcdrdb

Port=3306

Socket=/var/run/mysqld/mysqld.sock

option=3

EOF
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Preparing MySQL

1. Enter the command below to generate a secure password for FreePBX that would be used to communicate with
MySQL.

# export ASTERISK_DB_PW="dd if=/dev/urandom bs=1 count=32 2>/dev/null | base64 - | cut -c2-18"

This will generate a quasi-random 16 character long password, which should be secure enough for most things. If you
had set the MySQL 'root' password to be something when you were installing the machine, you will need to add a -
pyourpassword flag to the following lines

2. Configure Asterisk database in MYSQL by entering the commands below.

# mysqgladmin -u root create asterisk
# mysqgladmin -u root create asteriskcdrdb

3. Set permissions on MYSQL database by entering the commands below.

# mysql -u root -e "GRANT ALL PRIVILEGES ON asterisk.* TO asteriskuser@localhost IDENTIFIED BY
'${ASTERISK_DB_PW}’;"

# mysql -u root -e "GRANT ALL PRIVILEGES ON asteriskcdrdb.* TO asteriskuser@localhost
IDENTIFIED BY 'S{ASTERISK_DB_PW}';"

# mysql -u root -e "flush privileges;"

4. Restart Asterisk and install FreePBX by entering the commands below.

# ./start_asterisk start

# ./install_amp --installdb --username=asteriskuser --password=${ASTERISK_DB_PW}
# amportal chown

# amportal a ma installall

# amportal a reload

# amportal a ma refreshsignatures

# amportal chown

5. Finally, set one last mod and start FreePBX by entering the commands below.

# In -s /var/lib/asterisk/moh /var/lib/asterisk/mohmp3
# amportal restart
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Configuring FreePBX
Since FreePBX is now installed, it will be available via Apache.

1. Open up your web browser and enter the url below.

http://Address.Of.FreePBX.Server/admin (Example: http://192.168.11.148/admin)

2. Configure a new FreePBX Administration account.

“C* hitp /192 16811 153/admin, O ~ & || *** FreePBX Administration X

V% FreePBX Support | User Panel

Welcome to FreePBX Administration!

Initial setup

Please provide the core credentials that will be used to administer your system

Username username
Password password
Confirm Password password

Admin Email address  email address

Confirm Email address confirm email

Set up my Account

. ¢ FreePBX |~

reel Schmorzs
-~ et freedom ring™

Schmooze Com Inc.

3. Click FreePBX Administration and login with the FreePBX administration account you created previously.

e
L) - hetp /29216811 153/adminy O ~ & || -2 Freepax Administration

W€ FreepBX Support | User Panel

FreePBX Administration User Control Panel Operator Panel

Get Support

¥ ¢ FreePBX

as et freedom ring

Schmoore Com inc
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http://address.of.freepbx.server/admin
http://192.168.11.148/admin

http//192.168.11.168/admin/config php# reePBX Administration x

T
FreePBX Support || 1SymphonyV3 Panel | UCP

Login x
Te get started, please enter your eredentials:

suprema

Continue || Cancel

4. Select Application > Extensions.

p

*:j" Admin ~ | Applications v | Connectivity » = Reports » | Setings »  UCP Logout: suprema
RS A Security Warning
Csit Recording Details
Confere (What Does this Mean?)
stem Overview =

Welcome to FreePBX

FreePBX 12.0.76.2 'VoIP Server
(You can change this name in Advanced Setfings)

Summary Sysinfo updated 1 seconds ago
Asterisk v
MySQL v A secunity Issue A
Web Server v

hiaccess files are disable on this
webserver. Please enabie them
This is a critical ssue and should be
resolved urgantly

htaccess files are disable on this webserver. Please enable them
You have 1 tampered files

No Conference Room App

Failed to send security notification email

Default Asterisk Manager Password Used

© 00 0 00O

Collecting Anonymous Browser Stats e

ow New

FreePBX Feed

$]

Sangoma Launches New IP Phor

igned for FreePBX and PEXact

Inside the Asterisk Feed

[$]

k prompts

e of Your Business Matters
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8. Select Generic Generic SIP Device and click Submit.

O o hitp//192.16811.168/admin/config phpdisplay=extens O = & | +2r FreePax Administration

| ¥[2¢ aamin ~ || applications = | Comnectivity = | Reports ~ | Seftings = | uCP Logout: suprema

A Security Warning
Details
(What Does this Mean?)

Add an Extension

Please select your Device below then click Submit

Device

Device Generic CHAN SIP Davice v

Submit

* % FreePBX @ SANGOMA
e

et freedom ring

9. Add user 101 with the details shown below.
- User Extension : 101

- Display Name : 101

- CID Num Alias : 101

- SIP Alias : 101

- Secret : supremal0Ol

* Password must be at least 8 digits long. You must use at least 2 characters and use it in combination with numbers
- Dtmfmode : RFC2833

- Nat : Yes — (force_rport,comedia)

10. Click submit at the bottom of the page.

2016 Suprema, Inc. All right reserved.
This document should only be used for guidance. Contact us for further information at support@supremainc.com



tp://192.168.11 168/2dmin/config.php ay=exte “Z” FreePBX Administration

X pamin - | Applications = | Connectwity v | Reports v | Semiags v | UCP

Logout: suprema

A

sion

This device uses CHAN_SIP technology listening on 0.0.0.0:5061

Secret @ suprema101
DTMF Signaling @ RFC 2833 ]
NAT Mode @ [Yos -(fors_porcomeda) ] v

11. Add user 102 in the same way with the details shown below.
- User Extension : 102

- Display Name : 102

- CID Num Alias : 102

- SIP Alias : 102

- Secret : supremal02

* Password must be at least 8 digits long. You must use at least 2 characters and use it in combination with numbers
- Dtmfmode : RFC2833

- Nat : Yes — (force_rport,comedia)
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O i 1
_::“’ Admin = | Applicstions ~ | Connectivity = | Reports ~ | Settings = | UCP Logout: suprema
) Add Extension

Add SIP Extension 01 <1015

Add Extension
User Extension © 102
Display Namee 102
CID Num Alias @ 102
SIP Alias ® 102
+Extension Options
+Assigned DID/CID
- Device Options

This device uses CHAN_SIP technology listening on 0.0.0.0:5061
Sacrat@ supremai02
DTWF Signaling @ RFC 2833 4
NAT Mode @ [Yes - (force_rport.comedia) ~ "

12. Select Settings > Advanced Settings.
- | Cfix

o 2 hitp://192.168.11.168/2dmin/config phpid
=
* % admin v | Applications v | Connectivity » | Reports v Seftings uce
I Advanced Seftings ii .
MWarning

Asterisk Logfile Saffings

Logout: suprema

tails
. this Mean?)

Astesisk Manager Users
Astesisk REST Interface Users
- Asterisk S|P Seffings
FreePBX Advanced Settings e o
IMPORTANT: Use extreme caution when making change oxemsil Admin

Some of these settings can render your system inoperable. You are urged to backup before making any changes. Readonly settings are usually more volatile, they
«can be changed by changing ‘Override Readonly Settings' to true. Once changed you must save the setting by checking the green check box that appears. You can
restore the defaulf setting by clicking on the icon to the nght of the values if not set at default.

Advanced Settings Details

Display Friendly Name @ &3 e
Display Readonly Settings © e 2D
Override Readonly Se11r\gso True m

Asterisk Builtin mini-HTTP server

Enable Static Content @ = g
Enable the mini-HTTP Server @ L
HTTP Bind Address @ 0000

HTTP Bind Port @ 8088

HTTP Prefix @

Asterisk Manager

Asterisk Manager Password e amp111

Asterisk Manager User® admin

Asterisk REST Interface

13. Click on the SIP nat dropdown list and select Yes.
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Axn

2 hitp//192.168.11.168/2dmin/co y pre
*-:’J" Admin = | Applications ~ | Connectivity ~ = Reports » | Seftings ~ | UCP Logout: suprema
System ‘denwe VolP Server
Use Packaged Javascript Library @ ﬁ Falee
Device Settings
Show all Device Setting on Add @ - E
Require Strong Secrets @ m S
Remove mailbox Sefting when no
=
Voicemail @ — m
SIP canrenivite (directmedia) @
SIP trustipid
S1P sendrpid @
SIP nat @ 2 0
SIP encryption ° [no ]
SIP qualifyfreq © 60
SIP and IAX qualify © yes
SIP and IAX allow ®
SIP and IAX disallow ®
SIP and DAHDI callgroup
SIP and DAHDI pickupgroup @
Dialplan and Operational
Block CNAM on External Trunks @ e [N
L_call Fonvard Ringtimer Defau © 0~ i

14. Select Settings > Asterisk SIP Settings.

° 7 hittp://192.168.11.168/adminycc =sipsett O = & <o FreePBX Administration %

=
¥ ¥ admin » || Applications = | Connectivity v | Reports = | Settings v | uce |[i

nfig Logout: suprema

y Warning

Asterisk Manager Users tails

4 oo 1o ¢ this Mean?)

SIP Settings
g Music on Hold General SIP Sefings
Asterisk is currently using chan_sip, chan_pjsip for SIP T giemail Admin Chan 5IP
You can change this on the Advanced Seftings Page —
Chan PJSI

Items may have moved! Please use the navigation on the right >

Security Settings

Allow Anonymous Inbound SIP Calls® Yes n

NAT Settings

These settings apply to both chan_sip and chan_pjsip

External Address @ Detsct Extornal IP

Local Networks @ !

Add Local Network Field

RTP Settings

RTP Port Ranges @ Start: 10000 | End: 20000
|

RTP Checksums @ [ v D

Striet RTP @ [ ves [

STUN Server Address @
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12. Configure as shown below.

External IP : Enter the IP address
Local Networks : Private IP range / subnet

o Example: If the IP provided by the router is 192.168.11.153, the IP range is 192.168.11.0 and the subnet is
255.255.255.0 (C class)
e Please refer to the following subnetting reference.

P, —

Z* hupi//192.168.11.9/3dm in/config. phpadisplay=sipsetting O = &

*2* FreeP8X Administration

gl — — . =
"2 Admin Agplications Conn

Reports = Settings = uce A
ST =

S

External Address @ 192168.118 Detect External IP

Local Networks @ 192.168.11.0 /2562552550

Add Local Network Field

RTP Seftings

RTP Part Ranges @ Start: 10000  End: 20000
RTP Checksums @ =3 -

StrictRTP@ =3 ~

STUN Server Address @
TURN Server Address @
TURN Server Usemame @
TURN Server Password @

Audio Codecs

Codecs @

13. Select all audio Codecs.
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&~ 2 hito.//192.168.11168/admin/eonfig.phprd splay=sipsent O = € o Freepai Administration  x
¢ pamin v | Applications + | Comnectivity + | Reports + setungs | uce ([N
¢ iz

¢ Phater
$ ¥

§ Do

§ Frze

N~ -
§ Fhpeee
$ M

§ Borzenc

Logout: suprema

Submit

¥ % FreePBX ... -

- let freedom ring™

-~ @ SANGOMA

14. Press the Submit button.

15. Switch to Chan SIP Configuration page.

7 hiip//192.168.11.168/2dmin/conilg phpadisplay=sipsett O = & | -+ FreePBX Administration ®
*‘::(' Admin ~ || Applications ~ | Connectivity ~ | Reports = || Settings « | UCP m

A Security Warning

Details
(What Does this Mean?)

Logout: suprema

SIP Settings

Asterisk is currently using chan_sip, chan_pjsip for SIP Traffic.
You can change this on the Advanced Settings Page

Edit Settings
NAT Settings
NAT® [ P

IP Configuration @ Etelic 1 m Dynamic IP

Override Extemal IP® 19218811168
Audio Codecs

Non Standard g726 @ v 3
T38 Pass—]‘hmughe e n

Video Codecs

Video Support © i

MEDIA & RTF Settings

Reinvite Behavior @ yes n nonat | update

RTP Timers @ L] (ptimeout) | 300 0 0 ve)
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16. Set Video Support to Enabled and select all video codecs

v hitn/192.168.11.168/admin/contia. =sipsett O = G |+~ FreePBX Administration x
V(i = | Aemticnims =) Cormacinat = | Bepese =) setinem = ) 52 _—
T38 Pass-Through° Yes In

Video Codecs

Video Support @ (" Enaica T
1 Bas
§ Pt
§ B
1 Bhan
§ Fhans
§ b
Max Bit Rate @ 384 | kbis
MEDIA & RTP Settings
Reinvite Behavior @ ves B ronst  uposse
RTP Timers @ 30 300 I i ) [0

Notification & MWI
1WI Palling Freq @ 10

Notify R\nginga —
Notify Hold @
Registration Settings

Registrations L] 20 (registartimeout) O (registarattampts)

-y on o [onn = lann

17. Press the Submit Changes button on the bottom.

L (e - iip://192.168.11.168/admin/config ohpidispiay=sipsett O = & ll <=~ Freepsx Administration >

7Y% dmin - || Appications ~ | Comectty = || Reports = | _Seivus - )| 0GP _—
Registrations o 20 (registerimeout) 0 (registerattempis)
Reg\stlaliunTlmesa 60 (minexpiry) |3600 (maxexpiry) 120 {defaultexpiry)

Jitter Buffer Settings

Jitter Buffer @ Enabled

Advanced General Settings

Language @

Default Context @

Bind Address @

Bind Port ® 5061

Allow SIP Guests @ = ~

SRV Lookup @ CED ostied |
Call Events @ [ ve: [

Other SIP Settings © =

Add Field

Submit Changes

- @® SANGOMA

% FreePBX .
B

let freedom ring™
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18. Click Apply Config on the top of the page to apply the settings.

LN - nito://102.168.11.168/admin/config phpidisplay=sipsett O = & [ =+ Freapa s

"‘w:;"' Aomin v | Applications v | Comnectivity v | Repons v | Semngs v | ufP Logout: suprema |
A secun
Details
(What Does this Mean?)
SIP Settings R
eneral SIP Setfings
Asterisk is currently using chan_sip, chan_pjsip for SIP Traffic [
You can change this on the Advanced Seflings Page .
“han PJSI
Edit Settings
NAT Seffings
NAT® [ T
IP Cunﬁguralione Pubiic IP Dymamic I
Override External IP® 19216811168
Audio Codecs
Non-Standard 9726 v 08
T3s Fass—Thruughe i n
Video Codecs
video Support© EEZ0 oesten
§ Bose
§ Frpecs
t [z
§ Mhass,
§ Mhos |
= ——

2016 Suprema, Inc. All right reserved.
This document should only be used for guidance. Contact us for further information at support@supremainc.com



Installing a SIP Client in Windows
The SIP Clients that can be used for Windows are Linphone, MicroSIP, and Zoiper. The instructions below will show you
how to install MicroSIP.

1. Download the installation file from the link below:
http://www.microsip.org/downloads

(9 microsip

Open source portable SIP softphone for Windows based on PJSIP stack

MicraSIP home Downloads  Wishes  Troubleshooting  FA Help  Translate online Source For business

@ x
LiveAgent MicroSIP Downloads - Installer and Portable version
Helpdesk Beta testing, version 3.12.3
& Chat File MicroSIP-3.12.1.exe E5MB porable zip

2. Run the executable file.
C] MicroSIP-3.12.1.exe 8/18/2016 10:46 A.. Application 5,624 KB

3. Select the language you desire and click OK.

Installer Language ﬁ

g Please select a language.

English -

d S
Espafiol
Espafiol (Alfabetizacidn Internacional)
Esperanto i
Euskera F
Francais m
Gaeilge
Galego
Hrvatski
Igbo
Islenska
Ttaliano
Kurdi
Latviesu
Létzebuergesch
Lietuviy kalba
Magyar L4
Malagasy
Malay
Nederlands
Norweaian

4, On the next screen click Next > to continue.

m

5. Click I Agree on the license agreement.
6. Select the components as shown below and click Next >.
7. Select the preferred installation location and click Next >.

8. Click Install and click Finish when the installation is over.
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() MicroSIP Setup jC=0i

’ Choose Components
‘i‘ Choose which features of MicroSIP you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: MicroSTP (required) Description
Position your mause
v
Desktop Shortcut OVEr & Component o
Run at System Startup see its description,
] Links sssociation

Space required: 11.2MB

Mullsoft Install System v2,46,.5-Unicode

<Back | Next> I[ Cancel |

9. Run MicroSIP.

10. Click on Menu and then click on Add account.

[ & Microsip @I@M]
[Propada |

Add account...

Dialpad | Calls ‘ Contacts

Settings Ctrl+P

+
I I
nJ
=
B
(3]

Always on Top

Visit website Ctrl+W
Donate

Exit Ctrl+X
] &

=[!
[ View log file
[
[
r

=L e (&

@ Microsip
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11. Input your account settings and configure your SIP server address. Click Save when you are done.

r 2
Account ﬂ

SIP server  192.168.16.19:5061 2
SIP proxy 2
User= 101 2

I

Domain* 101

I

Login 101

Password #eeees

I

display password

Display name 101 2
Media encryption IDisabIed v] K
Transport lAuto - ] 2

Public address ~ Auto - 2
[ IPublish presence: ?

STUN server ?
[Tice 2

2

[ Allows TP rewsrite

[ Save ] [ Cancel ]

12. Anicon on the bottom of the screen should now show that you are online.

Dialpad | Calls | Contacts | Menu | ?

(i (2] (] ¢
| o) (B ome) |
(s (8] [
| () o [ -

|

| v

[® Online |

13. Click Menu > Settings.
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Contacts IMenu | 2 | |I

v Make active
Edit account Ctrl+M
Add account...

Dialpad | Calls

Settings Ctrl+P I

Always on Top
View log file

Visit website Ctrl+W
Donate

| Exit Ctrl+X

=] call =

14. Configure Ring device, Speaker, and Microphone based on your PC’s environment.

15. Set Camera, Video codec to default and check Disable H.263+.

L al
Settings ﬂ
Ringing Sound B X

(%]

Ring device [Default -
Speaker [Default v
Microphone IDefauIt -
Audio codecs ?
Available Enabled
G.722 16 kHz - Opus 16 kHz
G.729 8 kHz —| a1 6711 Aclaw
GSM 8 kHz |: G.711 u-law
AMR. 8 kHz
iLBC 8 kHz -
Speex 32 kHz -
Speex 16 kHz -
2 [Jvap 2 [[Jec ? || Force codec for incoming
—
Camera ’Default v] @
Video codec IDefauIt VI
[ ] Disable H.264 Bitrate 256 2
Disable H.263+ Bitrate 256 2
Auto answer lNo VI ?
Deny incoming | No v| 2
Directory of users ?

Sound events
Single call mode
[ |Random position of the answer box

Check for updates [Week]y v]

[ ] Enable log file
["| pisable local account

s a2
(RN ES]

(%]

[ Save J l Cancel ]

e ]

Please refer to the device manual and administrator’s manual regarding device and BioStar 2 configuration.
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