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Log Management API

OO0 000 OoODoOo APIOOO.

e BS2 Getlog: O0ODOO ODODO ODDOODOO.

o BS2 GetFilteredLog: [J0O00]000 OO OO0 OOOODO.

e BS2 ClearLog: 00O OO0 ODOOOO.

e BS2 StartMonitoringlog: 000 OO0 00000 OOOOO.

e BS2 StartMonitoringlogEx: OO OO0 0O0O0O,000 OO0 OO00O0 OODOOO.[+V2.7.1]

e BS2 StopMonitoringlog: OO0 OO ODOOO0O O0OOODO.

e BS2 GetlLogBlob: EventMaskll 00O O0O0O0O OO0 OOODOO.

e BS2 GetFilteredLogSinceEventld: [0 0D O00O] 000 OO0 00O OOODOOO.

e BS2 Getimagelog: 00D OO0 OODOO.

e BS2 GetLogSmallBlob: [+2.6.4] 00000 D000 OOODOO, EventMaskDh 00O 0O0O0O
oo ooodgao.

e BS2 GetLogSmallBlobEx: [+ 2.7.1] 00000 OO0ODO OO00O0OO, EventMaskDh 0O OO O
Oodno ood ooo ooooad.

e BS2 GetDevicelOStatus: [+ 2.9.12] 00 000 OO0 OO0 OO0 ODOOOO.

e BS2 GetAllDevicelOStatus: [+ 2.9.12] 00 U0 0 0000 0000 OO0 OO OOO O
ogoono.

oo oo

OnLogReceived

goodo oogo oo oooo 0o oo oo ogoooga.
typedef void (*OnLogReceived) (uint32 t deviceld, BS2Event* log

1. deviceld
000 000 000 oo Iibogo.

2. log
goo oo o ooooog.

OnLogReceivedEx

[+V2.71100000 OO0 O0O0 0000 O 0O0DO0OO0 OO OOOOO.
O00 0000 00 000 000 0D00 000 oo0oo0, BS2FaceConfigextd auditTemperature
O trued DOOODOO OOO.

typedef void (*OnLogReceivedEx) (uint32 t deviceld, BS2Event* log, uint32 t
temperature) ;
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1. deviceld
000 000 000 oo Iibogo.

2. log
goo oo o ooooog.

3. temperature

ogob ob oo a,0bo bbb oboogg.

Oog

BS2Event

typedef struct
uint32 t id;
uint32 t dateTime;
uint32 t devicelD;
union

char userID/BS2 USER ID SIZE|;

uint32 t uid;
uint32 t doorlID;
uint32 t 1iftID;
uint32 t zonelD;
struct
uint32 t ioDevicelD;
uintl6 t port;
int8 t value;
uint8 t reserved|[25
struct
uint32 t zonelD;
uint32 t doorlID;
uint32 t ioDevicelD;
uintl6e t port;
uint8 t reserved[18
alarm;
struct
uint32 t zonelD;
uint32 t doorID[4];
uint8 t reserved[12
interlock;
struct
uintle t relayPort;
uintl6e t inputPort;
uint8 t reserved[28
relayAction;
struct

BS2 DEVICE ID deviceld;

.
’

.
’
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uint8 t datal28];
osdpStandard;
union
uintl6 t code;
struct
uint8 t subCode;
uint8 t mainCode;

.
1

uint8 t param;
#ifdef LESS THAN SDK 2 6 0

BS2 BOOL image; // Deprecated in V2.6.0

#else
uint8 t image: 1; // bit OO OO0O0O image O DST OO
uint8 t isDST: 1;

uint8 t half: 1;
uint8 t hour: 4;
uint8 t negative: 1;
#endif
BS2Event;

1. id
b gobb obbdod oo oo oob 10b ooboo bbooa.

2. dateTime
000 OO0 OO0 00o0OQg,UTCOO00O D000 OO0 O(sec)O0 DOODODO.

3. devicelD
000 0o0odgd ob oggoooao.

4, userlD

ugobobb obb b0 b oo oo boo oo oo booob.

5. uid
0000 OO0 0000 doorlDO, 000 OO OOOO zonelDO OOOO OOO,
00 0000000 00vuiddh O0OO0OO ooaag.

uid, doorlD, liftID, zonelDO unionO 0 OO0O0O 00000 O0O0O0 OO0 OO0O ODOOOO.

6. doorlD
000 000 oo ggoopooog.

7. liftID
g bbb ood gooooo.

8. zonelD
o000 oodg ob ocgoooao.

9. ioDevicelD

Doord InputO0 OO OOOO DoorO Inputd0 00 OO OO OO0 OO 00O ODOODOO.
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10. port
ioDevicelDO OO portD ODODOOO.

11. value

ioDevicelDO OO portvalueD OO0O0O OO0 OODOO.

BS2_PORT VALUE_UNKNOWN : -1
BS2_PORT VALUE_OPEN : 0

BS2_PORT VALUE_CLOSED : 1

BS2_PORT VALUE_SUPERVISED SHORT : 2
BS2_PORT VALUE_SUPERVISED OPEN : 3

12. alarm.zonelD

gobobobob dobobbooob oobbo bobooa.

13. alarm.doorlD

oo ob oot gooo bbb oo ooooa.

14. interlock.zonelD
00 000 000 b0 Dgbog googo.

15. interlock.doorlD
000 000 00040 oo ouooboo goooog.

16. relayAction.relayPort
IM-1200 O RelayAction OO O relayd port 00O OO O.

17. relayAction.inputPort
IM-1200 O RelayAction OO O inputd port 00O O OO,

18. osdpStandard.deviceld
OSDPstandard DO D DOODODO.

19. osdpStandard.data

OSDPstandard D OO0 OO0 O 28byte000 OO ODOO OOODOO.
O000 OO0 OO0 OO0 BS20sdpStandardDeviceNotifyDD OO O0O0O.

20. subCode

g bbb oo oo bbbb.0bb o0 oo bbb ooooog.
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0o 00000 0 oo
BS2_SUB_EVENT VERIFY ID_PIN 0x01|000 000 0000 PINOD OO
BS2_SUB_EVENT VERIFY_ID_FINGER 002|000 000 0000 OO0 OO0 OO0
BS2_SUB_EVENT VERIFY_ID_FINGER_PIN oxo3| P HHE HEEE L PIND O
BS2_SUB_EVENT VERIFY_ID_FACE 0x04/000 000 0000 OO0 OO0 OO
BS2_SUB_EVENT VERIFY ID_FACE PIN 0x05 g g DD g oo oooD oo ooo PN
BS2_SUB_EVENT VERIFY_CARD 0x06/00 00 00
BS2_SUB_EVENT VERIFY CARD PIN 0x07|000 PNOD OO
BS2_SUB_EVENT VERIFY CARD FINGER 0x08/000 00 00 OO
BS2_SUB_EVENT VERIFY CARD_FINGER PIN 0x09|00,00,PINOD OO
BS2_SUB_EVENT VERIFY CARD FACE 0x0A|00 000 00 00 00
BS2_SUB_EVENT VERIFY CARD FACE PIN 0x0B|[OO, 00 00,PINOD OO
BS2_SUB_EVENT VERIFY AOC 0x0C/AOC 0D 00 OO
BS2_SUB_EVENT VERIFY AOC_PIN 0xOD/AOC 000 PIND O OO
BS2_SUB_EVENT VERIFY AOC_FINGER 0Xx0E/AOCO 00 00 00 00
BS2_SUB_EVENT VERIFY AOC_FINGER PIN 0XOF |[AOC DD, 00, PINDD OO
BS2_SUB_EVENT VERIFY CARD FACE FINGER 0x10/00,00,00 00 00

Verify  |[BS2_SUB_EVENT VERIFY_CARD_FINGER_FACE ox11|00,00,00 00 00
BS2_SUB_EVENT VERIFY ID_FACE FINGER 0x12|ID, 00,00 00 00
BS2_SUB_EVENT VERIFY ID_FINGER FACE 0x13ID, 00,00 00 00
BS2_SUB_EVENT VERIFY MOBLIE_CARD 0x16|MobileD 0 00 OO (+2.8)
BS2_SUB_EVENT VERIFY MOBILE_CARD PIN 0x17 |MobileD 0, PIN O 0 00 (+2.8)
BS2_SUB_EVENT VERIFY_MOBILE_CARD_FINGER 0x18|MobileD 0, 00 00 OO (+2.8)
BS2_SUB_EVENT VERIFY MOBILE_CARD FINGER_PIN 0x19|Mobiled 0, 001, PIN O 01 0101 (+2.8)
BS2_SUB_EVENT VERIFY MOBILE_CARD FACE Ox1A|MobileD 0, 00 00 00 (+2.8)
BS2_SUB_EVENT VERIFY MOBILE_CARD FACE PIN Ox1B|Mobile0 0, 00, PINO D 00 (+2.8)
BS2_SUB_EVENT VERIFY MOBILE_CARD _FACE FINGER 0x20|Mobile0 0, 00, 00 00 00 (+2.8)
BS2_SUB_EVENT VERIFY MOBILE_CARD FINGER_FACE 0x21|MobileD 0, 00, 00 OO OO (+2.8)
BS2_SUB_EVENT VERIFY QR 0x25/QR 00 000
BS2_SUB_EVENT VERIFY QR PIN 0x26|QR, PIN 0 0] 00 01
BS2_SUB_EVENT VERIFY QR FINGER 0x27|QR, finger 0 0 0 0
BS2_SUB_EVENT VERIFY QR _FINGER PIN 0x28|QR, finger, PIN 0 0 0 0
BS2_SUB_EVENT VERIFY QR FACE 0x29|QR, face 00 00
BS2_SUB_EVENT VERIFY QR_FACE PIN 0x2A|QR, face, PIN 0 0 O O
BS2_SUB_EVENT VERIFY QR FACE_FINGER 0x2B|QR, face, finger 0 0 0 0
BS2_SUB_EVENT VERIFY QR FINGER FACE 0x2C|QR, finger, face 00 0 01
BS2_SUB_EVENT IDENTIFY_FINGER 0x01|00 0000 000 OO
BS2_SUB_EVENT IDENTIFY FINGER PIN 002|000 PNOODD OO0 00
BS2_SUB_EVENT IDENTIFY FACE 0x03/00 0000 000 OO
BS2_SUB_EVENT IDENTIFY_FACE_PIN 0x04/00 000 PNOODD OO0 00

dentify | BS2_SUB_EVENT IDENTIFY_FACE_FINGER 0x05|00 000 00 0000 000 OO
BS2_SUB_EVENT IDENTIFY_FACE_FINGER PIN 0X06 g g Doo oo, PNDDOO 000
BS2_SUB_EVENT IDENTIFY FINGER_FACE 0x07|00 000 00 0000 000 OO
BS2_SUB_EVENT IDENTIFY FINGER FACE PIN oxog|Z 0 000 00 OO, PINDODD O

oo oo
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0o 000 OO0 0 |oo
BS2_SUB_EVENT ENROLL FAIL INVALID_FACE 0x01|0000(@O00 00 00)
BS2_SUB_EVENT UPDATE FAIL_INVALID_FACE 0x01|0000(O00 00 00)

0000(@O00 00 000 00 O,
BS2_SUB_EVENT ENROLL_FAIL MISMATCHED FORMAT 0x02|7 0 - D(D 000 Doo oo
0000@O000 000 000,00
BS2_SUB_EVENT UPDATE_FAIL_MISMATCHED_FORMAT ox02|7 L1 D(D S ooo ooy
000000 0000 00 000
Ueer  |BS2_SUB_EVENT_ENROLL FAIL FULL CREDENTIAL 0x03| dentia(l Sooo ooo)
000000 0000 00 000
BS2_SUB_EVENT UPDATE FAIL_FULL CREDENTIAL 0x03| dentia(l Nooo boo)
000000 D0 000o0od, o
BS2_SUB_EVENT ENROLL_FAIL_INVALID_USER ox04 |7 ) D(D 00y
BS2_SUB_EVENT UPDATE FAIL INVALID_USER 0x040000(00 0000 00 00)
BS2_SUB_EVENT ENROLL_FAIL_INTERNAL_ERROR 0x09|0000(@O000)
BS2_SUB_EVENT UPDATE_FAIL_INTERNAL_ERROR 0x09|0 000 (C000)
BS2_SUB_EVENT DUAL AUTH_FAIL TIMEOUT 0x01|00 000 00)00 00
BS2_SUB_EVENT DUAL_AUTH_FAIL_ACCESS_GROUP 0x02|0000 00 0000 20 00 OO
BS2_SUB_EVENT HIGH_TEMPERATURE 0x00|00 OO
BS2_SUB_EVENT NO_TEMPERATURE 0x01|00 00 00

Auth  |BS2 SUB_EVENT UNMASKED FACE 002|000 000
BS2_SUB_EVENT BYPASS_NO_VIOLATION 0x00 Bypass violation (No)

BS2_SUB_EVENT BYPASS_THERMAL_VIOLATION 0x01 |Bypass violation (0 0 )
BS2_SUB_EVENT_BYPASS_MASK_VIOLATION 0x02 |Bypass violation (0 O O)
BS2_SUB_EVENT_BYPASS _MASK_THERMAL_VIOLATION 0x03 |Bypass violation (D0 OO + 0 0O)
BS2_SUB_EVENT CREDENTIAL_ID 0010000 00 000 000
BS2_SUB_EVENT CREDENTIAL_CARD 0x02|0000 00 00
BS2_SUB_EVENT CREDENTIAL PIN 0x03/0000 OO0 PIN
BS2_SUB_EVENT CREDENTIAL_FINGER 0040000 00 00
BS2_SUB_EVENT CREDENTIAL_FACE 0x05|0000 00 00

_ |BS2_SUB_EVENT CREDENTIAL_AOC_PIN 0x06/0 000 OO AOC PIN

Credentiallp o> UB_EVENT CREDENTIAL AOC. FINGER 0x07|0000 00 AOC OO
BS2_SUB_EVENT CREDENTIAL_MOBILE_CARD 0x08/0000 OO Mobiled O (+2.8)
BS2_SUB_EVENT NON_NUMERIC_QR 0x09/QRO 000 00 000 OO0
BS2_SUB_EVENT CREDENTIAL QR 0x0C|0 000 OO0 QR (+2.8.3)
BS2_SUB_EVENT NON_PRINTABLE_QR 0x0A|QRO 00 OO00 00000 000
BS2_SUB_EVENT TOO_LONG_QR 0x0BQRO 00 0 0OOO 000
BS2_SUB_EVENT AUTH_FAIL_INVALID_AUTH_MODE 0x01|0000 00 00 0O

auty  |BS2.SUB EVENT AUTH_FAIL INVALID CREDENTIAL 0x02|00 000 0000 00 00 00
BS2_SUB_EVENT AUTH_FAIL_TIMEOUT 0x03/00 00 OO
BS2_SUB_EVENT AUTH_FAIL_MATCHING_REFUSAL 0x04|00 OO
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0o 000 00 o0 oo
BS2_SUB_EVENT ACCESS_DENIED ACCESS_GROUP 0x01 g D oo bbb ooob oo ooy
BS2_SUB_EVENT ACCESS_DENIED_DISABLED 0x02|00000 00000 000 00 00
BS2_SUB_EVENT ACCESS_DENIED_EXPIRED 0x03|000 00 00 0000 OO0 OO
BS2_SUB_EVENT ACCESS_DENIED_ON_BLACKLIST 00400000 000 0000 00 00
BS2_SUB_EVENT ACCESS_DENIED_APB 0x05/APB 00 0000 00 OO
BS2_SUB_EVENT ACCESS_DENIED_TIMED_APB 0x06 E”D‘Ed APBODD 00D 000000
BS2_SUB_EVENT ACCESS_DENIED_FORCED_LOCK 0x07|00 00 0000 000 OO0 OO
BS2_SUB_EVENT ACCESS_DENIED_SCHEDULED_LOCK 0x07|00 0000 000 OO0 OO
BS2_SUB_EVENT ACCESS_EXCUSED APB 0x08/APBO D OO O 0000 (Soft APB)
BS2_SUB_EVENT ACCESS_EXCUSED_TIMED_APB 0x09 Xg‘;d APBOD DO 0 000D (Soft

Access B2 SUB_EVENT ACCESS DENIED_FACE_DETECTION 0x0A|DDDODO(ODO OO0 00)
BS2_SUB_EVENT ACCESS DENIED CAMERA_CAPTURE 0x0B|[0OOO( OO0 00 00)
BS2_SUB_EVENT ACCESS_DENIED_FAKE_FINGER 0x0C|0000(@O0 0000)
BS2_SUB_EVENT ACCESS DENIED DEVICE_ZONE_ENTRANCE_LIMIT/0x0D E)D 00 (Device zonel O O OO O
BS2_SUB_EVENT ACCESS_DENIED_INTRUSION_ALARM 0xOE|0 0 0 O (Intrusion alarm)
BS2_SUB_EVENT ACCESS_DENIED_INTERLOCK 0xOF [0 0 0 0 (Interlock 0 0 )
BS2_SUB_EVENT ACCESS_EXCUSED_AUTH_LIMIT 0x10|0000(@000 00)
BS2_SUB_EVENT ACCESS_DENIED_AUTH_LIMIT 0x11|0000(@000 00)
BS2_SUB_EVENT ACCESS_DENIED_ANTI_TAILGATE 0x12|0 00 O (Anti tailgating)
BS2_SUB_EVENT ACCESS_DENIED_HIGH TEMPERATURE 0x13|0000(@00 00 00 0 00)
BS2_SUB_EVENT ACCESS_DENIED_NO_TEMPERATURE 0x140000(@O00 00 00 0 00)
BS2_SUB_EVENT ACCESS_DENIED_UNMASKED FACE 0x15/0000(00 000)

B BS2_SUB_EVENT ZONE_HARD APB 0x01|00 APB O O
BS2_SUB_EVENT ZONE_SOFT APB 0x02|0 00 APB OO
BS2_SUB_EVENT DOOR_FLAG_SCHEDULE 0x01[000 000 (Schedule)

Door  |BS2_SUB_EVENT DOOR_FLAG_OPERATOR 0x04[00 0 000 (Operator)
BS2_SUB_EVENT DOOR_FLAG_EMERGENCY 0x02|000 000 (Emergency)
BS2_SUB_EVENT FLOOR_FLAG_SCHEDULE 0x01|0 00O (Schedule)

foo,  |BS2SUB_EVENT FLOOR FLAG_OPERATOR 0x04|0 OO0 (Operator)

BS2_SUB_EVENT FLOOR_FLAG_ACTION 0x08|/0 00O (Action)
BS2_SUB_EVENT_FLOOR_FLAG_EMERGENCY 0x02|0 O OO (Emergency)

21. mainCode
OO0 000 goo oogo.
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00 000 00 0 00
BS2_EVENT VERIFY_SUCCESS 0x1000(1:1 00 O
BS2_EVENT VERIFY_FAIL 0x1100/1:1 00 00
BS2_EVENT VERIFY_DURESS 0x1200|00 0000 1100 000 OO
BS2_EVENT IDENTIFY SUCCESS 0x1300/LN O 0 00
BS2_EVENT IDENTIFY FAIL 0x1400/LN 00 00
BS2_EVENT IDENTIFY DURESS 0x1500|00 0000 LNOD 000 00
BS2_EVENT DUAL AUTH_SUCCESS 0x1600|00 0020 00) 00
BS2_EVENT DUAL AUTH_FAIL 0x1700|00 OO (20 00) OO0

Auth BS2_EVENT AUTH_FAILED 0x1800|0000 00 00 0000 00 00
BS2_EVENT ACCESS_DENIED ox1900 2 0B 0OOD 00O OODDO APB

- - - Ooo0 oo

BS2_EVENT FAKE_FINGER DETECTED 0x1A00[0 000 000
BS2_EVENT BYPASS SUCCESS 0x1B00 gy;D)ast)D 0 oo(@ono oo oo
BS2_EVENT BYPASS_FAIL 0x1C00 EygasDS)D 0 oo@ono oo oo
BS2_EVENT ABNORMAL TEMPERATURE DETECTED 0x1D00|0 0 00 00 0000 00
BS2_EVENT UNMASKED FACE_DETECTED Ox1E0O|O DD OO0
BS2_EVENT USER_ENROLL SUCCESS 0x2000|000 OO 00O
BS2_EVENT USER ENROLL FAIL 0x2100[000 00 00
BS2_EVENT USER_UPDATE_SUCCESS 0x2200[000 00 00 00
BS2_EVENT USER_UPDATE FAIL 0x2300|000 00 00 OO
BS2_EVENT USER DELETE SUCCESS 0x2400000 00 00

Jeer BS2_EVENT USER_DELETE_FAIL 0x2500000 00 00
BS2_EVENT USER DELETE ALL SUCCESS 0x2600|00 OO0 00 OO
BS2_EVENT_USER_ISSUE_AOC_SUCCESS 0x2700|Access cardD OO OO
BS2_EVENT USER_DUPLICATE_CREDENTIAL 0x2800|00 OO (O O/00/00)00 OO
BS2_EVENT USER_UPDATE_PARTIAL SUCCESS 0x2900|000 D000 00 00
BS2_EVENT USER_UPDATE PARTIAL FAIL 0x2A00[000 0000 00 00
BS2_EVENT USER RELOADED 0x2B00|0 000 00 OO0,
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00 000 OO 0 00
BS2_EVENT DEVICE_SYSTEM RESET 0x3000/000 OO0 00
BS2_EVENT DEVICE_SYSTEM_STARTED 0x3100[0000 000
BS2_EVENT DEVICE_TIME_SET 0x3200/000 OO0 OO
BS2_EVENT DEVICE_TIMEZONE_SET 0x3201 [Time zone 0 O
BS2_EVENT DEVICE_DST SET 0x3202|DSTO0 OO
BS2_EVENT DEVICE_LINK_CONNECTED 0x3300|LANO OO 000
BS2_EVENT DEVICE_LINK_DISCONNETED 0x3400|LANO OO OO
BS2_EVENT DEVICE_DHCP_SUCCESS 0x3500|DHCPO IPD O O
BS2_EVENT DEVICE_ADMIN_MENU 0x3600000 000 OO
BS2_EVENT DEVICE_UI_LOCKED 0x3700/00 OO0 OO
BS2_EVENT DEVICE_UI_UNLOCKED 0x3800|00 OO O
BS2_EVENT DEVICE_COMM_LOCKED 0x3900|RS485 00 00
BS2_EVENT DEVICE_COMM_UNLOCKED 0x3A00|RS485 00 00 OO
BS2_EVENT DEVICE TCP_CONNECTED 0x3B00|TCP 0 0 O
BS2_EVENT DEVICE_TCP_DISCONNECTED 0x3C00[TCPO OO OO0
Device  |BS2_EVENT_DEVICE_RTSP_CONNECTED 0x3B10|RTSP 0 0 O
BS2_EVENT DEVICE_RTSP_DISCONNECTED 0x3C10/RTSPO OO 000
BS2_EVENT DEVICE_RS485 CONNECTED 0x3D00|RS485 0 0 O
BS2_EVENT DEVICE_RS485_DISCONNCTED 0x3E00|RS485 000 OO0
BS2_EVENT DEVICE_INPUT_DETECTED 0x3F00|00 000 000
BS2_EVENT DEVICE_TAMPER ON 0x4000/00 00 00 000 000
BS2_EVENT DEVICE_TAMPER OFF 0x4100|00 00 00 000 00 000
BS2_EVENT DEVICE_EVENT LOG_CLEARED 0x4200|00 000
BS2_EVENT DEVICE_FIRMWARE_UPGRADED 0x4300|0 000 00000
BS2_EVENT DEVICE_RESOURCE UPGRADED 0x4400|0000 00000
BS2_EVENT DEVICE_CONFIG_RESET 0x4500 g g DD S)D nooooon@oon
BS2_EVENT DEVICE_DATABASE RESET 0x4501|0000000 0000
BS2_EVENT DEVICE_FACTORY RESET 0x4502|00 0000
BS2_EVENT DEVICE_CONFIG_RESET EX 0x4503 E g DD S)D nooooon@oon
BS2_EVENT DEVICE_FACTORY_RESET WITHOUT ETHERNET|0x4504|0 0 000 (0000 OO0 00)
Supervised [BS2_EVENT_SUPERVISED_INPUT_SHORT 0x4600 [Supervised Input (OO O0O)
Input BS2_EVENT_SUPERVISED_INPUT_OPEN 0x4700 |Supervised Input (OO O0O)
BS2_EVENT DEVICE_AC_FAIL 0x4800|AC Power 0 [
BS2_EVENT DEVICE AC_SUCCESS 0x4900|AC Power 0 [
Device.t |BS2_EVENT EXIT BUTTON 0x4A00|00 OO0 OO
BS2_EVENT SIMULATED_EXIT BUTTON 0x4A01|Simulated 0 0 O O
BS2_EVENT OPERATOR_OPEN 0x4B00|0 000 OO0 OO
BS2_EVENT VOIP_OPEN 0x4C00|VoIPD OO0 00
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00 000 00 0 00
BS2_EVENT DOOR_UNLOCKED 0x5000[000 000 00
BS2_EVENT DOOR _LOCKED 0x5100[0000 00
BS2_EVENT DOOR_OPENED 0x5200[0000 00O
BS2_EVENT DOOR_CLOSED 0x5300[00 00 00
BS2_EVENT DOOR_FORCED OPEN 0x5400[0000 000 OO
BS2_EVENT DOOR_HELD OPEN 0x5500[000 000 00 0000 000
BS2_EVENT DOOR_FORCED OPEN_ALARM 0x5600 °>2-FVENTDOOR_FORCED_OPEN 10
BS2_EVENT DOOR_FORCED_OPEN_ALARM_CLEAR 0x5700|B>2-EVENT_DOOR_FORCED_OPEN O 01 0
Door ~FVENT_DOOR_ JOPEN_ALARM. 00 0000
BS2_EVENT DOOR_HELD OPEN_ALARM 0x5800 ESZD—EDVEDNTD—DOOR—HELD—OPEN nooo
BS2_EVENT DOOR_HELD_OPEN_ALARM_CLEAR 0x5900 ESZD—EDVED'\'TD—DOOR—HELD—OPEN Hood
BS2_EVENT DOOR_APB_ALARM 0x5A00|APB 0 0 001
BS2_EVENT DOOR_APB_ALARM CLEAR 0x5B00|APB 0 0 0 01
BS2_EVENT DOOR_RELEASE 0x5C000 00 00
BS2_EVENT DOOR _LOCK 0x5D00[0 001 00
BS2_EVENT DOOR_UNLOCK OX5E00|0 00 00
BS2_EVENT ZONE_APB_VIOLATION 0x6000|0 010 APBO 0 00
552 EVENT ZONE APB ALARM 0x6100 BS2_EVENT_ZONE_APB_VIOLATION 0 01 0
-EVENT_ONE_AFE_ 00 00 00
BS2_EVENT ZONE_APB_ALARM CLEAR 0x6200|2>2-EVENT_ZONE_APB_VIOLATION O 0 0
-FVENT_ZONE_APS_ALARM 00 0000
BS2_EVENT ZONE_TIMED_APB_VIOLATION 0x6300|0 0100 TIMEDAPB 010 0 0
BS2_EVENT ZONE_TIMED_APB_VIOLATION
BS2_EVENT ZONE_TIMED_APB_ALARM ox6400| P>2-EVENTZOME T
BS2_EVENT ZONE_TIMED_APB_VIOLATION
BS2_EVENT ZONE_TIMED_APB_ALARM_CLEAR 0x6500|2>2-EVENT-ZONET]
BS2_EVENT ZONE_FIRE_ALARM_INPUT 0x6600|0 0 001
Zone
BS2_EVENT ZONE_FIRE_ALARM_INPUT O
BS2_EVENT ZONE_FIRE_ALARM 0x6700|2>2-=VENT-ZONE
BS2_EVENT ZONE_FIRE_ALARM_INPUT O
BS2_EVENT ZONE_FIRE_ALARM_CLEAR 0x6800|>2-=VENT-ZONE
BS2_EVENT ZONE_SCHEDULED_LOCK_VIOLATION 0x6900[000 00 00 00 00
BS2_EVENT ZONE_SCHEDULED LOCK_START 0x6A00[0 00 00 00 00
BS2_EVENT ZONE_SCHEDULED LOCK_END 0x6B00[0 00 00 00 O
BS2_EVENT ZONE_SCHEDULED UNLOCK_START 0x6C00[000 00 00 00
BS2_EVENT ZONE_SCHEDULED_UNLOCK_END 0x6D00[0 00 00 00 O
BS2_EVENT ZONE_SCHEDULED LOCK_ALARM 0x6E00|0 00 00 00 00 00
BS2_EVENT ZONE_SCHEDULED_LOCK_ALARM_CLEAR O0x6FO0|0 00 00 00 00 00
BS2_EVENT FLOOR_ACTIVATED 0x7000[00 OO0 O
BS2_EVENT FLOOR_DEACTIVATED 0x710000 0000 O
BS2_EVENT FLOOR_RELEASE 0x7200[00 00O O
BS2_EVENT FLOOR_ ACTIVATE 0x7300|0 OO O
Lt BS2_EVENT FLOOR DEACTIVATE 0x7400/0 OO0 0
BS2_EVENT LIFT ALARM INPUT 0x7500[0 0000 00 00
BS2_EVENT LIFT ALARM 0x7600[00000 OO
BS2_EVENT LIFT ALARM CLEAR 0x7700[0 0000 00 OO
BS2_EVENT ALL FLOOR_ACTIVATED 0x7800/00 OO0 O (00)
BS2_EVENT ALL FLOOR DEACTIVATED 0x7900[00 OO OO O (O0)
BS2_EVENT RELAY_ACTION ON 0xC300|RelayAction 0 O
RelayAction|BS2_EVENT RELAY ACTION_OFF 0xC400|RelayAction 0 O
BS2_EVENT RELAY ACTION KEEP 0xC500|RelayAction 0 0 0 0
22. param
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00000000 000000000000 0000,0000 000 00000 00 000
00 000 00000.00 000 000 00 000 0000 000000.
00 00 00 OO0 0 |o
BS2_TNA_UNSPECIFIED|(N/A)|0
BS2_TNA KEY 1 F1 |1
BS2_TNA KEY 2 F2 |2
BS2_TNA KEY 3 F3 |3
BS2_TNA KEY 4 F4 |4
BS2_TNA KEY 5 E
BS2_TNA KEY 6 2 |6
BS2_TNA KEY 7 3 |7
BioStation 2 BS2_TNA KEY 8 4 I8
BS2_TNA KEY 9 5 |9
BS2_TNA KEY 10 6 |10
BS2_TNA KEY 11 7 1
BS2_TNA KEY 12 8 |12
BS2_TNA KEY 13 9 13
BS2_TNA KEY 14 Call |14
BS2_TNA KEY 15 0 |15
BS2_TNA KEY 16 Esc |16

[+ 2.6.3] paramO 0O 0O0O

eventcodel O0DOOO OO0 OOO OOODO.

000000 0000 00 00 O0o0,000000 paramd 1,BioStarD OO ODOOOODO oOO
a.

0000 BS2 EVENT USER ENROLL SUCCESSO 00O paramU 10000,0000 OO OO0 OO

oo ooooo.
ot oob oo oo obbbb oogaa.

oo oo o0 oo
BioStation 2 V1.7.0
BioStation A2 V1.6.0
CoreStation 40 V1.2.0
BioEntry P2 V1.2.0
BioStation L2 V1.4.0
BioLite N2 V1.1.0
BioEntry W2 V1.3.0
FaceStation 2 V1.2.0

23. image

SDKV2.6.000000 lbyteO DD DOUDO ODOO ODOOODOO.

-000 00000 0000 D000 00O0D0Ogo oo (true/ffalse).

SDKV2.6.0 000 1lbyted bitOOO OO0 OO0 OO0 OO0 O OO0 ODOOOOOO.
-000 000 oooooo oo

-DSTODO OO
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0o oo onug 0o

SDK2.6.000/8 image (000 0OO0OO0OO0O0 O OO0 OO0 OO0 OO0 ODOOOO.
1 image (000 0OO0OO0OO0O0 O OO0 OO0 OO0 OO0 ODOOOO.
1 isDST 00 O0do DSTO D00 DOdO0D Oodo oo

SDK2.6.0 001 half DSTO 300 OO0 ODOO ODOOOdOo.od od, 10 300
4 hour ogono od. 1~120
1 negative|0O +00, 10 -00

BS2EventBlob

typedef struct

uintle t eventMask;

uint32 t id;

BS2EventExtInfo info;

union

BS2 USER ID userlID;

BS2 EVENT MASK USER_ID

// valid if eventMask has

uint8 t cardID|[BS2 CARD DATA SIZE]|; // valid if eventMask has

BS2 EVENT MASK CARD ID

BS2 DOOR _ID doorlID;

BS2 EVENT MASK DOOR ID

BS2 ZONE ID zonelD;

BS2 EVENT MASK ZONE ID

// valid if eventMask has

// valid if eventMask has

BS2EventExtIoDevice ioDevice; // valid if eventMask has

BS2 EVENT MASK IODEVICE

uint8 t tnaKey;
uint32 t jobCode;

uintle t imageSize;

uint8 t image[BS2 EVENT MAX IMAGE SIZE];

uint8 t reserved;
BS2EventBlob;

1. eventMask

EventmaskD OO O.maskOO OO0 OO ID(User, card, door,zone)D O OOO O OOOO.

U g

0x0000 oo

0x0001 BS2EventExtinfo O O O

0x0002 User ID

0x0004 Card ID

0x0008 Door ID

0x0010 Zone ID

0x0020 BS2EventExtloDevice O O O

0x0040 TNA Key

BioStar Device SDK - https://kb.supremainc.com/bs2sdk/
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0 0o

0x0080 Job Code
0x0100 Image
0x0200 Temperature
0x0400 QR data
OXFFFF ALL

2.id

U0 oobb obobod o0 oo odb 10b ooboo bobooa.

3. info
BS2EventExtinfoO OO OOODOO.

4, userlD
000 000 000 00000 0000 Do oo oo ooouo oooog.

5. cardID
000 000 card00O0O0O0O cardd OO OO OO0 OO OO0 OOOOO.
00 000 0O0O00 0000,00 000 OOO0O0O eventMask D OODO userDO ODOOODO.

6. doorlD
000 OO0 doorO0UJ0ODO door OO U0 OODO DO OO ODOOOO.

7. zonelD
OO0 000 zoneOOQOQOO zonel OO OO OODO DO OO0 DOOOO.

8. ioDevice
Door Input 0 OO0 ODOOO Doord Input0 00 OO OO OODO DO oOODO ODODODO.
(BS2EventExtloDevice 0D OO O0)

9. tnaKey

oo oo oot oo bbb oo gggg booboob,bb oo oo bobbb oo oo
b oob oooog

10. jobCode
O00 OO0 JobCodeD DD OO OO0, JobCodeDODO OO O O OOOO JobCodeO O OO
aao.

11. imageSize
O00 00000 0O D000 sizeOD ODOODO.

12. image
o0 ooooo O o0 ooo oo oo ooooa

13. reserved
dod oooano.

BS2EventExtinfo

typedef struct
uint32 t dateTime;
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uint32 t devicelD;
union ///< 2 bytes
BS2 EVENT CODE code;
struct
uint8 t subCode;
uint8 t mainCode;
uint8 t reserved[2];
BS2EventExtInfo;

1. dateTime
000 000 00 0oooOo,UTCOOO D000 OO0 O(sec) 0 DOoOooOO.

2. devicelD
00 000 0o bgooog.

3. subCode
00 000 00 0o goooc.oo oo oob oo goboogo

4. mainCode
OO0 000 ggo ocogo.

5. reserved
dod ooogo.

BS2EventExtloDevice

typedef struct
uint32 t ioDevicelD;
uintle t port;
uint8 t value;
uint8 t reserved[1];
BS2EventExtInfo;

1. ioDevicelD
Doord InputO0 OO OOOO DoorO Inputd0 OO0 OO OO OO0O OO oOO ODOOOO.

2. port
00 port numberD O 0O.

3. value
OOdportDO0O OOOO.

O 00
-1 UNKNOWN

BioStar Device SDK - https://kb.supremainc.com/bs2sdk/



2026/03/14 17:51 15/20 Log Management API

0 0o

0 Open

1 Closed

2 Supervised Short
3 Supervised Open

4. reserved
dod ooogno.

BS2EventSmalilBlob

typedef struct
uintle t eventMask;
uint32 t id;
BS2EventExtInfo info;
union

BS2 USER ID userlID; // valid if eventMask has
BS2 EVENT MASK USER ID

uint8 t cardID[BS2 CARD DATA SIZE]|; // valid if eventMask has
BS2 EVENT MASK CARD _ID

BS2 DOOR ID doorlID; // valid if eventMask has
BS2 EVENT MASK DOOR ID

BS2 ZONE ID zonelID; // valid if eventMask has
BS2 EVENT MASK ZONE ID

BS2EventExtIoDevice ioDevice; // valid if eventMask has
BS2 EVENT MASK IODEVICE

uint8 t tnaKey;

uint32 t jobCode;

uintle t imageSize;

uint8 t* imageObj; // valid if eventMask has
BS2 EVENT MASK IMAGE

uint8 t reserved;

BS2EventSmallBlob;

1. eventMask
EventmaskD OO O .maskOO OO0 OO ID(User, card, door,zone)U O OOO O OOOO.

O g
0x0000 oo
0x0001 BS2EventExtinfo O O O

0x0002 User ID
0x0004 Card ID
0x0008 Door ID

BioStar Device SDK - https://kb.supremainc.com/bs2sdk/
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0 g
0x0010 Zone ID
0x0020 BS2EventExtloDevice O O O

0x0040 TNA Key
0x0080 Job Code

0x0100 Image
0x0200 Temperature
0x0400 QR data
OXFFFF ALL

2.id

U0 oobb obbd0 o0 o0 o wob oobb obbooa.

3. info
BS2EventExtinfoO OO OO0 OO.

4. userlD
000 000 000 oo oo oo oo oo oo oo bogoo.

5. cardID
000 0OUO0O cardJOUO0O0OO card OO OO0 OO0 OO OO ODOOODO.
00 000 0000 0000,00 000 OO0O0OO eventMaskD D OO0 userIDO DOOODO.

6. doorlD
000 000 doorO00O000O0O doord OO OO OO0 OO OO OOoOoOoQ.

7. zonelD
O00 O00O zoneOOOOO zone OO OO OOO OO OOO ODOOOO.

8. ioDevice
DoorOD Input OO0 OOOO DoorO Inputd OO0 OO0 OO OOO OO oOO OOoOooOO.
(BS2EventExtloDevice 0O O 0O 0O)

9. tnaKey
OO0 oo o
OO0 ooo o

00 00 o0l ooo oo oooo,d0 o0 o0 ooooo oo ogo
ogooad
10. jobCode

000 OO0 JobCodel DO OO OO0, JobCodeOOD OO O O OOOO JobCode O OO
guo.

11. imageSize
O00 00000 0O D000 sizeO OOODO.

12. imageObj
00 o0do0 0 ool oo ood ood ooogoo

13. reserved
oo ooogo.
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BS2EventSmallBlobEx

typedef struct {
uintle t eventMask;

uint32 t id;
BS2EventExtInfo info; // valid if eventMask has
BS2 EVENT MASK INFO
union
{
BS2 USER ID userlID; // valid if eventMask has
BS2 EVENT MASK USER ID
uint8 t cardID/BS2 CARD DATA SIZE|; // valid if eventMask has
BS2 EVENT MASK CARD ID
BS2 DOOR ID doorlID; // valid if eventMask has
BS2 EVENT MASK DOOR ID
BS2 ZONE ID zonelD; // valid if eventMask has
BS2 EVENT MASK ZONE ID
BS2EventExtIoDevice ioDevice; // valid if eventMask has
BS2 EVENT MASK IODEVICE
}i
uint8 t tnaKey; // valid if eventMask has
BS2 EVENT MASK TNA KEY
uint32 t jobCode; // valid if eventMask has
BS2 EVENT MASK JOB CODE
uintle t imageSize; // valid if eventMask has
BS2 EVENT MASK IMAGE
uint8 t* imageObj; // valid if eventMask has

BS2 EVENT MASK IMAGE

uint8 t reserved;

uint32 t temperature; // valid if eventMask has
BS2 EVENT MASK TEMPERATURE
+ BS2EventSmallBlobEx;

1. eventMask
EventmaskD OO O .maskOO OO0 OO ID(User, card, door,zone)U O OOO O OOOO.

0 oo

0x0000 0d

0x0001 BS2EventExtinfo O O O
0x0002 User ID

0x0004 Card ID

0x0008 Door ID

0x0010 Zone ID

0x0020 BS2EventExtloDevice O 0O [
0x0040 TNA Key

0x0080 Job Code

0x0100 Image

BioStar Device SDK - https://kb.supremainc.com/bs2sdk/
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0 0o

0x0200 Temperature
0x0400 QR data
OXFFFF ALL

2.id

U0 oobb obtbdo0 o0 o0 oo wob oobobo bbooa.

3. info
BS2EventExtinfoO OO OOOOO.

4. userlD
000 000 000 oo oo oo oo goo oo oo ogoo.

5. cardID
000 0O0O0 cardJUOO0O0O0O card OO0 OO0 OO0 OO OO ODOOODO.
00 000 0000 0000,00 000 U000 eventMaskD OOO0O userIDO DOOODO.

6. doorlD
000 000 doorO00O00O0O doord OO OO OO0 OO OO OOoOoOoQ.

7. zonelD
O00 O00O zoneOOOOO zone OO OO OOO OO OOO ODOOOO.

8. ioDevice
DoorOD Input OO0 OODOO DoorO Inputd OO0 OO0 OO OO0 OO oOO OOOooOO.
(BS2EventExtloDevice 0O O 0O 0O)

9. tnaKey
O00 oo o
OO0 ooo o

00 00 o0do ooo oo goog,d0 oo o0 ooooo oo ogo
oooad
10. jobCode

000 OO0 JobCodel DO OO OO0, JobCodeOOD OO OO OOOO JobCode O OO
guo.

11. imageSize
O00 00000 0O D000 sizeO ODOOO.

12. imageObj
00 o0do0 0 ool oo ood ood ooogoo

13. temperature
o0 oo oo ooo,bbod oo o0 oo oooo ooooo ooooo.
auditTemperature O O

14. reserved
oo oooogo.

BS210Status

BioStar Device SDK - https://kb.supremainc.com/bs2sdk/
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typedef struct

uint8 t count;
uint8 t reserved[3];

BS2 PORT VALUE status[BS2 IO STATUS MAX IO PORT!;
BS2 I0 STATUS;

typedef struct

BS2 DEVICE ID devicelD;

BS2 IO STATUS input;

BS2 I0 STATUS output;

BS2 I0 STATUS relay;

BS2 I0 STATUS tamper;

BS2 I0 STATUS auxIn;

BS2 I0 STATUS auxOut;

uint8 t numOfSupervisorInput;

BS2 PORT VALUE supervisorInputStatus[BS2 IO STATUS MAX SIO PORT];

uint8 t reservedl[3];
uint8 t reserved2[16];

BS2I0Status;

1. count
dod ooogno.

2. status

bbb obo ooood.

U o

-1 UNKNOWN

0 Open

1 Closed

2 Supervised Short
3 Supervised Open

3. devicelD
00 gooogano.

4. input
OO0 000 OoDooog.

5. output
OO0 000 ooooo.

6. relay

oo oo ooooo.

7. tamper
OO0 000 DoOoooa.

BioStar Device SDK - https://kb.supremainc.com/bs2sdk/
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8. auxin
00 00O gog googo.

9. auxOut
OO0 00 ogg oooogo.

10. numOfSupervisorinput
SupervisorOO OO0 OoOQOO.

11. supervisorinputStatus
SupervisorOO DOO0O OO0 ODOODOO.

12. reservedl
oo oooogo.

13. reserved?
oo ooogo.
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