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Log Management API

OO0 000 OoODoOo APIOOO.

e BS2 Getlog: O0ODOO ODODO ODDOODOO.

BS2 GetFilteredLlog: OO0 OO0 OO0 ODOOODO.

BS2 Clearlog: OO ODOO ODOOOO.

BS2 StartMonitoringlog: 000 OO0 00000 OOOOO.
BS2 StopMonitoringlog: OO0 OO0 OO0O0OO ODOOOO.
BS2_GetlLogBlob: EventMaskD 00O O0O0O0 OO0 O0O0OOO.
BS2 GetFilteredLogSinceEventld: OO0 OO OO0 oOODOO.

00 o

typedef void (*OnLogReceived) (uint32 t deviceIld, BS2Event* log);

1. OnLogReceived
0oodo ooo oo oooo 0o oo oo ogoooa.

HREEN

BS2Event

typedef struct
uint32 t id;
uint32 t dateTime;
uint32 t devicelD;
union
char userID[BS2 USER ID SIZE];
uint32 t ioDevicelD;
union
uintle t code;
struct
uint8 t subCode;
uint8 t mainCode;
uint8 t param;
uint8 t image;
BS2Event;

typedef struct
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union
BS2 USER ID userlID; ///< 32 bytes
uint32 t uid; (OOOID
uint32 t doorlID;
uint32 t 1iftID;
uint32 t zonelD;

struct
uint32 t ioDevicelD;
uintle t port;

int8 t value;
uint8 t reserved[25];
struct
uint32 t zonelD;
uint32 t doorlID;
uint32 t ioDevicelD;
uintl6 t port;
uint8 t reserved[18];
alarm;
struct
uint32 t zonelD;
uint32 t doorID[4];
uint8 t reserved[12];

interlock;
union ///< 2 bytes
uintl6 t code;
struct
uint8 t subCode;
uint8 t mainCode;
uint8 t param; ///< 1 byte : tnaKey,
floorIndex, alarmFlags
#ifdef DST SUPPORTED // BSPP-7

uint8 t image: 1;

uint8 t isDST: 1;

uint8 t half: 1;

uint8 t hour: 4;

uint8 t negative: 1;
#else

BS2 BOOL image; ///< 1 byte
#endif

BS2Event;

1. id
g bbb oo oo obb oo 1o oboob ooooag.

2. dateTime
000 000 OO0 0000, UuTCO0OU ODO0D0O U0 O(sec)0 DOOoOQ.
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3. devicelD
00 000 0o bgooog.

4, userlD
000 000 000 00000 0000 Do oo oo oooo oooog.

5. uid
000 OO0 OO0 O0O0OO0o 32bit0 DOOooOo.

6. doorlD
000 000 0o oo b oo oo oo oo oo oo oo.

7. liftID
gob obb obb bbb bbb oo o boo oo ou booob.

8. zonelD
OO0 000 000 ooooo oo oo oo oooooooooooao.

9. ioDevicelD
Doord InputO0 OO OOOO DoorO Inputd0 00 OO OO OO0 OO 00O OOGOOO.

10. port
ioDevicelDO OO portD OO ODOO.

11. value
ioDevicelDO OO valueO OOOOO.

12. alarm.zonelD
000 O000 00000 ooobo boooo.

13. alarm.doorlD
000 0000 ODoggoo oooobo ogooo.

14. interlock.zonelD
00 O0df0 oo b0 bgb4o ouoogo.

15. interlock.doorlD
000 o000 o0 oo ouooboo gooboog.

16. subCode
00 000 OO0 0o goooc.ouo oo ogb cogopouooo.
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0o 000 OO 0 0O
BS2 SUB_EVENT VERIFY ID_PIN 0x01 g g 0 ooDooooPNDD
BS2_SUB_EVENT VERIFY_ID_FINGER 0x02 g DDDD Joboooh b

000 000 0000 000
BS2_SUB_EVENT VERIFY ID_FINGER_PIN EN
BS2_SUB_EVENT VERIFY_ID_FACE oxoa| I DEE HEEE DEE
000 000 0000 00 O
BS2_SUB_EVENT VERIFY ID_FACE_PIN 0x05 | 1 o O S
BS2_SUB_EVENT VERIFY CARD 0x06|000 00 00 OO

Verify |52 SUB_EVENT VERIFY_CARD_PIN 0x07|000 000 PINOD OO
BS2_SUB_EVENT VERIFY CARD FINGER 0x08/000 000 00 00 00
BS2_SUB_EVENT VERIFY CARD FINGER PIN 0x09|000 00,00,PNOC OO
BS2_SUB_EVENT VERIFY_CARD FACE oxoa - H HE HEE HEHEE
BS2_SUB_EVENT VERIFY CARD_FACE_PIN 0xOB E E 000,00 00, PNDD
BS2_SUB_EVENT VERIFY AOC 0x0C|AOC OO 00 OO
BS2_SUB_EVENT VERIFY AOC_PIN 0x0D|AOC OO0 PINOD 00
BS2_SUB_EVENT VERIFY AOC_FINGER O0x0E|AOCO OO0 00 00 00
BS2_SUB_EVENT VERIFY AOC_FINGER_PIN 0xOF|[AOCO O, 00,PINOD OO
BS2_SUB_EVENT IDENTIFY FINGER 0x01|00 0000 000 OO
BS2_SUB_EVENT IDENTIFY_FINGER PIN 0x02|000 PINOO OO 000 00

Identify  |BS2_SUB_EVENT IDENTIFY_FACE 0x03|00 0000 OO0 00
BS2_SUB_EVENT IDENTIFY_FACE_PIN 0x04 E E HOOPNDOOO 000
BS2_SUB_EVENT DUAL AUTH_FAIL TIMEOUT 0x01|00 000 00) 00 00

AUth By SUB_EVENT DUAL AUTH_FAIL ACCESS_GROUP|0x02 o Ln e EEEn 20 0
BS2_SUB_EVENT CREDENTIAL ID 0x01|0000 00 000 000
BS2_SUB_EVENT CREDENTIAL CARD 0x02|0000 00 000 OO
BS2_SUB_EVENT CREDENTIAL PIN 0x03|0000 00 PIN

Credential|[BS2_SUB_EVENT CREDENTIAL_FINGER 0x04/0000 00 00
BS2_SUB_EVENT CREDENTIAL FACE 0x05|0000 00 OO
BS2_SUB_EVENT CREDENTIAL_AOC_PIN 0x06|0 000 OO0 AOCPIN
BS2_SUB_EVENT CREDENTIAL_AOC_FINGER 0x07|0000 00 AOC OO
BS2_SUB_EVENT AUTH_FAIL_INVALID_AUTH_MODE |0x01|0 000 00 00 00

Auth  |BS2_SUB EVENT AUTH_FAIL_INVALID CREDENTIAL |0x02 g g Hoboooh bt oo
BS2_SUB_EVENT AUTH_FAIL_TIMEOUT 0x03|00 00 OO
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0o 000 00 0 oo
BS2_SUB_EVENT ACCESS DENIED ACCESS_GROUP |ox01|2 & DD HEEU DODD OO

00 00
BS2 SUB_EVENT ACCESS_DENIED DISABLED 0X02 g g DDDDD SEREN SRR
BS2 SUB_EVENT ACCESS_DENIED EXPIRED 0x03 g g U oo ooooon oo
Access  1gsy SUB_EVENT ACCESS DENIED ON_BLACKLIST |0x04 g DDDDD b oob oooo o
BS2_SUB_EVENT ACCESS_DENIED APB 0x05/APB 00 OOOD OO0 OO
BS2 SUB EVENT ACCESS DENIED TIMED APB  |0x06|'medAPBOD D DOO OO
VB - - JTMED 0000 00
BS2_SUB_EVENT_ACCESS_DENIED_FORCED_LOCK [ox07| 2 PH HHEH BHE L
. BS2_SUB_EVENT ZONE_HARD APB 0x01|00 APB O O
BS2_SUB_EVENT ZONE_SOFT APB 0x02/000 APB O O
17. mainCode
00 000 000 0000,
a0 ooo og O aood
BS2_EVENT VERIFY SUCCESS 0x1000/1:1 00 OO
BS2_EVENT VERIFY FAIL 0x1100/1:1 00 OO
BS2_EVENT VERIFY_DURESS 0x120000 O0OO0O 11200 000 OO
BS2 EVENT IDENTIFY_SUCCESS Ox1300(1:NO O OO
BS2_EVENT IDENTIFY_FAIL Ox1400(I:NO O OO
Auth BS2_EVENT IDENTIFY_DURESS 0x1500/00 0000 LNOO 000 00
BS2_EVENT DUAL_AUTH_SUCCESS 0x1600|0 0 OO (20 00) 00
BS2_EVENT DUAL AUTH_FAIL 0x1700|00 OO (20 00) OO
BS2_EVENT_AUTH_FAILED Ox1800|D 000 OO0 OO0 OOoOoo OoOg oo
BS2 EVENT ACCESS DENIED ox1900/2 000 OOOD OOO ODDODO APB
- - - god od
BS2_EVENT_FAKE_FINGER_DETECTED Ox1AO00(ODODOO oo
BS2 EVENT USER ENROLL SUCCESS 0x2000|0D 00 OO OO
BS2_EVENT USER_ENROLL FAIL 0x2100[000 OO 00
BS2_EVENT USER_UPDATE_SUCCESS 0x2200[000 OO0 00 OO
U BS2 EVENT USER UPDATE_FAIL 0x2300|0 00 OO OO OO
> BS2_EVENT USER_DELETE SUCCESS 0x2400|000 OO0 OO
BS2_EVENT USER_DELETE_FAIL 0x2500[000 OO 00O
BS2_EVENT USER DELETE ALL _SUCCESS 0x2600|00 OO0 00 00
BS2 EVENT _USER ISSUE _AOC SUCCESS 0x2700|Access cardd OO OO
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0o 000 00 0 0o
BS2_EVENT DEVICE_SYSTEM_RESET 0x3000|000 OO OO
BS2_EVENT DEVICE_SYSTEM_STARTED 0x3100|0000 000
BS2_EVENT DEVICE_TIME SET 0x3200(000 OO0 OO
BS2_EVENT DEVICE_LINK_CONNECTED 0x3300|LAN 000 000
BS2_EVENT DEVICE_LINK_DISCONNETED 0x3400|LAN OO0 000
BS2_EVENT DEVICE_DHCP_SUCCESS 0x3500|DHCPO 1P 0 0
BS2_EVENT DEVICE_ADMIN_MENU 0x3600|0 00 OO0 00
BS2_EVENT DEVICE_UI_LOCKED 0x3700|00 OO OO
BS2_EVENT DEVICE_UI_UNLOCKED 0x3800/00 OO O
BS2_EVENT DEVICE_COMM_LOCKED 0x3900|RS485 0 0 0 0
BS2_EVENT DEVICE_COMM_UNLOCKED 0x3A00|RS485 001 00 00
BS2_EVENT DEVICE_TCP_CONNECTED 0x3B00[TCP O 01 0
Device  |BS2_EVENT DEVICE TCP DISCONNECTED 0x3C00[TCP OO0 00O
BS2_EVENT DEVICE_RS485 CONNECTED 0x3D00|RS485 0 0 [
BS2_EVENT DEVICE_RS485 DISCONNCTED 0x3E00|RS485 0010 00O
BS2_EVENT DEVICE_INPUT DETECTED 0x3F00|00 00O 000
BS2_EVENT DEVICE TAMPER_ON 0x4000|00 00 00 000 OO0
BS2_EVENT DEVICE_TAMPER OFF 0x4100|00 00 00 000 OO0 000
BS2_EVENT DEVICE EVENT LOG_CLEARED 0x4200|00 00O
BS2_EVENT DEVICE_FIRMWARE_UPGRADED  |0x4300|00 00 00000
BS2_EVENT DEVICE RESOURCE UPGRADED  |0x4400|0 000 00000
BS2_EVENT DEVICE_CONFIG_RESET 0x4500[000 00 000 0000
BS2_EVENT DEVICE_DATABASE RESET 0x45010000000 0000
BS2_EVENT DEVICE_FACTORY RESET 0x4502|00 0000
BS2_EVENT DEVICE_CONFIG_RESET EX 0x4503/000 00 000 0000
Supervised BS2_EVENT_SUPERVISED_INPUT SHORT 0x4600|Supervised Input (0 0 0 0)
Input BS2 _EVENT SUPERVISED INPUT OPEN 0x4700 |Supervised Input (OO OO)
<o, |BS2_EVENT DEVICE AC FALL 0x4800 | AC Power 0 [1
Device-EX |o ) EVENT DEVICE AC_SUCCESS 0x4900 |AC Power 0 [
BS2_EVENT DOOR_UNLOCKED 0x5000|000 OO0 00
BS2_EVENT DOOR_LOCKED 0x5100|0000 00
BS2_EVENT DOOR_OPENED 0x5200/0000 00
BS2_EVENT DOOR_CLOSED 0x5300/0000 00
BS2_EVENT DOOR_FORCED OPEN 0x5400|0000 000 OO
BS2_EVENT DOOR_HELD OPEN 0x5500000 000 00 0000 000
BS2_EVENT DOOR_FORCED OPEN_ALARM 0X5600 gsé—EDVENTD—gOOR—FORCED—OPEN noo
Door BS2_EVENT DOOR_FORCED OPEN_ALARM CLEAR|0x5700 gsé—EDVENTD—[D’OOR—FORCED—OPEN noo
BS2_EVENT DOOR_HELD_OPEN_ALARM 0x5800 ESZD—EVEDNTD—DOOR—HELD—OPEN oo

BS2_EVENT DOOR_HELD OPEN OO O O

BS2_EVENT_DOOR_HELD_OPEN_ALARM_CLEAR |0x5900 51"
BS2_EVENT DOOR_APB_ALARM 0x5A00|APB 00 OO
BS2_EVENT DOOR_APB_ALARM_CLEAR 0x5B00/APB 00 OO
BS2_EVENT DOOR_RELEASE 0x5C00/000 OO
BS2_EVENT _DOOR_LOCK 0x5D00\0 00 OO
BS2_EVENT DOOR_UNLOCK 0x5E00/000 OO

BioStar Device SDK - http://kb.supremainc.com/bs2sdk/




2026/03/14 20:47

7/11

Log Management API

0o 000 00 0 0o
BS2_EVENT ZONE_APB_VIOLATION 0x6000/0 00 APBO O OO
552 EVENT ZONE APB ALARM 0x6100 BS2_EVENT_ZONE_APB_VIOLATION 00 O
- _FONE_APB_ 0o oo do
BS2 EVENT ZONE APB ALARM CLEAR 0x6200 |B>2_EVENT_ZONE_APB_VIOLATION O 0 O
- _FONE_APB_ - 0000 odo
BS2_EVENT ZONE_TIMED_APB_VIOLATION 0x6300/000 TIMEDAPBO O OO
BS2_EVENT ZONE_TIMED_APB_VIOLATION
BS2_EVENT ZONE TIMED APB_ALARM ox6400| >>2-EVENT£ONETT
BS2_EVENT ZONE TIMED APB_VIOLATION
BS2_EVENT_ZONE_TIMED_APB_ALARM_CLEAR |0x6500 |>>%-=VENT£METT
BS2_EVENT ZONE FIRE_ALARM_INPUT 0x6600/00 OO
Zone
BS2_EVENT ZONE_FIRE_ALARM_INPUT [
BS2_EVENT ZONE FIRE_ALARM 0x6700|>>2-VENT-LONE
BS2 EVENT ZONE FIRE ALARM INPUT O
BS2_EVENT ZONE FIRE_ALARM CLEAR 0x6800| P2V ENLZVNE
BS2_EVENT ZONE FORCED _LOCK VIOLATION  |0x6900/000 00 00 0O OO
BS2_EVENT ZONE_FORCED _LOCK START 0x6A00/0 00 OO 00 00
BS2_EVENT ZONE_FORCED_LOCK_END 0x6B00|0 00 0O 0O O
BS2_EVENT ZONE FORCED UNLOCK START  |0x6C00/00C0 OO 00 00 OO
BS2_EVENT ZONE_FORCED_UNLOCK_END 0x6D00[000 00 00 00 O
BS2_EVENT ZONE_FORCED _LOCK ALARM 0X6E00|000 00 00 00 OO
BS2_EVENT ZONE_FORCED _LOCK ALARM CLEAR [0x6F00|0 00 OO 00 00 OO
18. param

uobdob oob b b oob oobb bbboo,bb b bbb obbboo bo bbo
o0 oob oobooo.bob bbb bbb bbb Db bboo boooobo.

ub od

oo od

O

BioStation 2

BS2_TNA_UNSPECIFIED

(N/A)

BS2_TNA_KEY_1

F1

BS2_TNA KEY 2

F2

BS2_TNA KEY 3

F3

BS2_TNA KEY 4

-
N

BS2_TNA KEY 5

BS2_TNA KEY 6

BS2_TNA KEY 7

BS2_TNA KEY 8

BS2_TNA KEY 9

P IR I E =

BS2_TNA_KEY_10

=
o

BS2_TNA KEY 11

=
=

BS2_TNA KEY 12

=
N

BS2_TNA KEY 13

O (IO LB WIN |

=
w

BS2_TNA_KEY 14

=
SN

BS2_TNA KEY_15

o0
Q

=
ul

BS2_TNA KEY 16

Esc

=
(e)]

19. image

bbb obooboo oobobobbobboo boo boooo.
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BS2EventBlob

typedef struct
uintl6é t eventMask;
uint32 t id;
BS2EventExtInfo info;
union

BS2 USER ID userID;
BS2 EVENT MASK USER _ID

uint8 t cardID|BS2 CARD DATA SIZE!;

BS2 EVENT MASK CARD ID
BS2 DOOR _ID doorlID;
BS2 EVENT MASK DOOR _ID
BS2 ZONE ID zonelID;
BS2 EVENT MASK ZONE ID

BS2EventExtIoDevice ioDevice;

BS2 EVENT MASK IODEVICE

uint8 t tnaKey;
uint32 t jobCode;
uintle t imageSize;

uint8 t image[BS2 EVENT MAX IMAGE SIZE];

uint8 t reserved;
BS2EventBlob;

1. eventMask

//

//

//

//

valid

valid

valid

valid

valid

if

if

if

if

eventMask has

eventMask has

eventMask has

eventMask has

eventMask has

EventmaskD OO O .maskOO OO0 OO ID(User, card, door,zone)DU O OO0 O OOOO.

O 00

0 oo

1 BS2EventExtinfo O O O
2 User ID

4 Card ID

8 Door ID

16 Zone ID

32 BS2EventExtloDevice O O O
04 Door ID

128 Zone ID

256 TNA Key

512 Job Code

1024 Image

65535 ALL

2.id

b gobb obbdoo o0 oog ooo

100 0000 oooog.
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3. info
BS2EventExtinfoO OO OOOOO.

4. userlD
000 000 0o oo oo oo oo oo oo oo bogoo.

5. cardID
000 000 cardd0O0OO0O0O cardd OO OO OO0 OO OO0 OOOooOoO.

6. doorlD
000 OO0 doorO00O00O O door OO OO OO0 OO OO oOoooQ.

7. zonelD
O00 O00O zoneOOOOO zonel OO OO OOO OO OOO ODOOOO.

8. ioDevice
Door Input OO0 OOODO Doord Input0 00 OO OO OODO OO oODO ODODOO.
(BS2EventExtloDevice DO O O 0)

9. tnaKey

uobob oob b oo oob oobb bboo,bb bbb bbb obboo bo bobo
U0 Oo0ob ooboog

10. jobCode

000 OO0 JobCode OODODO OODO,JobCode0 DD OO OO OODOO JobCodeO O OO
gg.

11. imageSize
O00 00000 0000 size ODOODO.

12. image
O00 00000 0000000000000 ooogo

13. reserved
oo ooogo.

BS2EventExtinfo

typedef struct
uint32 t dateTime;
uint32 t devicelD;
union ///< 2 bytes
BS2 EVENT CODE code;
struct
uint8 t subCode;
uint8 t mainCode;

uint8 t reserved ;
BS2EventExtInfo;
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1. dateTime
000 000 OO0 0oooO,UTCOOO D000 OO0 O(sec) O DOoooO.

2. devicelD
00 000 oo bgobooobdg.

3. subCode
00 000 00 oo guoooc.0og oo oob oo goboogo

4. mainCode
OO0 000 ogo ocoogo.

5. reserved
dod oooano.

BS2EventExtloDevice

typedef struct
uint32 t ioDevicelD;
uintl6 t port;
uint8 t value;
uint8 t reserved[1];
BS2EventExtInfo;

1. ioDevicelD
Door Input OO0 ODOOO Doord Input0 00 OO OO ODOO DO oOODO DODODOO.

2. port
00 port numberd O 0.

3. value
OdportO0O OOODO.

0 oo

-1 UNKNOWN

0 Open

1 Closed

2 Supervised Short
3 Supervised Open

4, reserved
oo ooogo.
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