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User Management API

OO0 00 DO0OOO0O0OOOoOooooooo APICODO.

e BS2 GetUserList: OO0 OOO IDOOOO OOOOO.

e BS2 RemoveUser: 00O OO0 DOODOO.

e BS2 RemoveAllUser: 00 OO0O0O ODOODOO.

e BS2 GetUserinfos: 00O OO0 IDOD OO0 ODOOOO.

e BS2 GetUserinfosEx: [+ 2.4.0]1 000 O0O0QO IDO OO0 OOOOO. (Job code, User phrase
NN

. BSZ_)EnroIUser:DDD o000 ooooo.

e BS2 EnrolUserEx: [+ 2.4.0]1 000 OO0OO0O OO0OOO.(Job code, User phrase 0 0)

e BS2 EnrollUser: [+2.6.3]000 ODO0O0O OO0OOO.

e BS2 EnrollUserEx: [+2.6.3] 000 OO00O0O OOOOO.(Jobcode, User phrase 0 00)

e BS2 GetUserDatas: 000 OO0 OO0 O0OO0OODO ODOODO.

e BS2 GetUserDataskEx: [+ 2501000 000 OO0 ODO0O0ODO OODOOO.(ob code, User
phrase 0 0)

e BS2 GetSupportedUserMask: 0000 0000 OO0 OO0 OOODOO.

e BS2 EnrollUserSmall: [+2.6.3] 00000 0000 0OO0O0O0,000 D000 OOOOO.

e BS2 EnrollUserSmallEx: [+2.6.3] 00000 0000 O000O0O,000 OOOO ODOOOO.

e BS2 GetUserSmallinfos: [+2.6.3] 00000 0000 0O0O0O0O,000 OOODO IDO OO0
ogoood.

e BS2 GetUserSmallinfosEx: [+2.6.3] 00000 ODODO0O OO0OO,000 O0OO IDO O0OO
googg.

e BS2 GetUserSmallDatas: [+ 2.6.3] 00000 0000 O0000O,000 000 00O OO
I I O A O

e BS2 GetUserSmallDatasEx: [+2.6.3] 00000 O0O0O0O OO0ODO,000 OO0 ODOO O
goog ooooo.

e BS2 EnrollUserFaceEx: [+ 2.7.1]Visual Face OO0O0O0O OOO0O ODOOOO.

e BS2 GetUserIinfosFaceEx: [+ 2.7.1]Visual Face 00000 OO0 IDO OO0 OOOOO.

e BS2 GetUserDatasFaceEx: [+ 2.7.1]Visual Face 00000 OO0 O0ODO OODOO OO
ooo.

e BS2 PartialUpdateUser: [+2.8.31 0000 OO0 OO00O0O0O 0OOOd.

e BS2 PartialUpdateUserEx: [+2.8.3] 0000 OO0 O0ODOOO OOOOO.

e BS2 PartialUpdateUserSmall: [+ 2.83] 0000 OO0 OO0O0O0O O0OOOO.

e BS2 PartialUpdateUserSmallEx: [+ 2.8.3] 0000 000 OO0OOO OOOOO.

e BS2 PartialUpdateUserFaceEx: [+ 2.8.3]Visual Face 00O 0ODOOO ODOO ODOOOO OO
ggog.

e BS2 GetUserStatistic: [+2.8.3] 000 OO0 OO0 OO0 000 OOOOO.

HRERE
BS2User

typedef struct
char userID[BS2 USER ID SIZE]|;
uint8 t formatVersion;
uint8 t flag;
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uintl6é t version;
uint8 t numCards;
uint8 t numFingers;
uint8 t numFaces;
uint8 t infoMask;
uint32 t authGroupID;
uint32 t faceChecksum;

BS2User;

1. userlD

Ub0Db O0bbOo boobod0 bodgd, 1~42949672950 00D oOooO.

2. formatVersion

0000 0000000 flaghO0 OROODOD ODODOOO.00000 OO0 OoOoOO.

godo go.

3. flag

O g

0x00 None

0x01 gogoo goog
0x02 ggooo ogog
0x04 ggooo ogog
0x80 godono gogod
4, version

gogono og.

5. numCards

goododg bbb oo googaa.

6. numFingers
goodo ooo oo ooooo.

7. numFaces
00000 000 o0 ooooo.

8. infoMask
[+283]|0000 00000 OO0 ODO O0OOO,O infoMaskd ODO0O,000 OO0 OO

000 odod oo oo ooo oo oooooooa.
00O, Partial update 0 0 O O (BS2_PartialUpdateUser, BS2_ PartialUpdateUserEx,

BS2_PartialUpdateUserSmall, BS2_PartialUpdateUserSmallEx, BS2_PartialUpdateUserFaceEx)O user

mask 0000 OO0 OOOOO0.(@O o ooy

O

o

0x01

BS2_USER_INFO_MASK_PHRASE

0x02

BS2_USER_INFO_MASK JOB_CODE

0x04

BS2_USER_INFO_MASK_NAME

0x08

BS2_USER_INFO_MASK_PHOTO

0x10

BS2_USER_INFO_MASK_PIN

0x20

BS2_USER_INFO_MASK_CARD

0x40

BS2_USER_INFO_MASK_FINGER
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0 00
0x80 |BS2_USER_INFO_MASK_FACE

ogbob oboo oo
000 D00 00O Od,infoMaskD OO0 OO0O0O OO0 O0ODOOC OOOD ODOOO DODoOOOO.

odOo od BS2_USER_MASK|infoMask
o0 oo o unmasking unmasking
00 oo d masking masking
oooo oo unmasking masking

oo ooo oo oo
infoMask( , partialupdate 0O 0O OO0 usermask 0000, 00000 OO OO0 unmasking 00O
O ooo.

oo ouo oo oo
infoMask( , partialupdate 000 OO0 usermask 000 0,00000 OO OO0 maskingOd OO

goo.

oo ooo oooo oo
infoMaskD masking O O, partial update 0 0 O OO user maskd unmasking 00O .

Credential(J0/00/00) 000 OO

BS2Userd numCards, numFingers, numFacesdd 0O O, O OO fingerObjs, cardObjs, faceObjs,
faceExObjsO credential D00 O0OOO0 OO0 00O OO0 O0OO0O,00000 infoMaskd OO0
oo.

O0/00/00 OO0 o000 O 00O oDOooO,infoMaskd maskd OO OO OO0 credential OO
Oo00oooodo.

O0000,000 000 00 0000 OO0 200 OO0 0O0OO, infoMaskd

BS2 USER_INFO_MASK FINGERO maskingd [0, numFingers = 1, fingerObjsO0 OO0 O00O0OO O00OO

0,000 00 don0 10 0o oo ooog.
b oob oob oboboo,bb 200 b0 bbb boo bbo1bo boa,b b Uooo
gobog bod.

Credential (O O /0 O/00)000 Od
O00/00/00 000 credential 00O 000 OO, infoMaskD maskingd O, 000 OO0 OOO
OO0 credential D000 ODOODODO.

Credential(J0/00/00) 000 OO
O0/00/00 000 credential D00 o0O0O OO, infoMaskd unmasking 00,000 OO
credential0 OO0O0O OO0 OOOOO.

9. authGrouplD
00 00 000 0000 Ooobooo oo O ooo Ib.

10. faceChecksum
godo go.
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BS2UserSetting

goo

Visual Face 00 O0O0O0O ODOOO OO OOO BS2UserSettingExO

oo oooo.

typedef struct {

}

1.

uint32 t startTime;
uint32 t endTime;
uint8 t fingerAuthMode;
uint8 t cardAuthMode;
uint8 t idAuthMode;
uint8 t securitylLevel;
BS2UserSetting;

startTime

bbb obb obobo bbb obb obbod.
978307200 (2001-01-01 00:00:00) OO OO0 OO ODOODOO ODO,000 000 OOOODO DO
aoo.

2.

endTime

ugob obbo obo bobdo bbo boooo.
1924991999 (2030-12-31 23:59:59) 0 OO0 OO0 ODOOOO OO,o000 DO O OO oo

O

3.

goood.

fingerAuthMode

gob obb bbb oo oo boooo.

g

oo odbo od

= OO

O0OOPINOD OO

254|000 O OO

2550000 00(@UO00 ooo ooo oo)

4.
O

cardAuthMode
00 000 0b oo ob oo ooogg.

RN

oo odonb od

gdb oo o og

OOOPNODO OO

0000 0D0O0O00PNDO OO

olu[slwN[O

go,00,PINOO OO0

254|000 O OO

255|0 000 00(@OO0O0 0ooo ooo og)

5.
O

idAuthMode
OO0 0oooooibog oo ooooog.
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g oo

7 |[DO0OIDOOOCOOOOODO

8§ |[DODIDODOOPNODO OO

9 [DoOCOCIbO0O O OCOOOPNDOO OO

10 | D00 IDO0OCOOOCPNDOO OO
254000 0 OO

2550000 00@UU00D Oooo ooo oo)

6. securityLevel
00 0000 00 000 o0 0bbb oo ooooo.

HEN

gooo obo oD O

ugd o

ud o

oo gd

g

oo god

o

ud o

ud

A I I

oo gd

oo god

BS2UserPhoto

typedef struct
uint32 t size;

uint8 t data[BS2 USER PHOTO SIZE];

BS2UserPhoto;

1. size
000 0000 Do gobooo gooog.

2. data

0000 0000 0000o,00 16kb00 OO0 O ODOO.

BS2UserBlob

typedef struct
BS2User user;

BS2UserSetting setting;
uint8 t name|BS2 USER NAME SIZE|;
BS2UserPhoto photo;

uint8 t pin[BS2 PIN HASH SIZE];

BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;

uint32 t accessGroupId|/BS2 MAX NUM OF ACCESS GROUP PER USER];
BS2UserBlob;

1. user

I A I
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2. setting
ool o0dd oo oo oo ooboooao.

3. name
000 0000 00O oogoo UTF-8O O 0O.

4. photo
000 0000 00000 JpegOODOO ODDOOODO.

5. pin
PNOOO OO0 BS MakePinCode OO O OO OO0OD ODOO DOOO DOOO.

6. cardObjs
000 000 00 00 0000 oog user.numCardsCU 0 O0O0O0 OO0O0O.000 OOO
Smartcard APID O OQOQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 uwser.numFingersO O OO00O0 ODO00O.000 O
OO Fingerprint APID OO ODOODO.

8. faceObjs
000 000 OO0 OO0 OO0 OOb0DbO OO0 user.numFacesO O O0OO0O OOO.000 OO
O Face APIO OOOOOO.

9. accessGroupld
0000 00 00 0oo oo Obobob 0o 16000 OO0 O obooo.

BS2job

typedef struct
uint8 t numJobs;
uint8 t reserved ;

struct
BS2 JOB CODE code;
BS2 JOB LABEL label;
jobs[BS2 MAX JOB SIZE];
BS2Job;

1. numjobs
O000 000 JobOoooO.

2. reserved
dod ogoogo.

3. jobs
T&AD OO0 JobO O OO OOd.
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BS2UserBlobEx

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|BS2 USER NAME SIZE|;
BS2UserPhoto photo;
uint8 t pin[BS2 PIN HASH SIZE];
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
BS2Job job;
BS2 USER PHRASE phrase;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP_PER USER];

BS2UserBlobEx;

1. user
0000 00 000 0o0o oooooo.

2. setting
o0 o000 oo oo oo oooooaao.

3. name
000 0000 000 oooo UTF-800O0O.

4. photo
O00 0000 00000 JpegOO0O0O OODODO.

5. pin
PNOOO OOO BS MakePinCode OO O OO OO0ODO ODODOO DOOOOOO.

6. cardObjs
000 OO0 OO0 00 0000 Oo0O user.numCardsC 0 OOOD0O OOO.000 OOO
Smartcard APIO OO OQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 user.numFingersO O D000 ODO00O.000 O
00 Fingerprint APID DO OODOO.

8. faceObjs
000 00000 00 000 OOd0D0DO OO0 user.numFacesO O 0000 OOO.000 OO
O Face APID ODODOOO.

9. job
O0do0dno oooo ooooooo.

10. phrase
000 oo uUnoo oboo oo booooo.

g o0 g oo
FaceStation 2 [(V1.0.000O
FaceStation F2 |V1.0.0 0O
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o o0 ogd oo
X-Station 2 Vv1.0.0OO

11. accessGroupld
o000 00 0o oobo oo ooob OO 1ed00o0 oobo o oooao.

BS2UserSmaliBlob

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name[BS2 USER NAME SIZE]|;
BS2UserPhoto* photo;
uint8 t pin(BS2 PIN HASH SIZE|;
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP_PER USER];

BS2UserSmallBlob;

1. user
0000 00 000 0o0o oooooo.

2. setting
000 000 0o ooodo oo oooooaao.

3. name
000 0000 000 oooo UTF-800O0O.

4. photo
O00 0000 00000 JpegOd00O OoonDOoO.

5. pin
PNOOO OOO BS MakePinCode OO O OO OO0ODO ODODOO DOOOOOO.

6. cardObjs
000 OO0 OO0 00 0000 Oo0O0 user.numCardsC 0 OO0OD0O OOO.000 OOO
Smartcard APIO OO OQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 user.numFingersO O D000 OO00O.000 O
00 Fingerprint APIO ODOOODOO.

8. faceObjs
000 00000 00 000 O0d0D0DO OO0 user.numFacesO O 0000 OOO.000 OO
O Face APID OO DOOO.

9. accessGroupld
0000 00 00 0o00 ouoo Ddoo0o o0 1e000 OO0 O OoooOoao.
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BS2UserSmallBlobEx

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|BS2 USER NAME SIZE|;
BS2UserPhoto* photo;
uint8 t pin[BS2 PIN HASH SIZE];
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
BS2Job job;
BS2 USER PHRASE phrase;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP_PER USER];

BS2UserSmallBlobEx;

1. user
0000 00 000 0o0o oooooo.

2. setting
o0 o000 oo oo oo oooooaao.

3. name
000 0000 000 oooo UTF-800O0O.

4. photo
O00 0000 00000 JpegOO0O0O OODODO.

5. pin
PNOOO OOO BS MakePinCode OO O OO OO0ODO ODODOO DOOOOOO.

6. cardObjs
000 OO0 OO0 00 0000 Oo0O user.numCardsC 0 OOOD0O OOO.000 OOO
Smartcard APIO OO OQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 user.numFingersO O D000 ODO00O.000 O
00 Fingerprint APID DO OODOO.

8. faceObjs
000 00000 00 000 OOd0D0DO OO0 user.numFacesO O 0000 OOO.000 OO
O Face APID ODODOOO.

9. job
O0do0dno oooo ooooooo.

10. phrase
000 oo uUnoo oboo oo booooo.

g o0 ogd oo
FaceStation 2 [(V1.0.000O
FaceStation F2 |V1.0.0 0O
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o o0 ogd oo
X-Station 2 v1i.0.0O0O
BioStation 3 V1.0000O

11. accessGroupld

O00b 00 00 0obo oboo oobo oo e oob bbooo.

BS2UserSettingEx

aoo

Visual Face 10 000 00O OO0 OO0 ODOODO OO OO0
BS2UserSettingd OO0 OOODO.

typedef struct {

uint8 t
uint8 t
uint8 t
uint8 t
uint8 t

faceAuthMode;
fingerprintAuthMode;
cardAuthMode;
idAuthMode;
reserved|28];

+ BS2UserSettingEx;

1. faceAuthMode

bbb obob oo ob oo oo ooooo.

300 0400
0 |100 OO 200 00 |5 il
11 0o
12 |00 00
13 0O PIN
00 OO0

14 |00 PIN
15 00 00 PIN
254000 0 OO

0000 O0@O0 O
2550 10y

2. fingerprintAuthMode
oo oob oo oo bob oo oogoa.

300 0400
0 |agd od 200 00 0 00
16 0O
17 0O o
18 OO PIN
ub oo
19 0O PIN
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0 |agd od 200 00O b Djatd

20 OO go PIN
254000 O OO

0000 00(@O0 O
0oo)

255

3. cardAuthMode
00 0o0o0o ob oo ob og ooogog.

0 (200 OO0 200 00 300 00
21 00O
22 |00 oo
23 |00 oo
24 00O PIN
25 |00 oo oo oo
26 (00O OO0 OO PIN
27 |00 OO0 OO PIN
o0 oo oo O
28 00O 0 PIN
29 00O oo 0o
30 OO oo PIN
31 OO o oo
32 |00 oo PIN
33 |00 o0 oo oo PIN
o0 oo
34 |00 oo PIN
o0 oo
35 |00 o PIN
254000 0O 00
gooo ood@on
ZSSDD oo) (

4. idAuthMode
000 000 oo IIboo 0o oooog.

O 00 oo 200 OO 300 00
36 |ID o
37 |ID oo
38 |ID PIN
39 |ID OO0 oo oo
40 |ID OO0 oo PIN
41 |ID OO0 OO PIN

00 o0 oooo
42 |ID PIN
43 |ID gno ao
44 |ID oo PIN
45 |ID oo uo
46 |ID oo PIN
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U |a0d ogd 200 00 300 0d
47 |ID oo og ogd PIN

ub oo
48 |ID RN PIN

oo oo
49 |ID RN PIN

254000 O OO0

0000 0O0@OxO
00 oo)

255

5. reserved
oo ooogno.

BS2UserFaceExBlob

typedef struct

BS2User user;

BS2UserSetting setting;

BS2 USER NAME user name;

BS2UserPhoto* user photo obj;

BS2 USER PIN pin;

BS2CSNCard* cardObjs;

BS2Fingerprint* fingerObjs;

BS2Face* faceObjs; // FS2, FL
BS2Job job;

BS2 USER PHRASE phrase;

BS2 ACCESS GROUP_ID accessGroupId/BS2 MAX NUM OF ACCESS GROUP PER USER];

BS2UserSettingEx settingEx; // F2
BS2FaceEx* faceExObjs; // F2
BS2UserFaceExBlob;
1. user

gooo ob obobo obbo boboooo.

2. setting
000 o000 0o oo oo oooooaao.

3. name
000 0000 000 oooo UTF-8O00O0O.

4. photo
O00 0000 00000 JpegOd00O OoOoDOO.

5. pin
PNOOO OOO BS MakePinCode OO O OO UOO0ODO ODODOO DOOODOOO.

6. cardObjs
000 000 00 00 0000 000 wser.numCardsO O O0O0O0O ODO0OO0.000 OO0
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Smartcard APID D OQOQOO.

7. fingerObjs
O00 000 00 00 000 0000 000 uwser.numFingersO O 0000 OO00O.000 O
00 Fingerprint APIO DOOODOO.

8. faceObjs
FaceStation2, FaceLite OUOO OO0 U0 OO OUOO OOOQO OOO user.numFacesO O O
000 O0O0.000 OO0 Face APID ODOOODOO.

9. job
dooooo ooboo ooooooao.

10. phrase
O00 00O UIOD ODOD0 OO0 opooooa.

oo oo oo oo

FaceStation2 |V1.0.0 00O
FaceStation F2 (V1.0.0 O O
X-Station 2 v1.0.000

11. accessGroupld
0000 00 OO0 000 o000 D000 o0 1e000 OO0 O OoooOoo.

12. settingEx
FaceStation F2 0000000 OO0 O O00O0OO.000 000 OO0 OO0 O OO0 OOOO
Uodoo oo oooog.

13. faceExObjs
FaceStation F2 000 UUO0O U0 0UO0U U000 U000 UOOO user.numFacesO 0 OO0
O00.000 00O FaceAPIO OO OOODO.

BS2UserStatistic

typedef struct
uint32 t numUsers;
uint32 t numCards;
uint32 t numFingerprints;
uint32 t numFaces;
uint32 t numNames;
uint32 t numImages;
uint32 t numPhrases;
BS2UserStatistic;

1. numUsers
OO0 oog ooogd.

2. numCards
00 odobo oguooo.
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3. numFingerprints
ogob ouo oooog.

4, numFaces
000 OOoOo oooog.

5. numNames
000 oogogno ocogono.

6. numimages
ogod odo ooogao.

7. numPhrases
o000 ooogno ocogoo.
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