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Smartcard API

OO0 0000 000D 00O oooo ArPODO.

e BS2 ScanCard: OO0 OO0 ODOODO OO OODO ODOOOO.

e BS2 WriteCard: SmartCard0 OO0O0O ODODOOO.

e BS2 EraseCard: SmartCard0 OO 0O DO O.

e BS2 WriteQRCode: [+ 2.8] X-Station 200 O0UO0O0O QROUODO OOD OODO OODODOODO.

Oog

BS2CSNCard

typedef struct
uint8 t type;
uint8 t size;
uint8 t data/BS2 CARD DATA SIZE|;
BS2CSNCard;

1. type

0000000 000DO0.00 000 00 bOo0 Doo000.0000 000 ogoo ooo o,
Access0 00 OO0 OO0 OOODOO ODDOO ODOOO OO0 OO0 OO0 DOOO OO0 OO0
Ooo.

U oo ogod oo
0x00DOO0OD0O OO OO
Ox01|CSN DO O

0x02 |Secure O O

0x03 |Access O O

0x06 QR O O

BS2WiegandConfig.format (0 O O O BS2WiegandConfig.CSNIndex 00 O

0x0A Wiegand 0 [ BS2WiegandConfig.CardMaskD 000 D00 0 00000,

0x0B |Config O O

O0x1A Wiegand O O BS2WiegandMultiConfig.formats[0]
0x2A|Wiegand O O BS2WiegandMultiConfig.formats[1]
0x3A|Wiegand O O BS2WiegandMultiConfig.formats[2]
0x4A|Wiegand O O BS2WiegandMultiConfig.formats[3]
0x5A |Wiegand O O BS2WiegandMultiConfig.formats[4]
Ox6A |Wiegand O O BS2WiegandMultiConfig.formats[5]
O0x7A Wiegand O O BS2WiegandMultiConfig.formats[6]
Ox8A |Wiegand O O BS2WiegandMultiConfig.formats[7]
0x9A |Wiegand O O BS2WiegandMultiConfig.formats[8]
O0xAA|Wiegand O O BS2WiegandMultiConfig.formats[9]
0xBA|Wiegand O O BS2WiegandMultiConfig.formats[10]
0xCA|Wiegand O O BS2WiegandMultiConfig.formats[11]
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0 0o goo oo

OxDA|Wiegand O OO BS2WiegandMultiConfig.formats[12]
OxEA \Wiegand O O BS2WiegandMultiConfig.formats[13]
OxFA \Wiegand O O BS2WiegandMultiConfig.formats[14]
2. size

b gobbo ooogd.

3. data
OO0 000 gooogg.

BS2SmartCardHeader

typedef struct

uintle t hdrCRC;

uintl6e t cardCRC;

BS2 CARD TYPE cardType;
uint8 t numOfTemplate;
uintle t templateSize;
uintl6é t issueCount;
uint8 t duressMask;
uint8 t cardAuthMode;
uint8 t useAlphanumericID;
uint8 t cardAuthModeEx;
uint8 t numOfFaceTemplate;
uint8 t reserved[1];

BS2SmartCardHeader;

1. hdrCRC
card headerOO 0O OOOO. (cardCRC - reserved)

2. cardCRC
carddata 000 OO0O0O. (BS2SmartCardHeader.cardType - BS2SmartCardData.accessOnData)

3. cardType

00 o000 oo oooo.

t 0o

0x00 ogoodo od oo
0x01 CSNOO

0x02 Secure O O

0x03 Access O O

0x0A Wiegand O O
0x0B Config O O

4. numOfTemplate
0o oouo ooood.
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AOCO O O0OO templated BS2SmartCardCredentials OO OO O.

ol oo oo ob b0 oo ooodouoo.ou0 oo oo oboooo
good.

OO0 AOCODODO OO templateD DO O OO0, numOfFacetemplated OO0 00O OO O
oo ood.

5. templateSize
00 0000 oooboo.0o0o0 o ooobo oo 384 0000 oouo oooao.
BioStar20 0 U000 ODUOD0O DOODO DO U000 30000000 D00 OO0 DODOO0 O ODOO O

ugobobb ob ob oobb b oOob bbb OUbb O Oooob o0 mboo bd
o0 oo ooooo.

6. issueCount
o000 o0 oo ooooo.

7. duressMask

OO0 OO0 00 000 oooa.

8. cardAuthMode

FaceStation F2 00O OO0 OO OO0 OO0OOOOO.
FaceStation F2 cardAuthModeExD OO OO O.

EEN

oo odob od

ggb oo og od

OOOPNODO OO

000000000 PNOO OO
OoO0,00,PINOD OO

254000 0 OO

2550000 00@UUOo ooo ooo og)

oju[slw[NO

9. useAlphanumericlD

Alphanumeric IDO O00O0OO OOOO flaghOO.

10. cardAuthModeEx

FaceStation F2 00O cardAuthModel OO OO DO.

[+ V2.7.1]1 FaceStation F2 00 OO OO0 ODOODOOO.

0 100 oo 200 00 300 00

21 (00

22 0o 00

23 (00 00

24 |00 PIN

25 00 00 00 OO0

26 (OO OO OO PIN

27 0o 00 OO0 PIN
0000 00 O

28 |00 O PIN

29 (00 00 00

30 00 00 PIN

31 00 00 00
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0 (2100 OO0 200 OO 300 OO0
32 |00 ogd PIN
33 |00 o0 o0 od PIN

0o oo
34 |00 o PIN

00 oo
35 |00 g PIN
254|000 O 00O

oo oo@oao

2500 0oy

11. numOfFaceTemplate
o0 ood oo ogood.
O00 000 OO0 0000 templateD OO0 OO0OO (O00O:384, 00:552)

00000 0000 BS2SmartCardCredentialsd templateDatal OO OO0 0000 O0OOOO O
og.

AOCO O OO0 templated BS2SmartCardCredentialsD OO OO 0.

oo obbo bbb obb obbboo bhbooobobo.cbo bbo bbb bbhoooo
goog.

000 AOCOOO OO templateD OO0 00O, numOfTemplatel OO0 OO0 OO OO0
goo.

12,

reserved

gob oboogg.

BS2SmartCardCredentials

typedef struct

uint8 t pin[BS2 PIN HASH SIZE];
uint8 t templateData|BS2 SMART CARD MAX TEMPLATE COUNT *

BS2 FINGER TEMPLATE SIZE|;
BS2SmartCardCredentials;

1. pin
pincode DO 0O0O.

2. templateData

U0 odb oob bbb bbb 400 Db OQbhOo bbhOo b Ooobo.

BS2AccessOnCardData

typedef struct

uintl6é t accessGroupID|[BS2 SMART CARD MAX ACCESS GROUP_ COUNT;

BS2 DATETIME startTime;
BS2 DATETIME endTime;
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BS2AccessOnCardData;

1. accessGroupID
U0 oo oo oooodgo.

2. startTime
000 o00og oo oo oogg,o0 o0 obog ooog.

3. endTime
Ooo00 o000 OO0 000 ooo0o,o00 oo oo oooao.

BS2SmartCardData

typedef struct
BS2SmartCardHeader header;
uint8 t cardID[BS2 CARD DATA SIZE];
BS2SmartCardCredentials credentials;
BS2AccessOnCardData accessOnData;
BS2SmartCardData;

1. header
SmartCard DO O O0O.

2. cardID
godod oud oo ogooooo.
Accesson Card0 OO O0ODO 32byted CardIDO OO OO,

Secure Credential cardd OO0 24 byted Card IDO OOOO OOO.

Secure Credential Card(SCC)O 0O O, 32 byted Card ID(24 bytes), issueCount(4 byte) O O O Time
Stamp(4 byte) ODOO0O OOO.

00, BS2UserBlob O O O O cardObjs arrayd SCCardd OO0 0O0O,SCCard 00 00O cardObjs O
oo ouoo ooao.

3. credentials
pincodel OO0 ODO0OO OD0ODOO OO0 OO OO0 ODOOOO.

4. accessOnData
AOCODOUOD OUOUOODO UDooOO0 oo oo oo ooooooao.

BS2Card

typedef struct
uint8 t isSmartCard;
union
BS2CSNCard card;
BS2SmartCardData smartCard;

BS2Card;

1. isSmartCard
SmartCard D00 O00ODO0O flagdO0O.
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2. card
00 oo godg

3. smartCard
SmartCard 0 0O O
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