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Device API

U0 oob oboboo booo oooboo b oboa.

e BS2 GetDevicelnfo: 00 OO0 O00OODODO.

e BS2 GetDevicelnfoEx: [+ 2.6.01 00 00000 OODOOO.

e BS2 GetDeviceTime: OO OO0 OOOOO.

e BS2 SetDeviceTime: OO OO0 OOOOO.

e BS2 ClearDatabase: 000 O 0ODO BlacklistO 0DODOOOO.

e BS2 FactoryReset: 00 00O OO0 OO0 ODOODO ODDOODOOO.

e BS2 RebootDevice: 000 OO O0ODOOO.

e BS2 LockDevice: 00 OO0 ODO0OO OO0DO ODOO DODOOOO.

e BS2 UnlockDevice: 00O OO0 OOOO ODO ODOO ODOOOO.

e BS2 SetKeepAliveTimeout: 000 keep-alive DO 0O O0OOODO.

e BS2 UpgradefFirmware: 0000 00O0OODOOODO.

e BS2 UpdateResource: 0000 OOOOOOO.

 BS2 GetSpecifiedDevicelnfo: [+ 2.6.3]1 00 000 00000 00000,

e BS2 GetAuthOperatorLevelEx: [+ 2.6.3] 000 OO O0OO0O OOOOO. aoood OO0 O
O

. BS)Z_GetAIIAuthOperatorLeveIEx: [+263]00 00 D000 OOO0OOO. (o000 ODOoO O
O

. BS)Z_SetAuthOperatorLeveIEx: [+263]00 0000 00000, Q0000 OO0 O0O)

e BS2 RemoveAuthOperatorLevelEx: [+ 2.6.3] 000 OO0 OJ0O0O0O OOOOO. (20000 OO
0Ooo)

e BS2 RemoveAllAuthOperatorLevelEx: [+ 2.6.3] 00 OO OOOO O00OOO. (10000 OO
0O0o0)

000
BS2SimpleDevicelnfo

typedef struct

uint32 t id;

uintlé t type;

uint8 t connectionMode;
uint32 t ipv4Address;
uintl6 t port;

uint32 t maxNumOfUser;
uint8 t userNameSupported;
uint8 t userPhotoSupported;
uint8 t pinSupported;
uint8 t cardSupported;
uint8 t fingerSupported;
uint8 t faceSupported;
uint8 t wlanSupported;
uint8 t tnaSupported;
uint8 t triggerActionSupported;
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uint8 t wiegandSupported;
uint8 t imagelLogSupported;
uint8 t dnsSupported;
uint8 t jobCodeSupported;
uint8 t wiegandMultiSupported;
uint8 t rs485Mode;
uint8 t sslSupported;
uint8 t rootCertExist;
uint8 t dualIDSupported;
uint8 t useAlphanumericID;
uint32 t connectedIP;
uint8 t phraseCodeSupported;
uint8 t cardlxSupported;
uint8 t systemExtSupported;
uint8 t voipSupported;
BS2SimpleDevicelInfo;

1. id

00 o0ouoo oo i10o0004ad.

2. type

00 o000 oo oooo.

0 0o

0x01 BioEntry Plus

0x02 BioEntry W

0x03 BioLite Net

0x04 Xpass

0x05 Xpass S2

0x06 Secure 10 2

0x07 DM-20

0x08 BioStation 2

0x09 BioStation A2

0x0A FaceStation 2

0x0B IO Device

0x0C BioStation L2

0x0D BioEntry W2

0xOE CoreStation 40

OxOF Output Module

0x10 Input Module

0x11 BioEntry P2

0x12 BioLite N2

0x13 XPass2

0x14 XPass S3

0x15 BioEntry R2

0x16 XPass D2

0x17 Door Module 21

OxFF Unknown Type
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3. connectionMode

BioStar DO UOOCDOOO ODO0OO0O OO OO0 0OO0O,00 00O OO direct mode(0x0)O server
mode(0x1)0 OO OO0O. directmoded BioStarUO DO OOODO OO0 OOOO servermoded OO
O BioStar0O0D0OO0OO0O0O0O ODODOOO.000 OO0ODO OO0 OO OO0 directmodeD O OO OO
OO0DoOoog IPConfigh DODOOOO.

4. ipv4Address
OO0 00D oOooIpPooooo.

5. port
00 000 00O TCPOO ODOODOO.

6. maxNumOfUser
o000 odo b0Oog oD ogg ooogo.

7. userNameSupported
O000 000 00 D000 00000 Ooo0odflaghbon.

8. userPhotoSupported
O000 D00 000 00000 0Doooo o0 o0odflagooo.

9. pinSupported
OOOD0PINODOO ODOOD OO DO flagOOd.

10. cardSupported
O000 000 00 DOD00 0O00DOo Ooo0oodflaghbon.

11. fingerSupported
O000 00 000 0D0000 0 0ooo flag@oO.

12. faceSupported
O000 00 000 00000 004D flaggoO.

13. wlanSupported
O000 0000 00000 0O O00o flagdoO.

14. tnaSupported
O000 00000 00000 0000 flaghbod.

15. triggerActionSupported
0000 triggeractionD DOOOO O O OO flag@OoO.

16. wiegandSupported
0000 Wiegandd ODOOD0O O O OO flagOdO.

17. imageLogSupported
O000 000 000 0oOooo 0000 flagbod.

18. dnsSupported
O0O0O0ODNSO DOD0O0O OO OO0 flag@oO.

19. jobCodeSupported
0000 JobCode OODOODO OO OO flagdOO.
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20. wiegandMultiSupported
0000 wiegandMultiDD OOOO0 O O OO flaghoO.

21. rs485Mode
0000 RS485 00000,

22. sslSupported
O000sslD 00000 0O 0O 00 flaghoO.

23. rootCertExist
OO000C root0 000 ODODOODOO OO DO flagOO.

24. duallDSupported
O000 duallD(CO,00)0 OOOD0OO OO OO flagboO.

25. useAlphanumericlD

0000 AlphanumericlDD 00000 OO0 OOO flagdO0O.

26. connectedIP

O00 0000 00 ipO000O0O. (OXFFFFFFFF if disconnected)

27. phraseCodeSupported

0000 0000 000000 ooooo ooooflagbod.

28. card1xSupported
O000 1xToCOD OO0 ODOOODO OO OO flagOOd.

29. systemExtSupported
OOO0OD0ORS4850 000 0ODO0O0OO O O OO flag@OoO.

30. voipSupported
O000 VolPO ODOODO OO OO flagoOdO.

BS2SimpleDevicelnfoEx

BS2SimpleDevicelnfoO OO OO0 OO0OOO.

typedef struct
enum

BS2 SUPPORT RS485EX 0x00000001,
BS2 SUPPORT CARDEX - 0x00000002,
BS2 SUPPORT DST 0x00000004,
BS2 SUPPORT DESFIREEX 0x00000008,
BS2 SUPPORT FACE EX = 0x00000010,

BS2_SUPPORT FINGER SCAN = 0x00010000,
BS2 SUPPORT FACE SCAN = 0x00020000,
BS2 SUPPORT FACE EX SCAN = 0x00040000,
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BS2 SUPPORT ALL = BS2 SUPPORT RS485EX | BS2 SUPPORT_ CARDEX |
BS2 SUPPORT DST | BS2 SUPPORT DESFIREEX | BS2 SUPPORT FACE EX |
BS2 SUPPORT_ FINGER SCAN | BS2 SUPPORT FACE SCAN | BS2 SUPPORT_ FACE EX SCAN,

’

uint32 t supported;
uint8 t reserved[4];
BS2SimpleDeviceInfoEx;

1. supported
OO0 OO0 BS2SimpleDevicelnfoO O ODOODOO OO0 OO0 OO0 O0DOD0OO DOODOO.
OO0 000 OO0 bitmaskingd OO0 OO0 OO0 OO0 O O000O0O.

00 0 00
BS2 SUPPORT RS485EX  |0x00000001 32485 01 00 00 (CoreStation
- - 400 00)
BS2_SUPPORT_CARDEX 0x00000002/iClass SEOSO O 00O OO
BS2_SUPPORT DST 0x00000004[0000 OO0 OO0 OO
BS2 SUPPORT DESFIREEX  |0x00000008 Szesg'ﬁ oo oooo oo oo [+
BS2 SUPPORT FACE EX  |0x00000010| 2ceStation F20 OO D 0D OO
- —TAE [+V2.7.1]
00 000 000 00 00 0O

BS2_SUPPORT_FINGER_SCAN |0x00010000 [+ V2.7.1]

U0 0db odb oo og bdg
'FS2, FL' [+ V2.7.1]

U oo obb oo oo oo
'FSF2' [+ V2.7.1]

BS2_SUPPORT_ALL 0x0000000FO0 0 OO OO OO OO

BS2_SUPPORT FACE_SCAN  |0x00020000

BS2_SUPPORT FACE_EX_SCAN|0x00040000

2. reserved
oo ooogo.

BS2ResourceElement

typedef struct

uint8 t type;
uint32 t numResData;
struct
uint8 t index;
uint32 t datalLen;
uint8 t* data;
resDatal128];
BS2ResourceElement;

1. type
O00 000 ooooo.
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0|oo good ooo oo
0 |Ul(Langauge pack) (D000 OOO

1 |Notice message UTF-8 00O 0O

2 |Image(Background) PNG

3 |Slide image PNG

4 |Sound WAVE

2. numResData
o0d ogno oooao.

3. index
00 0Ddo ogogo.

4. datalen
oo oo ooogg.

5. data
o000 ogog ooogono.

BS2IPv6Devicelnfo

enum
BS2 MAX_IPV6 ALLOCATED ADDR = 8,

typedef struct

BS2 DEVICE ID id;

uint8 t reserved[1];

uint8 t bIPv6Mode;

char ipv6Address|BS2 IPV6 ADDR SIZE];

uintl6é t portVe;

char connectedIPV6/BS2 IPV6 ADDR SIZE];

uint8 t numOfAllocatedAddressV6;

char
allocatedIpAddressV6|BS2 IPV6 ADDR SIZE|[BS2 MAX IPV6 ALLOCATED ADDR];
BS2IPvbDeviceInfo;

1. id
b oggbooog.

2. reserved
dod oooano.

3. bIPv6Mode
OdooliPVeO DOOUOO OO0 OOOoO ﬂagDDD.

4. ipv6Address
OO0 oooiPveooonono.
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5. portV6é
OO0 oooliPveDOdO DODOO.

6. connectedIPV6
O00 000 oOoogIPveooooo.

7. numOfAllocatedAddressV6
OO0 000 oooooliPveOOOo OO0 OoOoOooO.

8. allocatedIpAddressV6
OO0 000 D0DOO00O0 IPVeOOODOO. numOfAllocatedAddressVed OO OO0O ODODO OO0 O
good.

BS2AuthOperatorLevel

typedef struct
char userID[BS2 USER ID SIZE]|;
uint8 t level,;
uint8 t reserved[3];
BS20perator;

typedef BS20perator BS2AuthOperatorLevel;

1. userlD
dod ogooog.

2. level
000 odogoo0 oo obooo oo ooooo.

ud

oo god

ugb od

uodg oo oob oo oo
oo oo oo 0ooo oo

wN[R[o[O

3. reserved
oo ooogo.
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