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Device API

U0 oob oboboo booo oooboo b oboa.

e BS2 GetDevicelnfo: 00 OO0 O00OODODO.

e BS2 GetDevicelnfoEx: [+ 2.6.01 00 00000 OODOOO.

e BS2 GetDeviceTime: OO OO0 OOOOO.

e BS2 SetDeviceTime: OO OO0 OOOOO.

e BS2 ClearDatabase: 000 O 0ODO BlacklistO 0DODOOOO.

e BS2 FactoryReset: 00 00O OO0 OO0 ODOODO ODDOODOOO.

e BS2 RebootDevice: 000 OO O0ODOOO.

e BS2 LockDevice: 00 OO0 ODO0OO OO0DO ODOO DODOOOO.

e BS2 UnlockDevice: 00O OO0 OOOO ODO ODOO ODOOOO.

e BS2 SetKeepAliveTimeout: 000 keep-alive DO 0O O0OOODO.

e BS2 UpgradefFirmware: 0000 00O0OODOOODO.

e BS2 UpdateResource: 0000 OOOOOOO.

 BS2 GetSpecifiedDevicelnfo: [+ 2.6.3]1 00 000 00000 00000,

e BS2 GetAuthOperatorLevelEx: [+ 2.6.3] 000 OO O0OO0O OOOOO. aoood OO0 O
O

. BS)Z_GetAIIAuthOperatorLeveIEx: [+263]00 00 D000 OOO0OOO. (o000 ODOoO O
O

. BS)Z_SetAuthOperatorLeveIEx: [+263]00 0000 00000, Q0000 OO0 O0O)

e BS2 RemoveAuthOperatorLevelEx: [+ 2.6.3] 000 OO0 OJ0O0O0O OOOOO. (20000 OO
0Ooo)

e BS2 RemoveAllAuthOperatorLevelEx: [+ 2.6.3] 00 OO OOOO O00OOO. (10000 OO
0 oo

. BSZ_Ge?cDeviceCapabilities: [+28]000 0000 O0O0DO OO OOOOO.

* BS2_RunAction: [+2.8.1]1 000 00 000 00000,
0o

BS2SimpleDevicelnfo

typedef struct

uint32 t id;

uintle t type;

uint8 t connectionMode;
uint32 t ipv4Address;
uintl6e t port;

uint32 t maxNumOfUser;
uint8 t userNameSupported;
uint8 t userPhotoSupported;
uint8 t pinSupported;
uint8 t cardSupported;
uint8 t fingerSupported;
uint8 t faceSupported;
uint8 t wlanSupported;
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uint8 t tnaSupported;

uint8 t triggerActionSupported;
uint8 t wiegandSupported;
uint8 t imagelLogSupported;
uint8 t dnsSupported;

uint8 t jobCodeSupported;
uint8 t wiegandMultiSupported;
uint8 t rs485Mode;

uint8 t sslSupported;

uint8 t rootCertExist;

uint8 t dualIDSupported;
uint8 t useAlphanumericID;
uint32 t connectedIP;

uint8 t phraseCodeSupported;
uint8 t cardlxSupported;
uint8 t systemExtSupported;
uint8 t voipSupported;

BS2SimpleDeviceInfo;
1. id
U0 ooood oo 100000,
2. type
g oo oo ooog.
0 0
0x00 Unknown Type
0x01 BioEntry Plus

0x02 BioEntry W

0x03 BioLite Net

0x04 Xpass

0x05 Xpass S2

0x06 Secure 10 2

0x07 DM-20

0x08 BioStation 2

0x09 BioStation A2

0x0A FaceStation 2

0x0B |0 Device

0x0C BioStation L2

0x0D BioEntry W2

OxOE CoreStation 40
OxOF Output Module
0x10 Input Module
0x11 BioEntry P2
0x12 BioLite N2

0x13 XPass?2

0x14 XPass S3

0x15 BioEntry R2

0x16 XPass D2
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0 0o

0x17 Door Module 21

0x18 XPass D2 Keypad
0x19 FACELITE

Ox1A XPass2 Keypad

0x1B XPass D2 Revision
0x1C XPass D2 Keypad Revision
0x1D FaceStation F2 Finger
Ox1E FaceStation F2

Ox1F XStation 2 QR

0x20 XStation 2

0x21 Input Module 120
0x22 XStation 2 Finger

3. connectionMode

BioStar U0 U UU0OD UDUUO0O UD O0UO0O UO0OO0O,00 ODOO OO direct mode(0x0)O server
mode(0Ox1)D OO OOO. directmoded BioStar OO OOOO OO0 OOOO servermoded OO
O BioStar U UJUO0O0OUO O0OUOQOO.000 OU0O OO OO OO0 directmode 0 OO OO

000000 IPConfigd ODOOOODO.

4. ipv4Address
OO0 000 DoOoOoIpPODOOO.

5. port
00 00D OoOoo TCPOO ODOoOoOO.

6. maxNumOfUser
0000 odog b0oguobD oo ooogo.

7. userNameSupported
O000 000 00000 00000 00 ao flaggod.

8. userPhotoSupported

0000 00000000000 O0ODoOO0O0O0O0OOogflaghDO.

9. pinSupported
O00O0PINODOO ODOOODO O O OO flaghoOO.

10. cardSupported
O000 000 00000 00000 00 0o flaggod.

11. fingerSupported
O000 00 000 00000 00 ooflagbon.

12. faceSupported
O000 00 000 00000 0000 flagbon.

13. wlanSupported
O000 0000 0D0000 0000 flagbon.

14. tnaSupported
O000 00000 00000 00O ooflagbod.
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15. triggerActionSupported
0000 triggeractiond ODO00O0O0 O O OO flagOO.

16. wiegandSupported
0000 Wiegand OO0 ODO0 O O OO flaggOO.

17. imageLogSupported
O000 000 000 00000 0o ogflagdOoO.

18. dnsSupported
O000 DNSO 00000 0O 0O 00 flaghoOd.

19. jobCodeSupported
0000 JobCodel ODOODODO OO OO flaghoOO.

20. wiegandMultiSupported
0000 wiegandMultiD ODOOO0 O O OO flaghoOO.

21. rs485Mode
0000 RS485 00000,

22. sslSupported
D000 ssl0O 00000 OO0 00 flagOoO.

23. rootCertExist
OOOD root0D 000 OODOODOO OO DO flagDOO.

24. duallDSupported
OO00O0 duallD(DO,00)0 O0ODOODO OO OO flagOOd.

25. useAlphanumericlD

0000 AlphanumericlDO0 DOO0OO0 OO0 OO0 flaghOO.

26. connectedIP

O00 0000 OO0 ip00O000d. (OXFFFFFFFF if disconnected)

27. phraseCodeSupported

0000 0000 000000 ooooo ooogoflagbod.

28. card1xSupported
O000 1xToCOD OO0 ODOODO OO OO flaghOOd.

29. systemExtSupported
O0OO0O0ORS4850 000 0ODO0OOO O O OO flag@OoO.

30. voipSupported
O000 VolPO ODOODO OO OO flagoOdO.

BS2SimpleDevicelnfoEx

BS2SimpleDevicelnfo0 OO OO0 DOOOO.
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typedef struct

enum

BS2 SUPPORT RS485EX
BS2 SUPPORT CARDEX
BS2 SUPPORT DST

BS2 SUPPORT DESFIREEX
BS2 SUPPORT FACE EX

BS2 SUPPORT QR

BS2 SUPPORT FINGER SCAN
BS2 SUPPORT FACE SCAN

0x00000001,
0x00000002,
0x00000004,
0x00000008,

0x00000010,
0x00000020,

0x00010000,
0x00020000,

BS2_SUPPORT FACE_EX SCAN = 0x00040000,
BS2_SUPPORT QR SCAN = 0x00080000,

BS2 SUPPORT ALL

14

uint32 t supported;
uint8 t reserved(4];
BS2SimpleDeviceInfoEx;

1. supported

= BS2 SUPPORT RS485EX |
BS2 SUPPORT CARDEX |

BS2 SUPPORT DST |

BS2 SUPPORT DESFIREEX |

BS2 SUPPORT FACE EX |

BS2 SUPPORT QR |

BS2 SUPPORT FINGER SCAN |

BS2 SUPPORT FACE SCAN |

BS2 SUPPORT FACE EX SCAN |

BS2 SUPPORT QR SCAN,

’

00 000 BS2SimpleDevicelnfoO O O00O0OO OO0 OO0 000 0O00ODO0O ODOOOO.
OO0 000 000 bitmaskingD 00 OO0 000 OO0 O O0O0OO.

0o 0 0o

BS2_SUPPORT RS485EX 0x00000001|RS485 00 00 00 (CoreStation 400 0 0)

BS2_SUPPORT CARDEX 0x00000002/iClass SEOS 00 00 0O

BS2_SUPPORT DST 0x000000040 000 OO0 OO OO

BS2_SUPPORT DESFIREEX  |0x00000008|DesFire 00 OO OO OO 00 [+ V2.6.4]

BS2 SUPPORT FACE_EX 0x00000010 52575115 DO OO FaceStation F2[+

BS2_SUPPORT QR 0x00000020/QRO D OO OO XStation 2 QR [+ V2.8.0]

BS2_SUPPORT FINGER SCAN |0x00010000|00 000 000 00 00 00 [+V2.7.1]
00 g oo odg oo oo

BS2_SUPPORT_FACE_SCAN  (0x00020000| [ o2 s M1t - = o 71)

BS2 SUPPORT FACE_EX_SCAN|0x00040000/= = B 5D DOD B0 00 OO

FaceStation F2 [+ V2.7.1]
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g

g

HEN

BS2_SUPPORT_QR_SCAN 0x00080000

QROIOO OODO OO OO OO XStation 2
[+ Vv2.8.0]

BS2_SUPPORT_ALL

OxO0OFFFFF

U0 oo oo odg oo

2. reserved
dod ooogno.

BS2ResourceElement

typedef struct

uint8 t type;

uint32 t numResData;

struct

uint8 t index;
uint32 t datalLen;
uint8 t* data;

resDatal128];

’

BS2ResourceElement;

1. type
O00 000 0Oooo

0.

g

gooo ooo oo

Ul(Langauge pack)

uooo ooo

Notice message

UTF-8 00O O

Image(Background)

PNG

Slide image

PNG

SlwNn[R[oO

Sound

WAVE

2. numResData
o000 oog oood

3. index
00 O0gno gogo

4, datalen
oo oog ooogd

5. data
oo ogg oogd

0.

a.

0.

goo.

BS2IPv6Devicelnfo

enum

BS2 MAX_IPV6 ALLOCATED ADDR = 8,
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typedef struct

BS2 DEVICE ID id;

uint8 t reserved ;

uint8 t bIPv6Mode;

char ipvb6Address|BS2 IPV6 ADDR SIZE|;

uintle t portVe;

char connectedIPV6/BS2 IPV6 ADDR SIZE|;

uint8 t numOfAllocatedAddressV6;

char
allocatedIpAddressV6/BS2 IPV6 ADDR SIZE|[BS2 MAX IPV6 ALLOCATED ADDR];
BS2IPv6DevicelInfo;

1.id
b goboogg.

2. reserved
dod ooogo.

3. bIPv6Mode
OO0O0O0IPVeD DOODOO OD0O ODODOO flaghoO.

4. ipv6Address
OO0 oooiPveooooo.

5. portV6é
OO0 0oOooIiPveOdo oooonO.

6. connectedIPV6
O00 OO0 oOoogIiPveooooo.

7. numOfAllocatedAddressV6
OO0 000 ooOoooliPveOOO OO0 ODOOODO.

8. allocatedIpAddressV6
OO0 000 D0DO0OO00O0O IPVeOOODOO. numOfAllocatedAddressV6d OO OO0 OO0 OO0 O
gooo.

BS2AuthOperatorLevel

typedef struct
char userID[BS2 USER ID SIZE!;
uint8 t level;
uint8 t reserved ;
BS20perator;

typedef BS20perator BS2AuthOperatorLevel;

1. useriD
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gob obooogd.

2. level
0000 oo oo obouo oo ooooo.

RN

oo od

ugob od

o0ob0 obobO 0obob O oOo oo
oo obobo obob 0 4odg oo

wN[Rr[o[O

3. reserved
dod oooano.

BS2DeviceCapabilities

[+ 2.8]

typedef struct

uint32 t maxUsers; ///< 4 bytes
uint32 t maxEventlLogs; ///< 4 bytes
uint32 t maxImagelogs; ///< 4 bytes
uint32 t maxBlacklists; ///< 4 bytes
uint32 t maxOperators; ///< 4 bytes
uint32 t maxCards; ///< 4 bytes
uint32 t maxFaces; ///< 4 bytes
uint32 t maxFingerprints; ///< 4 bytes
uint32 t maxUserNames; ///< 4 bytes
uint32 t maxUserImages; ///< 4 bytes
uint32 t maxUserJobs; ///< 4 bytes
uint32 t maxUserPhrases; ///< 4 bytes
uint8 t maxOutputPorts; ///< 1 byte
uint8 t maxRelays; ///< 1 byte
uint8 t maxRS485Channels; ///< 1 byte
uint8 t cameraSupported: 1;
uint8 t tamperSupported: 1;
uint8 t wlanSupported: 1;
uint8 t displaySupported: 1;
uint8 t thermalSupported: 1;
uint8 t maskSupported: 1;
uint8 t faceExSupported: 1;
uint8 t unused: 1;
union

uint32 t mask; ///< 4 bytes

struct

uint32 t EM: 1;

uint32 t HIDProx: 1;
uint32 t MifareFelica: 1;
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uint32 t iClass: 1;
uint32 t ClassicPlus: 1;
uint32 t DesFireEV1: 1;
uint32 t SRSE: 1;
uint32_t SEO0S: 1;
uint32 t NFC: 1;
uint32 t BLE: 1;
uint32 t reserved: 21;

uint32 t useCardOperation: 1;

cardSupported;

struct
BS2 BOOL extendedMode;
union
uint8 t mask;
struct
uint8 t card: 1;
uint8 t fingerprint:
uint8 t face: 1;
uint8 t id: 1;
uint8 t pin: 1;
uint8 t reserved: 3;

’
credentials;

///< 1 byte

///< 1 byte

1;

uint8 t reserved|2]; ///< 2 bytes
union
struct
union
uint8 t mask; ///< 1 byte
struct
uint8 t biometricOnly: 1;
uint8 t biometricPIN: 1;
uint8 t unused: 6;
biometricAuth;
union
uint8 t mask; ///< 1 byte
struct
uint8 t cardOnly: 1;
uint8 t cardBiometric: 1;
uint8 t cardPIN: 1;
uint8 t cardBiometricOrPIN: 1;
uint8 t cardBiometricPIN: 1;
uint8 t unused: 3;
cardAuth;
union
uint8 t mask; ///< 1 byte
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struct

uint8 t
uint8 t
uint8 t
uint8 t
uint8 t

idAuth;

legacy;

struct
union

uint32 t mask;

struct

uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t

faceAuth;

union

uint32 t mask;

struct

uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t

faceOnly:

faceFingerprint:

facePIN:

faceFingerprintOrPIN:

idBiometric:
idPIN: 1;
idBiometricOrPIN:
idBiometricPIN:
unused: 4;

’

.
’

.
’

’

///< 4 bytes

.
’

’

faceFingerprintPIN:

unused:

fingerprintOnly:
fingerprintFace:

.
1

fingerprintPIN:

fingerprintFaceOrPIN:

///< 4 bytes

’

’

’

fingerprintFacePIN:

unused:

fingerprintAuth;

union

uint32 t mask;

struct

uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t

cardOnly:
cardFace:

cardFingerprint:

cardPIN:

?

.
1

’

14

///< 4 bytes

.
’

.
’

.
’

cardFaceOrFingerprint:
cardFaceOrPIN:

cardFingerprintOrPIN:
cardFaceOrFingerprintOrPIN:
cardFaceFingerprint:

cardFacePIN:

cardFingerprintFace:

.
’

’

cardFingerprintPIN:
cardFaceOrFingerprintPIN:

14

.
’

’

’

.
’

’

’

’

.
’
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uint32 t cardFaceFingerprintOrPIN: 1;
uint32 t cardFingerprintFaceOrPIN: 1;
uint32 t unused: ;

cardAuth;

union

uint32 t mask; ///< 4 bytes

struct
uint32 t idFace: 1;
uint32 t idFingerprint: 1;
uint32 t idPIN: 1;
uint32 t idFaceOrFingerprint: 1;
uint32 t idFaceOrPIN: 1;
uint32 t idFingerprintOrPIN: 1;
uint32 t idFaceOrFingerprintOrPIN: 1;
uint32 t idFaceFingerprint: 1;
uint32 t idFacePIN: 1;
uint32 t idFingerprintFace: 1;
uint32 t idFingerprintPIN: 1;
uint32 t idFaceOrFingerprintPIN: 1;
uint32 t idFaceFingerprintOrPIN: 1;
uint32 t idFingerprintFaceOrPIN: 1;
uint32 t unused: ;

idAuth;
extended;

authSupported;

uint8 t intelligentPDSupported: 1;
uint8 t updateUserSupported: 1;

uint8 t simulatedUnlockSupported: 1;
uint8 t smartCardByteOrderSupported: 1;
uint8 t treatAsCSNSupported: 1;

uint8 t rtspSupported: 1;

uint8 t 1fdSupported: 1;

uint8 t visualQRSupported: 1;

uint8 t maxVoipExtensionNumbers; ///< 1 byte
uint8 t reserved ;
BS2DeviceCapabilities;

1. maxUsers
O00 00000 000 00 0obDo gooooo.@oo)

2. maxEventLogs
000 00 000 000 OO oob oobooo.@oooa)

3. maximagelLogs
O00 00 D000 000 00 000 Oboooo.@oooo)
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4. maxBlacklists
000 00 ogobo oog

5. maxOperators
000 o0 ooo ood

6. maxCards
o000 oo goo ogo

7. maxFaces
00d 0o ogobo oog

8. maxFingerprints
o0 oo oo ood

9. maxUserNames
000 oo goo ogo

10. maxUserlmages
ogtud oo ood odgo

11. maxUserjobs
oo oo ood odgao

12. maxUserPhrases
OO0 oo goo ogo

13. maxCardsPerUser
00 00 ogbo oog

14. maxFacesPerUser
000 OO0 OoOoo ooo

ud

g

RN

ud

g

o

ud

ud

o

ud

g

15. maxFingerprintsPerUser

bbb ob oob oboo

16. maxinputPorts
gob oo oo oo

17. maxOutputPorts
o0 oo oo ood

18. maxRelays
o0 o0 ooo ood

19. maxRS485Channels
o000 oo goo ogo

200000 00O OO
bbb ob oobo ooo

RN

ud

g

g

RN

000 bitODO0O OO0 OO0 ODoOOoOgQg.

oo oooon.

ogbob oboobog.

ugob ooboobod.

oo oooon.

ugob obobog.

oob obobog.

oo oooon.

oo oooon.

ogob obbog.

oo oooon.

ogbob oboobog.

ugob ooboobod.

oo oooon.

ugob obobog.

oob obobod.

ogob ooboobod.

(Coooo)

(@Cono)

@)

@o)

@o)

(Coo o)

(000 ooo)

(Job code)

(00O 00)

(0000 00)

(0000 00)

(0000 00)

(000 oooo)

(000 0ooo)

(000 000)

(RS485 0 0)

gooopoo ojoon o

0 1 cameraSupported| D00 OO O0O.
1 tamperSupported OO OO OO.

2 wlanSupported OO0 OO O0O.
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ogoogioo ojpoogao 0o

3 1 displaySupported (OO0 OO O0O.

4 1 thermalSupported D00 OO0 OO OO.

5 1 maskSupported (000 OO0 OO O0O.

6 1 faceExSupported |Visualcamera OO OO 0O0O.
7 1 unused ooOooo.

21. cardSupported
O000 00 000 0DO0000.maskd 00O OO0 OO bitODO OO0 ODO0OOO OO0 OO
goo.

gooopoo ooon RN

- 00 mask oooog

0 1 EM EMOO

1 1 HIDProx HID Proximity O O
2 1 MifareFelica MIFARE / FeliCa

3 1 iClass iClass 0 O

4 1 ClassicPlus Classic plus O O

5 1 DesFireEV1 DESFire EV1

6 1 SRSE iClass SR, iClass SE
7 1 SEOS iClass SEOS

8 1 NFC NFC OO

9 1 BLE BLE

10 21 reserved OO0 oo.

31 1 useCardOperation|0 0 OO OO

22. authSupported
0ood oo ooo ooooa.

23. extendedMode
trueD OO,0000000 OO0OO, authSupported.extendedd OO OO O .
false OO0 O0OO0ODO ODOO OOOO, authSupported.lagacyl DO O OO.

24, credentials
0000 00 000 00000.maskO0O0 DOO OO bitOO0O OO0 DOO0O0OD OO0 OO
ogg.

ooooipoo ooon 00

- 00 mask oooo

0 1 card 00

1 1 fingerprint|0 O

2 1 face 00

3 1 id ID

4 1 pin PIN

5 3 reserved (OO0 O0O.

25. reserved
oo ooogo.
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26. legacy
o0 oo oo o,buooo0 ooooa.

27. biometricAuth
(U000 OO00OO)BiometricO0 OO0 ODDOODOO.

goooipoo ooon o

- 00 mask oood

0 1 biometricOnly|Biometric only
1 1 biometricPIN [Biometric + PIN
2 6 unused ooo og.

28. cardAuth
(Ooao Jdd0d0g)CardDD OO0 ODOOODO.

gooopoo ooon oo

- oo mask oood

0 1 cardOnly Card only

1 1 cardBiometric Card + Biometric

2 1 cardPIN Card + PIN

3 1 cardBiometricOrPIN|Card + Biometric/PIN
4 1 cardBiometricPIN |Card + Biometric + PIN
5 3 unused ooo od.

29. idAuth

(OO0 oDOooOo)boOo0 oOooO oDoooo.
gooopoo ooon RN

- 00 mask oooo

0 1 idBiometric ID + Biometric

1 1 idPIN ID + PIN

2 1 idBiometricOrPIN|ID + Biometric/PIN

3 1 idBiometricPIN |ID + Biometric + PIN

4 4 unused o0oO oo.

30. extended
OO0 o000 00 O,0000 O0O00O000O.

31. faceAuth
(OO0 0DDOhOoOo)Yoo oo boo boooo.

ogooopoo ojpooa 0o

- 00  |mask oooo

0 1 faceOnly Face only

1 1 faceFingerprint Face + Fingerprint

2 1 facePIN Face + PIN

3 1 faceFingerprintOrPIN|Face + Fingerprint/PIN

4 1 faceFingerprintPIN |Face + Fingerprint + PIN
5 27 unused o000 o0o.
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32. fingerprintAuth
(00 0Obobo)Y oo oo obo oobooo.

dooojoo o|ooo gd

- 00 mask oooo

0 1 fingerprintOnly Fingerprint only

1 1 fingerprintFace Fingerprint + Face

2 1 fingerprintPIN Fingerprint + PIN

3 1 fingerprintFaceOrPIN|Fingerprint + Face/PIN

4 1 fingerprintFacePIN |Fingerprint + Face + PIN
5 27 unused ooOd oo.

33. cardAuth
(OO 0DOOO0)Yoo oo boo boooo.

ogooooo ojooa 0o

- 0o mask oooo

0 1 cardOnly Card only

1 1 cardFace Card + Face

2 1 cardFingerprint Card + Fingerprint

3 1 cardPIN Card + PIN

4 1 cardFaceOrFingerprint Card + Face/Fingerprint

5 1 cardFaceOrPIN Card + Face/PIN

6 1 cardFingerprintOrPIN Card + Fingerprint/PIN

7 1 cardFaceOrFingerprintOrPIN|Card + Face/Fingerprint/PIN

8 1 cardFaceFingerprint Card + Face + Fingerprint

9 1 cardFacePIN Card + Face + PIN

10 1 cardFingerprintFace Card + Fingerprint + Face

11 1 cardFingerprintPIN Card + Fingerprint + PIN

12 1 cardFaceOrFingerprintPIN |Card + Face/Fingerprint + PIN
13 1 cardFaceFingerprintOrPIN |Card + Face + Fingerprint/PIN
14 1 cardFingerprintFaceOrPIN |Card + Fingerprint + Face/PIN
15 17 unused ooo oo.

34. idAuth

(O O0O0O0O0)DOO0 D00 DDDODODO.

ogooopoo ojbooa oo

- oo mask oooo

1 1 idFace ID + Face

2 1 idFingerprint ID + Fingerprint

3 1 idPIN ID + PIN

4 1 idFaceOrFingerprint ID + Face/Fingerprint

5 1 idFaceOrPIN ID + Face/PIN

6 1 idFingerprintOrPIN ID + Fingerprint/PIN

7 1 idFaceOrFingerprintOrPIN|ID + Face/Fingerprint/PIN
8 1 idFaceFingerprint ID + Face + Fingerprint
9 1 idFacePIN ID + Face + PIN
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oo oo ojoon oo

10 1 idFingerprintFace ID + Fingerprint + Face

11 1 idFingerprintPIN ID + Fingerprint + PIN

12 1 idFaceOrFingerprintPIN |ID + Face/Fingerprint + PIN
13 1 idFaceFingerprintOrPIN |ID + Face + Fingerprint/PIN
14 1 idFingerprintFaceOrPIN |ID + Fingerprint + Face/PIN
15 18 unused O00 00o.

35,000 00 00
00000 000 000 00D btODODOD DOOC OO OODOO.

oo oo

oo o 0o ad

0 1 intelligentPDSupported Intelligent PD O O O O. (BS2Rs485Config O )

1 1 updateUserSupported 000 00 OO updated O OO,

2 1 simulatedUnlockSupported Simulated OO OO OO OO.

3 1 smartCardByteOrderSupported|smartCardByteOrder 0 0 O O . (BS2CardConfig 00 ()
4 1 treatAsCSNSupported treatAsCSN O O O O. (BS2BarcodeConfig 0 )

5 1 rtspSupported RTSPO O O O. (BS2RtspConfig O 0)

6 1 IfdSupported LFDODO O0O.

7 1 visualQRSupported Visual QRO O O O.

36. maxVoipExtensionNumbers

00O VolP OO OO0 OO0 OO0 ODOLODOD OO0 ODbOoOo obooo.

37. reserved
dod ooogno.

BS2DeviceCapabilities

[+ 2.8]

typedef struct

uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t
uint32 t

maxUsers;
maxEventlLogs;
maxImagelogs;
maxBlacklists;
maxOperators;
maxCards;
maxFaces;
maxFingerprints;
maxUserNames;
maxUserImages;
maxUserJobs;
maxUserPhrases;

uint8 t maxOutputPorts;
uint8 t maxRelays;
uint8 t maxRS485Channels;

///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 4 bytes
///< 1 byte
///< 1 byte
///< 1 byte
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uint8 t
uint8 t
uint8 t
uint8 t
uint8 t
uint8 t
uint8 t

cameraSupported: 1;
tamperSupported: 1;
wlanSupported: 1;

displaySupported: 1;
thermalSupported: 1;
maskSupported: 1;

faceExSupported: 1;

uint8 t unused: 1;

union
uint32 t mask;
struct
uint32 t EM: 1;
uint32 t HIDProx: 1;

uint32 t MifareFelica: 1;

uint32 t iClass: 1;
uint32 t ClassicPlus: 1;
uint32 t DesFireEV1: 1;
uint32 t SRSE: 1;
uint32 t SEOS: 1;
uint32 t NFC: 1;
uint32 t BLE: 1;
uint32 t reserved: 21;

///< 4 bytes

uint32 t useCardOperation: 1;

cardSupported;

struct
BS2 BOOL extendedMode;
union
uint8 t mask;
struct
uint8 t card: 1;
uint8 t fingerprint:
uint8 t face: 1;
uint8 t id: 1;
uint8 t pin: 1;
uint8 t reserved: 3;

credentials;
uint8 t reserved(2];
union
struct
union
uint8 t mask;
struct

///< 1 byte

///< 1 byte

1;

///< 2 bytes

///< 1 byte

uint8 t biometricOnly: 1;
uint8 t biometricPIN: 1;
uint8 t unused: 6;

.
’
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biometricAuth;

union

uint8 t mask;

struct
uint8 t cardOnly: 1;
uint8 t cardBiometric: 1;
uint8 t cardPIN: 1;
uint8 t cardBiometricOrPIN: 1;
uint8 t cardBiometricPIN: 1;
uint8 t unused: 3;

///< 1 byte

cardAuth;

union

uint8 t mask;

struct
uint8 t idBiometric: 1;
uint8 t idPIN: 1;
uint8 t idBiometricOrPIN: 1;
uint8 t idBiometricPIN: 1;
uint8 t unused: 4;

///< 1 byte

idAuth;
legacy;

struct
union
uint32_ t mask;
struct

///< 4 bytes

uint32 t
uint32 t
uint32 t
uint32 t

faceOnly: 1;
faceFingerprint: 1;
facePIN: 1;
faceFingerprintOrPIN: 1;

uint32 t faceFingerprintPIN: 1;
uint32 t unused: 27;

faceAuth;

union
uint32_ t mask;
struct
uint32 t fingerprintOnly: 1;
uint32 t fingerprintFace: 1;
uint32 t fingerprintPIN: 1;

///< 4 bytes

uint32 t

fingerprintFaceOrPIN: 1;

uint32 t fingerprintFacePIN: 1;
uint32 t unused: 27;
fingerprintAuth;
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union

uint32 t mask; ///< 4 bytes

struct
uint32 t cardOnly: 1;
uint32 t cardFace: 1;
uint32 t cardFingerprint: 1;
uint32 t cardPIN: 1;
uint32 t cardFaceOrFingerprint: 1;
uint32 t cardFaceOrPIN: 1;
uint32 t cardFingerprintOrPIN: 1;
uint32 t cardFaceOrFingerprintOrPIN: 1;
uint32 t cardFaceFingerprint: 1;
uint32 t cardFacePIN: 1;
uint32 t cardFingerprintFace: 1;
uint32 t cardFingerprintPIN: 1;
uint32 t cardFaceOrFingerprintPIN: 1;
uint32 t cardFaceFingerprintOrPIN: 1;
uint32 t cardFingerprintFaceOrPIN: 1;
uint32 t unused: ;

cardAuth;

union

uint32 t mask; ///< 4 bytes

struct
uint32 t idFace: 1;
uint32 t idFingerprint: 1;
uint32 t idPIN: 1;
uint32 t idFaceOrFingerprint: 1;
uint32 t idFaceOrPIN: 1;
uint32 t idFingerprintOrPIN: 1;
uint32 t idFaceOrFingerprintOrPIN: 1;
uint32 t idFaceFingerprint: 1;
uint32 t idFacePIN: 1;
uint32 t idFingerprintFace: 1;
uint32 t idFingerprintPIN: 1;
uint32 t idFaceOrFingerprintPIN: 1;
uint32 t idFaceFingerprintOrPIN: 1;
uint32 t idFingerprintFaceOrPIN: 1;
uint32 t unused: ;

idAuth;
extended;

authSupported;

uint8 t intelligentPDSupported: 1;
uint8 t updateUserSupported: 1;

uint8 t simulatedUnlockSupported: 1;
uint8 t smartCardByteOrderSupported: 1;
uint8 t treatAsCSNSupported: 1;
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uint8 t rtspSupported: 1;
uint8 t 1fdSupported: 1;
uint8 t visualQRSupported: 1;

uint8 t maxVoipExtensionNumbers; ///< 1 byte
uint8 t osdpStandardCentralSupported : 1; ///< 1 byte
uint8 t enableLicenseFuncSupported : 1; ///< 1 byte

uint8 t keypadBacklightSupported: 1;
uint8 t uzWirelessLockDoorSupported: 1;
uint8 t customSmartCardSupported: 1;
uint8 t tomSupported: 1;

uint8 t unused2: 2; ///< 1 byte

uint8 t reserved ;
BS2DeviceCapabilities;

1. maxUsers
O00 00000 000 00 oo opoooo.@oo)

2. maxEventLogs
O00 00 D000 000 00 000 ooooo.@ooon)

3. maximagelLogs
000 00 000 OO0 OO oobO ooooo.@oooa)

4. maxBlacklists
000 00 000 O0ODO OO Ooob oobooo.@oooa)

5. maxOperators
000 00 000 000 OO0 oobo oobooo.@oo)

6. maxCards
000 00 OO0 O0DO OO Oo0obO ooobooo.@o)

7. maxFaces
O00 00 D0D00 000 00 ooo ooooo.@o)

8. maxFingerprints
000 00 000 000 oo oob ooooo.@mm

9. maxUserNames
000 00 000 O0DO OO oobo ooooo.@oo o)

10. maxUserlmages
000 00 000 O0ODO OO 00D ooooo.@oo ooo)

11. maxUserjobs
O00 00000 000 00 0DOO ooogo. (Job code)

12. maxUserPhrases
000 OO0 OO0 O0ODO OO OoobO oobhoo.@oo oo)

13. maxCardsPerUser
000 00D 000 O0ODO OO O0bO ooooo.@ooo oo)
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14. maxFacesPerUser
O00 00 D00 000 00 obo ooooo.@ooo oo)

15. maxFingerprintsPerUser
000 00D 000 O0DO OO O00bO ooooo.@ooo oo)

16. maxinputPorts
00000 000 000 00 000 ogooo.@oo oooo)

17. maxOutputPorts
000 00 OO0 O0ODO OO Oo0bO ooboo.@ob oooa)

18. maxRelays
00000 000 O0ODO OO 00D ooooo.@oo ooo)

19. maxRS485Channels
O00 00000 000 00 000 0oogoo.(RsS48500)

200000 00O OO
00000 000000 00D btODOOD ODOOC OO OODOO.

gono

|
|

0on oo

cameraSupported| D00 OO O0O.
tamperSupported (00 OO O0O.
wlanSupported (00O OO O0O.
displaySupported (000 OO OO.
thermalSupported D00 OO0 OO O0O.
maskSupported (000 OO0 OO O0O.
faceExSupported |Visualcamera OO OO O0O.
unused ooooo.

N[olu[slw[Nn[R[o[O
[N Iy Y RNy Y Y [y e

21. cardSupported
O000 00 000 DO0000.maskd 00O OO0 OO bitODO OO0 ODOO0OOO0O OO0 OO
ooo.

gooopoo ooon HEN

- 00 mask o000

0 1 EM EMDOO

1 1 HIDProx HID Proximity O O
2 1 MifareFelica MIFARE / FeliCa

3 1 iClass iClass O O

4 1 ClassicPlus Classic plus O O

5 1 DesFireEV1 DESFire EV1

6 1 SRSE iClass SR, iClass SE
7 1 SEOS iClass SEOS

8 1 NFC NFC OO

9 1 BLE BLE

10 21 reserved o0oO0 oo.

31 1 useCardOperation|00 OO OO

22. authSupported
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gooo oo ooo obooo.

23. extendedMode
trued O00O,0000000 OO0OO, authSupported.extendedd O OO ODO.
falseD OO0 DOO0OOO OO0 OOOO, authSupported.lagacydl OO OO 0.

24. credentials
O000 00 D00 0oodo.maskOO0O OO0 OO bitOOO0 OO0 OO0O0OO0O0O OO0 O O
ogg.

ogoooipoo ooon 00

- 00 mask oooo

0 1 card 00

1 1 fingerprint|0 O

2 1 face oo

3 1 id ID

4 1 pin PIN

5 3 reserved (OO0 O0O.

25. reserved
oo ooogo.

26. legacy
o0 oooo oo o,booo ooooa.

27. biometricAuth
(00O OO0O0)BiometricO0 OO0 ODOODOO.

gooopoo ojoon o

- 0d mask oooo

0 1 biometricOnly Biometric only
1 1 biometricPIN |Biometric + PIN
2 6 unused ooooo.

28. cardAuth
(D00 DOooO)CardODO DODO ODOODO.

gooopoo ojpoo oo

- oo mask oooo

0 1 cardOnly Card only

1 1 cardBiometric Card + Biometric

2 1 cardPIN Card + PIN

3 1 cardBiometricOrPIN|Card + Biometric/PIN
4 1 cardBiometricPIN |Card + Biometric + PIN
5 3 unused ooog oo.

29. idAuth

(D00 OoDOooO)ibo0 DOOo DOoOooa.
ooOooioo ojooo oo

- oo mask oooo
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gooopoo ooon RN

0 1 idBiometric ID + Biometric

1 1 idPIN ID + PIN

2 1 idBiometricOrPIN|ID + Biometric/PIN

3 1 idBiometricPIN |ID + Biometric + PIN
4 4 unused OO00 oo.

30. extended
OO0 o000 00 Oo,0000 O0000.

31. faceAuth
(00 ObOoo)Yoo oo obo ooooao.

ogooogioo ojpoogo 0o

- 0d mask oooo

0 1 faceOnly Face only

1 1 faceFingerprint Face + Fingerprint

2 1 facePIN Face + PIN

3 1 faceFingerprintOrPIN|Face + Fingerprint/PIN

4 1 faceFingerprintPIN |Face + Fingerprint + PIN
5 27 unused ooO0 oo.

32. fingerprintAuth
(OO0 0DDhOoOo)oo oo boo boooo.

ogooopoo ojpooa 0o

- 00  |mask oooo

0 1 fingerprintOnly Fingerprint only

1 1 fingerprintFace Fingerprint + Face

2 1 fingerprintPIN Fingerprint + PIN

3 1 fingerprintFaceOrPIN|Fingerprint + Face/PIN

4 1 fingerprintFacePIN |Fingerprint + Face + PIN
5 27 unused ooodoo.

33. cardAuth
(OO 0ODOhOoO)oo oo boo boooo.

ogooooo ojbooa oo

- 00 mask oooo

0 1 cardOnly Card only

1 1 cardFace Card + Face

2 1 cardFingerprint Card + Fingerprint

3 1 cardPIN Card + PIN

4 1 cardFaceOrFingerprint Card + Face/Fingerprint

5 1 cardFaceOrPIN Card + Face/PIN

) 1 cardFingerprintOrPIN Card + Fingerprint/PIN

7 1 cardFaceOrFingerprintOrPIN|Card + Face/Fingerprint/PIN
8 1 cardFaceFingerprint Card + Face + Fingerprint
9 1 cardFacePIN Card + Face + PIN
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ogoogioo ojpoogao 0o

10 1 cardFingerprintFace Card + Fingerprint + Face

11 1 cardFingerprintPIN Card + Fingerprint + PIN

12 1 cardFaceOrFingerprintPIN |Card + Face/Fingerprint + PIN
13 1 cardFaceFingerprintOrPIN |Card + Face + Fingerprint/PIN
14 1 cardFingerprintFaceOrPIN |Card + Fingerprint + Face/PIN
15 17 unused o000 0o0o.

34. idAuth

(CoopooO)pboo oobo opoog.

ogooopoo ojooa oo

- 0o mask oooo

1 1 idFace ID + Face

2 1 idFingerprint ID + Fingerprint

3 1 idPIN ID + PIN

4 1 idFaceOrFingerprint ID + Face/Fingerprint

5 1 idFaceOrPIN ID + Face/PIN

6 1 idFingerprintOrPIN ID + Fingerprint/PIN

7 1 idFaceOrFingerprintOrPIN|ID + Face/Fingerprint/PIN

8 1 idFaceFingerprint ID + Face + Fingerprint

9 1 idFacePIN ID + Face + PIN

10 1 idFingerprintFace ID + Fingerprint + Face

11 1 idFingerprintPIN ID + Fingerprint + PIN

12 1 idFaceOrFingerprintPIN |ID + Face/Fingerprint + PIN
13 1 idFaceFingerprintOrPIN |ID + Face + Fingerprint/PIN
14 1 idFingerprintFaceOrPIN |ID + Fingerprint + Face/PIN
15 18 unused oo0o oog.

35.000 00 OO
00000 000 000 000 btODOD OO0 OO OODOO.

oo |go

oo g oo oo

0 1 intelligentPDSupported Intelligent PD O O O 0O. (BS2Rs485Config O )

1 1 updateUserSupported OO0 OO0 OO updated O OO.

2 1 simulatedUnlockSupported Simulated DO OO OO OO.

3 1 smartCardByteOrderSupported|smartCardByteOrder 0 00 O 0. (BS2CardConfig O O )
4 1 treatAsCSNSupported treatAsCSN O O 0O 0O . (BS2BarcodeConfig 0 [0)

5 1 rtspSupported RTSP OO OO. (BS2RtspConfig 0 0O0)

6 1 IfdSupported LFDOO OO.

7 1 visualQRSupported Visual QRO O O O.

36. maxVoipExtensionNumbers

OO0 VolPO OO OO0 OO0 ODL ODOODOOO ODOO ODOOODOOOO.

37.000 00 OO 2
000 00 000 000 OO0 bitOOOD ODOD OO0 ODOoOoOoo.
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gg |od
g g

ggd

ud

0 1

osdpStandardCentralSupported

OSDP Standard O 0 0O 0O . (BS20sdpStandardConfig [
0)

enableLicenseFuncSupported

Device license 0 0 0O O . (BS2LicenseConfig 0 (1)

keypadBacklightSupported

Keypad backlight 00O O O.

uzWirelessLockDoorSupported

U&Z wireless lock OO O0O.

customSmartCardSupported

Custom card O O 0O 0O. (BS2CustomCardConfig 00 [1)

tomSupported

ToMODO OO.

SOl W|INIF
NI

unused?

goo.

38. reserved

gob oboogog.
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