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Log Management API

OO0 000 OoODoOo APIOOO.

e BS2 Getlog: O0ODOO ODODO ODDOODOO.

e BS2 GetFilteredLog: 000 OO OO0 ODODOOO.

e BS2 ClearLog: 00O OO0 ODOOOO.

e BS2 StartMonitoringlog: 000 OO0 00000 OOOOO.

e BS2 StopMonitoringlog: OO0 OO ODOOO0O 0O0OODO.

e BS2 GetlLogBlob: EventMask OO 0000 OO0 O0OOOO.

e BS2 GetFilteredLogSinceEventld: OO0 OO0 OO0 ODOOOO.

e BS2 Getlimagelog: 00D OO0 ODODOOO.

e BS2 GetLogSmallBlob: [+2.6.4] 00000 OOO0O OOO0O,EventMaskd OO O0OOO
oo oogoao.

OO o

typedef void (*OnLogReceived) (uint32 t deviceld, BS2Event* log);

1. OnLogReceived
goodo ooo oo oooo 0o oo oo ogoooaa.

HREEN
BS2Event

typedef struct
uint32 t id;
uint32_ t dateTime;
uint32 t devicelD;
union
char userID/BS2 USER ID SIZE|;
uint32 t uid;
uint32 t doorlID;
uint32 t 1iftID;
uint32 t zonelD;
struct
uint32 t ioDevicelD;
uintle t port;
int8 t value;
uint8 t reserved ;

struct
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uint32 t zonelD;
uint32 t doorlID;
uint32 t ioDevicelD;
uintle t port;
uint8 t reserved[18];
alarm;
struct
uint32 t zonelD;
uint32 t doorID[4];
uint8 t reserved[12];
interlock;
union
uintle t code;
struct
uint8 t subCode;
uint8 t mainCode;
uint8 t param;
#ifdef LESS THAN SDK 2 6 0
BS2 BOOL image; // Deprecated in V2.6.0
#else
uint8 t image: 1; // bit 00O OO0OO0O image O DST OO
uint8 t isDST: 1;
uint8 t half: 1;
uint8 t hour: 4;
uint8 t negative: 1;
#endif
BS2Event;

1. id
b oobb obbdod0 oo o0 oo wob oobobo bbooa.

2. dateTime
000 000 00 0oo0oO,UTCOOLO D000 OO O(sec)O DOoooO.

3. devicelD
O00 OO0 00O oggooo.

4. userlD

000 0ob0b 0obb bbb b oD o boo oo oo booob.

5. uid
0000 OO0 D000 doorlDO, 000 OO ODOOO zonelDO DODOO OOO,
00 000000000 vuidd O0OO00O oDoag.

uid, doorlID, liftID, zonelDO unionO 0 D000 00000 00000 OO0 00O 0OO0OOO.

6. doorlD
00 0db0 oot goboobooo.

BioStar Device SDK - https://kb.supremainc.com/kbtest/



2026/03/14 05:37 3/11 Log Management API

7. liftID
g bbb ood oooooo.

8. zonelD
Od00 0O0o0g ob oggoooog.

9. ioDevicelD
Door0 Input OO0 OOOO DoorO Inputd OO0 OO OO OOO OO oOO ODO4OoO.

10. port
ioDevicelDO OO portd OO OODO.

11. value

ioDevicelDO OO portvalued ODOOO0 ODOO OOODOO.
BS2 PORT VALUE _UNKNOWN : -1

BS2 PORT VALUE OPEN: 0

BS2 PORT _VALUE CLOSED:1
BS2_PORT_VALUE_SUPERVISED SHORT : 2

BS2 PORT VALUE SUPERVISED OPEN : 3

12. alarm.zonelD
do0d0 o0 g0 0o b0 gogog bbb oboog.

13. alarm.doorlD
000 oo oo oo ogb ocoogo coooo.

14. interlock.zonelD
000 00o0o oboog 0o ocogobo ocogoo.

15. interlock.doorlD
000 000 oo Obob gogobo bobooo.

16. subCode
00 000 00 0o goooc.0o0 oo oo oo gopboooo.
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0o 000 OO 0 0O
BS2 SUB_EVENT VERIFY ID_PIN 0x01 g g 0 ooDooooPNDD
BS2_SUB_EVENT VERIFY_ID_FINGER 0x02 g DDDD Joboooh b

000 000 0000 000
BS2_SUB_EVENT VERIFY ID_FINGER_PIN EN
BS2_SUB_EVENT VERIFY_ID_FACE oxoa| I DEE HEEE DEE
000 000 0000 00 O
BS2_SUB_EVENT VERIFY_ID_FACE PIN 0x05 | 1 o O S

Verify  |BS2_SUB_EVENT VERIFY_CARD 0x06/00 00 00
BS2_SUB_EVENT VERIFY_CARD_PIN 0x07|000 PIND O OO
BS2_SUB_EVENT VERIFY CARD FINGER 0x08/000 00 OO0 00
BS2_SUB_EVENT VERIFY CARD FINGER PIN 0x09/00,00,PINOD 00
BS2_SUB_EVENT VERIFY_CARD FACE 0x0A|[0D 000 00 00 00
BS2_SUB_EVENT VERIFY CARD_FACE_PIN 0x0B|[0O,00 OO,PNOO OO
BS2_SUB_EVENT VERIFY AOC 0x0C/AOC 00 00 00
BS2_SUB_EVENT VERIFY AOC_PIN 0x0D|AOC OO0 PINOD 00
BS2_SUB_EVENT VERIFY_AOC_FINGER O0x0E|AOCO OO0 00 00 00
BS2_SUB_EVENT VERIFY AOC_FINGER PIN 0xOF|[AOCO O, 00,PINOD OO
BS2_SUB_EVENT IDENTIFY_FINGER 0x01|00 0000 000 00
BS2_SUB_EVENT IDENTIFY_FINGER_PIN 0x02|000 PINOO OO 000 00

Identify  |BS2_SUB_EVENT IDENTIFY_FACE 0x03|00 0000 OO0 00
BS2_SUB_EVENT IDENTIFY_FACE_PIN 0x04 E E HOOPNDOOO 000
BS2_SUB_EVENT DUAL AUTH_FAIL TIMEOUT 0x01|00 000 00y 00 00

AUthlBc) SUB_EVENT DUAL AUTH_FAIL ACCESS_GROUP|0x02 o Ln e EEEn 20 0
BS2_SUB_EVENT CREDENTIAL_ID 0x01|0000 00 000 000
BS2_SUB_EVENT CREDENTIAL CARD 0x02|0000 00 00
BS2_SUB_EVENT CREDENTIAL PIN 0x03|0000 00 PIN

Credential BS2_SUB_EVENT CREDENTIAL FINGER 0x04/0000 00 00
BS2_SUB_EVENT CREDENTIAL FACE 0x05|0000 00 00
BS2_SUB_EVENT CREDENTIAL_AOC_PIN 0x06|0 000 OO0 AOCPIN
BS2_SUB_EVENT CREDENTIAL_AOC_FINGER 0x07|0000 00 AOC OO
BS2_SUB_EVENT AUTH_FAIL_INVALID_AUTH_MODE |0x01|0 000 00 00 00

Auth  |BS2_SUB_EVENT AUTH_FAIL INVALID_CREDENTIAL |0x02 g g Hoboooh bt oo
BS2_SUB_EVENT AUTH_FAIL_TIMEOUT 0x03/00 00 00
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0o 000 OO 0 0O
BS2_SUB_EVENT_ACCESS_DENIED_ACCESS_GROUP [0x01 |7 J o WP E BEDE L
BS2_SUB_EVENT ACCESS_DENIED DISABLED ox02| 0 LD BHEEEDEE
BS2 SUB_EVENT ACCESS_DENIED EXPIRED 0x03 g g e

Access  Igsy SUB_EVENT ACCESS DENIED ON_BLACKLIST |0x04 g DDDDD R
BS2_SUB_EVENT ACCESS DENIED APB 0x05/APBO0 OOO0 00 00
BS2_SUB_EVENT ACCESS DENIED TIMED APB  |ox0| 'MedAPBODOD OOD OO

~>UB_EVENT. - -TTMED 0000 00
BS2_SUB_EVENT ACCESS_DENIED_FORCED LOCK |0x07 g g Do ooob oot oo

. BS2_SUB_EVENT ZONE_HARD APB 0x01|0 0 APB 0 0

BS2_SUB_EVENT ZONE_SOFT APB 0x02|0 00 APB O 0

17. mainCode
OO0 000 ggoo ocogo.

00 ooo oo O oo
BS2_EVENT VERIFY SUCCESS 0x1000(1:1 00 OO
BS2_EVENT VERIFY FAIL 0x1100|1:1 00 OO
BS2_EVENT VERIFY_DURESS 0x1200/00 0000 1100 000 00
BS2_EVENT IDENTIFY SUCCESS 0x1300|LN OO 0O
BS2_EVENT IDENTIFY_FAIL 0x1400| LN OO 0O

auth  BS2_EVENT IDENTIFY_DURESS 0x1500/00 0000 LNODD 000 OO0
BS2_EVENT DUAL AUTH SUCCESS 0x1600/00 00 (20 00) 00
BS2_EVENT DUAL AUTH_FAIL 0x1700/00 00 (20 00) 00
BS2_EVENT AUTH_FAILED 0x1800/0 000 00 00 0000 00 00
BS2_EVENT ACCESS_DENIED ox1900/ 0 EEH DOOD OOO DUDLD APB

- - - ogoo oad

BS2_EVENT FAKE_FINGER DETECTED 0x1A00/0 000 000
BS2 EVENT USER ENROLL SUCCESS 0x2000/000 0O OO
BS2 EVENT USER ENROLL FAIL 0x2100/0 00 00O OO
BS2 EVENT USER UPDATE SUCCESS 0x2200(000 00 00 OO
BS2_EVENT USER UPDATE FAIL 0x2300(000 00 00 OO

User  |BS2 EVENT USER DELETE SUCCESS 0x2400/000 0O OO
BS2_EVENT USER DELETE FAIL 0x2500/0 00 00 OO
BS2 EVENT USER DELETE ALL SUCCESS 0x2600/00 000 00 OO
BS2_EVENT USER ISSUE_AOC_SUCCESS 0x2700 Access cardd 00 00
BS2_EVENT USER DUPLICATE_CREDENTIAL 0x2800/00 0O (CO/00/00)00 OO
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00 000 00 0 0o
BS2_EVENT DEVICE_SYSTEM_RESET 0x3000|000 OO 00O
BS2_EVENT DEVICE_SYSTEM_STARTED 0x3100|0000 000
BS2_EVENT DEVICE TIME SET 0x3200|000 00 00O
BS2_EVENT DEVICE TIMEZONE_SET 0x3201[Time zone 0 0
BS2_EVENT DEVICE_DST SET 0x3202|DST 00 OO
BS2_EVENT DEVICE_LINK_CONNECTED 0x3300|LAN 000 000
BS2_EVENT DEVICE_LINK_DISCONNETED 0x3400|LAN 000 00
BS2_EVENT DEVICE_DHCP_SUCCESS 0x3500 DHCPO [P0 0
BS2_EVENT DEVICE_ADMIN_MENU 0x3600|000 000 OO
BS2_EVENT DEVICE_UI_LOCKED 0x3700|00 OO OO
BS2_EVENT DEVICE_UI_UNLOCKED 0x3800|00 OO O
BS2_EVENT DEVICE_COMM_LOCKED 0x3900|RS485 0 0 01 1
BS2_EVENT DEVICE_COMM_UNLOCKED 0x3A00|RS485 00 00 OO
BS2_EVENT DEVICE_TCP_CONNECTED 0x3B00[TCP O O 0
Device |52 EVENT DEVICE_TCP_DISCONNECTED 0x3CO0(TCPO OO OO0
BS2_EVENT DEVICE_RS485 CONNECTED 0x3D00|RS485 0 01 0
BS2_EVENT DEVICE_RS485 DISCONNCTED 0x3E00|RS485 01 0 0 00 0
BS2_EVENT DEVICE_INPUT DETECTED 0x3F00|00 00O 000
BS2_EVENT DEVICE_TAMPER ON 0x4000|00 00 00 000 000
BS2_EVENT DEVICE TAMPER OFF 0x4100|00 00 00 000 00 000
BS2_EVENT DEVICE_EVENT LOG_CLEARED 0x4200|00 OO0
BS2_EVENT DEVICE_FIRMWARE_UPGRADED 0x4300|0000 00000
BS2_EVENT DEVICE_RESOURCE_UPGRADED 0x4400|0000 00000
BS2_EVENT DEVICE CONFIG_RESET 0x4500 g g DD E)D nobooon@Eoon
BS2_EVENT DEVICE_DATABASE_RESET 0x4501|0000000 0000
BS2_EVENT DEVICE_FACTORY RESET 0x4502|00 0000
BS2_EVENT DEVICE CONFIG_RESET EX 0x4503 g g DD E)D noooooo@oon
Supervised BS2_EVENT_SUPERVISED_INPUT_SHORT 0x4600|Supervised Input (0 0 0 0)
Input ~ [BS2_EVENT SUPERVISED _INPUT OPEN 0x4700/Supervised Input (00 0 0)
| BS2_EVENT DEVICE_AC_FAIL 0x4800 |AC Power [ [
DeviceEX By EVENT DEVICE AC SUCCESS 0x4900 |AC Power [ (1
BS2_EVENT DOOR_UNLOCKED 0x5000|000 000 OO
BS2_EVENT DOOR_LOCKED 0x5100|0000 00O
BS2_EVENT DOOR_OPENED 0x5200|0000 OO
BS2_EVENT DOOR CLOSED 0x5300|0000 00O
BS2_EVENT DOOR_FORCED OPEN 0x5400|0000 000 OO
BS2_EVENT DOOR_HELD OPEN 0x5500|000 000 00 0000 000
BS2_EVENT DOOR_FORCED OPEN_ALARM 0x5600 |>>2-FVENTDOOR_FORCED_OPEN 10
Door BS2_EVENT DOOR_FORCED OPEN_ALARM_CLEAR  |0x5700 ESS—EDVENTD—BOOR—FORCED—OPEN noo
BS2_EVENT DOOR_HELD_OPEN_ALARM 0x5800 ESZD—EDVEDNTD—DOOR—HELD—OPEN oot
BS2_EVENT DOOR_HELD_OPEN_ALARM_CLEAR  |0x5900 |2>2-E/ENT.DOOR_FELD_OPEN GO0 5
BS2_EVENT DOOR_APB_ALARM 0X5A00/APB 0 01 0
BS2_EVENT DOOR_APB_ALARM CLEAR 0x5B00[APB 00 O
BS2_EVENT DOOR RELEASE 0x5C00(0 00 OO
BS2_EVENT DOOR _LOCK 0x5D00{0 00 00
BS2_EVENT DOOR_UNLOCK 0x5E00|0 00 OO

BioStar Device SDK - https://kb.supremainc.com/kbtest/




2026/03/14 05:37 7/11 Log Management API

00 000 00 0 00

BS2_EVENT ZONE_APB_VIOLATION 0x6000|000 APBOO OO

552 EVENT ZONE APB ALARM 06100 |BS2_EVENT_ZONE_APB_VIOLATION I (1 0
- - - - Ood oo od

BS2 EVENT ZONE APB ALARM CLEAR 0x6200 [B22-EVENT_ZONE_APB_VIOLATION O O O
_EVENT_ZONE_APB_ = 00 00 0o

BS2_EVENT ZONE_TIMED_APB_VIOLATION 0x6300|0 00 TIMEDAPB OO O O

BS2_EVENT ZONE_TIMED APB_ALARM 0x6400 |B>2_EVENT_ZONE_TIMED_APB_VIOLATION

obOoob oo oo

BS2_EVENT ZONE_TIMED_APB_VIOLATION

BS2_EVENT ZONE_TIMED APB_ALARM_CLEAR 0x6500 2= 001 oo

BS2_EVENT ZONE_FIRE_ALARM_INPUT 0x6600|00 OO

Zone
BS2_EVENT ZONE_FIRE_ALARM 0x6700 |>>2-FVENTZONE_FIRE ALARMINPUT &
BS2_EVENT ZONE_FIRE_ALARM_CLEAR 0x6800 Esé—EDVENTD—éOgEaF'RE—ALARM—'NPUT D
BS2_EVENT ZONE_SCHEDULED_LOCK_VIOLATION  |0x6900|0 00 00 00 00 00
BS2_EVENT ZONE_SCHEDULED LOCK_START 0x6A00(0 00 00 00 00
BS2_EVENT ZONE_SCHEDULED LOCK_END 0x6B00(0 00 00 00 O
BS2_EVENT ZONE_SCHEDULED UNLOCK START  |0x6C00/0 00 00 00 00
BS2_EVENT ZONE_SCHEDULED_UNLOCK_END 0x6D00[0 00 00 00 O
BS2_EVENT ZONE_SCHEDULED LOCK ALARM O0X6E00|0 D0 00 00 00 00
BS2_EVENT ZONE_SCHEDULED _LOCK_ALARM_CLEAR|0x6F00|0 00 00 00 00 00
18. param
00000000 00000 000 0000 0000,00 00 000 00000 00 000
00 000 00000.00 000 000 00 000 0000 000000.
00 00 00 00 0[O
BS2_TNA_UNSPECIFIED|(N/A)[0
BS2 TNA_KEY 1 F1 1
BS2 TNA_KEY 2 F2 2
BS2_TNA_KEY 3 F3 |3
BS2_TNA_KEY 4 F4a |4
BS2_TNA_KEY 5 1 5
BS2 TNA KEY 6 2 6
BS2 TNA KEY 7 3 |7
BioStation 2 BS2_TNA_KEY_8 4 8
BS2_TNA_KEY 9 5 o
BS2 TNA_KEY 10 6 |10
BS2 TNA KEY 11 |7 |11
BS2 TNAKEY 12 |8 |12
BS2_TNA_KEY 13 9 |13
BS2 TNA_KEY 14 Call |14
BS2 TNA KEY 15 |0 |15
BS2 TNA KEY 16 |Esc |16

[+ 2.6.3] param 0O 00O

eventcodel ODOOO OO0 OOO OOODO.

0000 00 0000 00 00 O00,000000 paramd 1,BioStarD OO ODOOOODO oOO
O.
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0000 BS2_EVENT USER_ENROLL SUCCESSO OO paramO 10000,0000 00 000 OO

oo ooboo.
U0 ddb odb oo oobob obboo.

oo oo oo oo
BioStation 2 V1.7.0
BioStation A2 V1.6.0
CoreStation 40 V1.2.0
BioEntry P2 V1.2.0
BioStation L2 V14.0
BioLite N2 V1.1.0
BioEntry W2 V1.3.0
FaceStation 2 V1.2.0

19. image

SDKV2.6.00 0000 lbyteOOD ODOODO ODOO ODOOODOO.

-000 00000 0000 D000 000000 OO (true/ffalse).

SDKV2.6.0 000 1lbyted bitOODO OO0 OO0 OO0 OO0 O OO0 ODOOOOOO.
-000 oo oooooo oo

-DSTODO OO

oo oo oo 0o

SDK2.6.0 00 (8 image (000 00000 DO OO0 OO0 OO0 OD0O0O0OOODOOO.
1 image |[000 00000 DO OO0 OO0 OO0 OD0OO0O O0OOOOO.
1 isDST OO0 OO0 DSTO D00 0000 oDOoo oo

SDK2.6.0 001 half DSTO 300 OO0 OO0 OOOOO.od oo, 10 300
4 hour oo0o od. 1~120
1 negative|l0O +0 0, 10 -00

BS2EventBlob

typedef struct {

uintle t eventMask;

uint32 t id;

BS2EventExtInfo info;

union

{

BS2 USER ID userlID; // valid if eventMask has
BS2 EVENT MASK USER ID

uint8 t cardID[BS2 CARD DATA SIZE]; // valid if eventMask has
BS2 EVENT MASK CARD ID

BS2 DOOR ID doorID; // valid if eventMask has
BS2 EVENT MASK DOOR ID

BS2 ZONE ID zonelD; // valid if eventMask has
BS2 EVENT MASK ZONE ID

BS2EventExtIoDevice ioDevice; // valid if eventMask has
BS2 EVENT MASK IODEVICE
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uint8 t tnaKey;
uint32 t jobCode;
uintl6é t imageSize;
uint8 t image[BS2 EVENT MAX IMAGE SIZE]|;
uint8 t reserved;
BS2EventBlob;

1. eventMask
EventmaskD OO O.maskOO OO0 OO ID(User, card, door,zone)D O OOO O OOOO.

0 0

0 00

1 BS2EventExtinfo O 0 O
2 User ID

4 Card ID

8 Door ID

16 Zone ID

32 BS2EventExtloDevice O O O
64 Door ID

128 Zone ID

256 TNA Key

512 Job Code

1024 Image

65535 ALL

2.id
b ogobb obbdod0 oo o0 oo wob oobbo bbooa.

3. info
BS2EventExtinfoO OO OOODOO.

4. userlD
000 000 0o oo b oo oo oo oo oo ogooo.

5. cardID
000 000 carddO0OO0O0O cardd OO OO OO0 OO OO0 OOOoOOQO.

6. doorlD
000 000 doorO000O0O door OO OO OO0 OO OO oOooOooQ.

7. zonelD
O00 O00O zoneOOOOO zone OO OO OOO OO OOO ODOOOO.

8. ioDevice
Door Input OO0 OOOO DoorO Inputd OO0 OO0 OO OO0 OO oOO OOOooOO.
(BS2EventExtloDevice 0O O O 0O)
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9. tnaKey
o0 o0u oo oo oo oo oo oooo,00 oo oob oo ob oo
OO0 000 O00DooOo

10. jobCode
O00 OO0 JobCodeD ODDOODO OO0, JobCodeOODO OO O O OOOO JobCodeO O OO
aao.

11. imageSize
O00 00000 0O 000 sizeD ODOODO.

12. image
000 0o0odo O oo o000 oo ooo ooooo

13. reserved
dod ooogno.

BS2EventExtinfo

typedef struct
uint32 t dateTime;
uint32 t devicelD;
union ///< 2 bytes
BS2 EVENT CODE code;
struct
uint8 t subCode;
uint8 t mainCode;
uint8 t reserved ;
BS2EventExtInfo;

1. dateTime
000 000 OO0 0000, UuTCOOU D000 U0 O(sec)0 DOoOoOoQ.

2. devicelD
000 000 OO0 oooooag.

3. subCode
00 000 00 0o gooo.oo oo oob cogbooogo

4. mainCode
00 do0dg ogo oogo.

5. reserved
oo ooogo.
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BS2EventExtloDevice

typedef struct
uint32 t ioDevicelD;
uintle t port;
uint8 t value;
uint8 t reserved[1];
BS2EventExtInfo;

1. ioDevicelD
Door Input OO0 ODOODO Doord Input0 00 OO OO ODOO DO OODO DODDOO.

2. port
00 port numberd 00O .

3. value
OOdportOO OOODO.

0 oo

-1 UNKNOWN

0 Open

1 Closed

2 Supervised Short
3 Supervised Open

4, reserved
oo ooogo.
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