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User Management API

OO0 00 DO0OOO0O0OOOoOooooooo APICODO.

e BS2 GetUserList: OO0 OOO IDOOOO OOOOO.

e BS2 RemoveUser: 00O OO0 DOODOO.

e BS2 RemoveAllUser: 00 OO0O0O ODOODOO.

e BS2 GetUserinfos: 00O OO0 IDOD OO0 ODOOOO.

e BS2 GetUserinfosEx: 000 OO0 IDO OO0 O0OOOO. ([+ 2.4.0] Job code, User phrase O
|

. BéE_EnroHJser:[][J[] o000 ooooo.

e BS2 EnrolUserEx: 000 O00O0O0O OOOOO.([+ 2.4.0]Job code, User phrase 0 0)

e BS2 EnrollUser: [+2.6.3]000 ODO0O0O OO0OOO.

e BS2 EnrollUserEx: [+2.6.3] 000 OO00O0O OOOOO.(Jobcode, User phrase 0 00)

e BS2 GetUserDatas: 000 OO0 OO0 O0OO0OODO ODOODO.

e BS2 GetUserDatasEx: 000 OO0 OO0 OOOOO OOOOO.([+ 2.5.0] Job code, User
phrase 0 0)

e BS2 GetSupportedUserMask: 0000 0000 OO0 OO0 OOODOO.

e BS2 EnrollUserSmall: [+2.6.3] 00000 0000 0OO0O0O0,000 D000 OOOOO.

e BS2 EnrollUserSmallEx: [+2.6.3] 00000 0000 O000O0O,000 OOOO ODOOOO.

e BS2 GetUserSmallinfos: [+2.6.3] 00000 0000 0O0O0O0O,000 OOODO IDO OO0
ogoood.

e BS2 GetUserSmallinfosEx: [+2.6.3] 00000 ODODO0O OO0OO,000 O0OO IDO O0OO
googg.

e BS2 GetUserSmallDatas: [+ 2.6.3] 00000 0000 O0000O,000 000 00O OO
I I O A O

e BS2 GetUserSmallDatasEx: [+2.6.3] 00000 O0O0O0O OO0ODO,000 OO0 ODOO O
goog ooooo.

e BS2 EnrollUserFaceEx: FaceStation F0 00 ODODOO ODOOOO. [+ V2.7.1]

e BS2 GetUserinfosFaceEx: FaceStation F2000 OO0 IDO OO0 OODOOO. [+ V2.7.1]

e BS2 GetUserDatasFaceEx: FaceStation F20 00 000 OO0 O0O0OOO OODOO. [+
V2.7.1]

HREEN
BS2User

typedef struct
char userID[BS2 USER ID SIZE]|;
uint8 t formatVersion;
uint8 t flag;
uintle t version;
uint8 t numCards;
uint8 t numFingers;
uint8 t numFaces;
uint8 t reserved2 ;
uint32 t authGrouplID;
uint32 t faceChecksum;
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BS2User;

1. userlD
OO0 0000 OO0 O000,1~42949672950 OO0 OOoOO.

2. formatVersion

ggoono gog.

3. flag

O000 000 0000 flagdoOOd OROOO O00DOD.00000 00O oOood.
| RN

0x00 None

0x01 ggooo ogog
0x02 ggooo ogog
0x04 gooo oog
0x80 gooo ogood
4. version

ogoono og.

5. numCards

goodd bbb oo ooooo.

6. numFingers
0oodo ooo oo ooooo.

7. numFaces
0000 oono oo gooog.

8. authGrouplD
00 00 000 0000 oobooo oo o ooo Ib.

9. faceChecksum
gogono og.

BS2UserSetting

typedef struct
uint32 t startTime;
uint32 t endTime;
uint8 t fingerAuthMode;
uint8 t cardAuthMode;
uint8 t idAuthMode;
uint8 t securitylLevel;

BS2UserSetting;

1. startTime
000 000 b oo bocog oo bbb oo oogg.
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2. endTime
OO0 000 000 ooo oooo oo oo oog oooo.

3. fingerAuthMode
000 o000 oo oo oo bbb ogooo.

g

oo oonb od

OOOPNODO OO

254000 0O OO

2550000 00@UUOo ooo ooo og)

= o0

4. cardAuthMode
o000 o000 ob oo ob og ooogog.

EEN

oo odonbo god

uggb oo oo od

OOOPNODO OO

000000000 PNOO OO
OoO0,00,PINOD OO

254000 0O OO

2550000 00@UUo ooo ooo og)

oju[alw[NO

5. idAuthMode
000 00O oo mmboo oo ooooog.

g

oOoDIboOOO0OOoOOoooo
OODIbOO OPNDO OO

OO0 IbOO0 O0OooogoPNODO OO

10 | D00 IDO0OOCOOOCPNDOO OO
254000 0 OO

2550000 00@UU0 Oooo ooo oO)

CHIEIEE

6. securityLevel
00 0000 00 o000 o0 0bbb oo ooooo.

RN

gooo oboob O
oo oo og od
oo og od

oo og od

oo dog od

oo od og od

v[rwN[—[o[O

BS2UserPhoto

typedef struct {
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uint32 t size;
uint8 t data[BS2 USER PHOTO SIZE];
BS2UserPhoto;

1. size
000 0000 Do oo gooog.

2. data
0000 0000 0O0OUooo,o0U l1lekb00 OO O OOOO.

BS2UserBlob

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|[BS2 USER NAME SIZE|;
BS2UserPhoto photo;
uint8 t pin(BS2 PIN HASH SIZE|;
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
uint32 t accessGroupId|[BS2 MAX NUM OF ACCESS GROUP PER USER!;

BS2UserBlob;

1. user
godod o obb ooo oooooo.

2. setting
000 ool oo ooou oo gooogoao.

3. name
000 0000 000 ODOOoo UTr-8oOoO.

4. photo
000 0000 00000 JpegODODOO ODDOOODO.

5. pin
PNOOO OOO BS MakePinCode OO O OO0 O0DO0OD ODOO DOOO DOOO.

6. cardObjs
000 000 0O0 000000 oo user.numCardsCU 0 O0O0O0 ODOO.000 OOO
Smartcard APID OO QOQOOO.

7. fingerObjs
O00 000 OO0 00 000 0000 000 uwser.numFingersO O 0000 OO00O.000 O
OO Fingerprint APID OO OOODO.

8. faceObjs
000 00D 0000 000 0000 000 user.numFacesI 0 0000 OODO.000 OO0
O Face APIO OO OOOO.
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9. accessGroupld
0000 00 OO0 000 o000 0000 00 1e000 OO0 O O0oo0ooOoo.

BS2job

typedef struct
uint8 t numJobs;
uint8 t reserved ;

struct
BS2 JOB CODE code;
BS2 JOB LABEL label;
jobs[BS2 MAX JOB SIZE;
BS2Job;

1. numjobs
O000 000 JobOooooO.

2. reserved
dod ogoogo.

3. jobs
T&AD OO0 jobO DO OO OO.

BS2UserBlobEx

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name[BS2 USER NAME SIZE];
BS2UserPhoto photo;
uint8 t pin[BS2 PIN HASH SIZE|;
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
BS2Job job;
BS2 USER PHRASE phrase;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP PER USER];

BS2UserBlobEx;

1. user
good ob 0bob ooo oooooo.

2. setting
000 o0dd oo oooo oo oooooaao.

3. name
000 0000 000 oooo UTF-80O0O.
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4. photo
000 0000 00000 JpegODODDOO ODDOODO.

5. pin
PNOOO OO0 BS MakePinCode OO O OO OO0OD ODODQOO DOOOOOO.

6. cardObjs
000 0OUO0O OO0 00 0000 Ooog user.numCardsCU 0 OO0O0 OOO.000 OOO
Smartcard APID OO QOQOOO.

7. fingerObjs
000 D00 OO0 00000 0000 000 user.numFingersCI 0 OO0O0 O0O0O.000 O
00 Fingerprint APIO OODOOODO.

8. faceObjs
000 000 0000 000 0000 00040 user.numFacesl 0 O00O0O0O ODOO.000 OO0
O Face APIO ODOOOOO.

9. job
godoono oouo ooooodoo.

10. phrase

O00 00 UIDOD O000 OO0 0ooooo.(FS2FW 10000000 OO)
11. accessGroupld

0000 00 00 00O O0o0o ooob OO 1000 OO0 O oooao.

BS2UserSmaliBlob

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|BS2 USER NAME SIZE|;
BS2UserPhoto* photo;
uint8 t pin[BS2 PIN HASH SIZE];
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP PER USER!;

BS2UserSmallBlob;

1. user
0000 00 000 oo ogooog.

2. setting
ool o0ud oo oo oo goboooao.

3. name
O00 0O000 000 oooo UTF-8O0 O 0O.

4. photo
000 0000 00000 JpegOODOO ODDOODO.
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5. pin
PNOOO OO0 BS MakePinCode OO O OO OO0OD ODODOO DOOO OOO.

6. cardObjs
000 000 OO0 00 0000 oog user.numCardsCU 0 OO0O0 OOO.000 OOO
Smartcard APID OO QOQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 uwser.numFingersOI O 0000 ODO00O.000 O
O 0O Fingerprint APID OO OOODO.

8. faceObjs
000 00D 0000 00D 0000 000 user.numFacesl 0 O00O0O0 OODO.000 OO0
O Face APIO OOOOOO.

9. accessGroupld
0000 00 OO0 000 o000 odboo0o 00 1e000 OO0 O oooo.

BS2UserSmallBlobEx

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|BS2 USER NAME SIZE|;
BS2UserPhoto* photo;
uint8 t pin[BS2 PIN HASH SIZE|;
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
BS2Job job;
BS2 USER PHRASE phrase;
uint32 t accessGroupId|[BS2 MAX NUM OF ACCESS GROUP PER USER];

BS2UserSmallBlobEx;

1. user
0000 00 000 oboo oooooog.

2. setting
o0 o0obD 00 oooo oo oooooo.

3. name
000 0000 000 oooo UTF-800O0O.

4. photo
O00 0000 00000 JpegOd00O OOoDOOO.

5. pin
PNOOO OOO BS MakePinCode OO O OO OO0ODO ODOQOO DOOO OOO.

6. cardObjs
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000 000 OO0 00 0000 ood wser.numCardsU O ODOOD0O OOO.000 OO0
Smartcard APID O OQOQOOO.

7. fingerObjs
O00 000 OO0 00 000 0000 000 uvser.numFingersO O 0000 OO0O.000 O
OO Fingerprint APID OO ODOODO.

8. faceObjs
000 00D 0000 000 0000 000 user.numFacesI 0 0000 OODO.000 OO0
O Face APIO OO OOOO.

9. job
000000 0000 0000000,

10. phrase
O00 00O UIODO D000 OO0 O00000.(FS2FW1.0000 00000 O0O)

11. accessGroupld
o000 00 0o oob oo ooob oo 1e0oo0 oo b0 oooao.

BS2UserSettingEx

typedef struct
uint8 t faceAuthMode;
uint8 t fingerprintAuthMode;
uint8 t cardAuthMode;
uint8 t idAuthMode;
uint8 t reserved[28];
BS2UserSettingEx;

FaceStation F2

1. faceAuthMode
000 000 gob oo oo oo oooog.

300 0400
0 [100 00 200 00 | i
11 oo
12 oo 00
13 0O PIN
gd oo

14 00O oI
15 (00 00 PIN
254000 0 00O

0000 00@O0 O
2550 1)

2. fingerprintAuthMode
ood oo oo oo oo oo ooodo.
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300 O]anO
0 100 00 200 00 | i
16 |00
17 (00 0o
18 (0O PIN
00 0O

19 00 BIN
20 (OO 0o PIN
254000 O OO

0000 00@O0 O
2550 00y

3. cardAuthMode
oo o000 ob oo ob og ooboogg.

O (100 00O 200 OO0 300 00
21 (OO
22 |00 oo
23 |00 oo
24 |00 PIN
25 |00 o0 oo oo
26 (00O OO0 OO PIN
27 |00 00 OO0 PIN
od oo oo o
28 |00 O PIN
29 00O oo HEN
30 (OO oo PIN
31 |00 oo 00
32 |00 oo PIN
33 |00 o0 oo oo PIN
o0 oo
34 00O o PIN
o0 oo
35 |00 o PIN
254000 0O 00
gooo ood@on
ZSSDD oo) (

4, idAuthMode
000 000 oo I boo oo ooooaog.

0 |agd od 200 00 300 00
36 |ID oo

37 |ID RN

38 |ID PIN

39 |ID ob oo oo

40 |ID oo od PIN

41 |ID OO0 oo PIN
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0 200 oo 200 OO 300 Od
0o oo oo od
42 |ID PIN
43 |ID oad god
44 |ID 0o PIN
45 |ID oo 00
46 |ID aoad PIN
47 (ID o0 od og PIN
ogd oo
48 |ID 00 PIN
od oo

49 |ID 00 PIN
254000 0O 00

oooo oo@oa
255DD oo)
5. reserved
goo ooooao.
BS2UserFaceExBlob
typedef struct

BS2User user;

BS2UserSetting setting;

BS2 USER NAME user name;

BS2UserPhoto* user photo obj;

BS2 USER PIN pin;

BS2CSNCard* cardObjs;

BS2Fingerprint* fingerObjs;

BS2Face* faceObjs; // FS2, FL

BS2UserFaceExBlob;

BS2Job job;

BS2 USER PHRASE phrase;
BS2 ACCESS GROUP ID accessGroupId/BS2 MAX NUM OF ACCESS GROUP PER USER!;

BS2UserSettingEx settingEx;
BS2FaceEx* faceExObjs;

1. user
0000 00 000 oo ooooog.

2. setting
000 o000 0o oo ooo ooboooaao.

3. name
000 0000 000 oooo UTF-800O0O.

4. photo

// F2
// F2
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O00 0000 0O0O0ODOO0 Jpegd0 oobOoO.

5. pin
PNOOO OO0 BS MakePinCode OO O OO OO0OD ODOO DOOO DOOO.

6. cardObjs
000 000 00 00 0000 oog user.numCardsC 0 O0O0O0 O0O0O.000 OOO
Smartcard APID O OQOQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 uwser.numFingersO O OO00O0 ODO0O.000 O
OO Fingerprint APID OO ODOODO.

8. faceObjs
FaceStation2, FaceLite OOO UO0OUO OO0 U0 OO0 ODOO0O OOO user.numFacesOO O O
O00 O00.000 OO0 FaceAPIO OOOOOO.

9. job
goodoono dodo ooooodgao.

10. phrase
OO0 00O UIODO D000 OO0 OooooOg.(FS2FW 10000 ODOOOO Oo0)

11. accessGroupld
o000 oo oo ooo oo ooob oo 1ed0o0 ooo o oogoa.

12. settingEx
FaceStation F2 0000000 OO0 0 0ODO00O0.000 OO0 OO OO0 D OODO OODOO
Odoooodooooogd.

13. faceExObjs
FaceStation F2 000 OUOO U0 OO0 OO0 UOO0OQOO OOO user.numFacesO O OO0
O00.000 OO0 FaceAPID DO OOODO.
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