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User Management API

OO0 00 DO0OOO0O0OOOoOooooooo APICODO.

e BS2 GetUserList: OO0 OOO IDOOOO OOOOO.

e BS2 RemoveUser: 00O OO0 DOODOO.

e BS2 RemoveAllUser: 00 OO0O0O ODOODOO.

e BS2 GetUserinfos: 00O OO0 IDOD OO0 ODOOOO.

e BS2 GetUserinfosEx: [+ 2.4.0]1 000 O0O0QO IDO OO0 OOOOO. (Job code, User phrase
NN

. BSZjEnroHJser:[][J[] o000 ooooo.

e BS2 EnrolUserEx: [+ 2.4.0]1 000 OO0OO0O OO0OOO.(Job code, User phrase 0 0)

e BS2 EnrollUser: [+2.6.3]000 ODO0O0O OO0OOO.

e BS2 EnrollUserEx: [+2.6.3] 000 OO00O0O OOOOO.(Jobcode, User phrase 0 00)

e BS2 GetUserDatas: 000 OO0 OO0 O0OO0OODO ODOODO.

e BS2 GetUserDataskEx: [+ 2501000 000 OO0 ODO0O0ODO OODOOO.(ob code, User
phrase 0 0)

e BS2 GetSupportedUserMask: 0000 0000 OO0 OO0 OOODOO.

e BS2 EnrollUserSmall: [+2.6.3] 00000 0000 0OO0O0O0,000 D000 OOOOO.

e BS2 EnrollUserSmallEx: [+2.6.3] 00000 0000 O000O0O,000 OOOO ODOOOO.

e BS2 GetUserSmallinfos: [+2.6.3] 00000 0000 0O0O0O0O,000 OOODO IDO OO0
ogoood.

e BS2 GetUserSmallinfosEx: [+2.6.3] 00000 ODODO0O OO0OO,000 O0OO IDO O0OO
googg.

e BS2 GetUserSmallDatas: [+ 2.6.3] 00000 0000 O0000O,000 000 00O OO
I I O A O

e BS2 GetUserSmallDatasEx: [+2.6.3] 00000 O0O0O0O OO0ODO,000 OO0 ODOO O
goog ooooo.

e BS2 EnrollUserFaceEx: [+ 2.7.1] FaceStation F20 00 OOODO O0OOOO.

e BS2 GetUserinfosFaceEx: [+ 2.7.1] FaceStation F2000 OODO IDO OO0 OOOOO.

e BS2 GetUserDatasFaceEx: [+ 2.7.1] FaceStation F20 00 OO0 OO0 0OO0OOO OOO
ao.

OO0
BS2User

typedef struct
char userID[BS2 USER ID SIZE|;
uint8 t formatVersion;
uint8 t flag;
uintle t version;
uint8 t numCards;
uint8 t numFingers;
uint8 t numFaces;
uint8 t reserved2 ;
uint32 t authGroupID;
uint32 t faceChecksum;
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BS2User;

1. userlD
OO0 0000 OO0 O000,1~42949672950 OO0 OOoOO.

2. formatVersion

ggoono gog.

3. flag

O000 000 0000 flagdoOOd OROOO O00DOD.00000 00O oOood.
| RN

0x00 None

0x01 ggooo ogog
0x02 ggooo ogog
0x04 gooo oog
0x80 gooo ogood
4. version

ogoono og.

5. numCards

goodg bbb oo goooa.

6. numFingers
ooodo ooo oo ooooo.

7. numFaces
o000 ouono oo googog.

8. authGrouplD
00 00 000 0000 oobooo oo o ooo Ib.

9. faceChecksum
gogono og.

BS2UserSetting

oo
FaceStation F2 0 [
FaceStation F200 BS2UserSettingExdd OO0 OO OO.

typedef struct
uint32 t startTime;
uint32 t endTime;
uint8 t fingerAuthMode;
uint8 t cardAuthMode;
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uint8 t idAuthMode;
uint8 t securitylLevel;
+ BS2UserSetting;

1. startTime

000 000 oo oo oo gopooog.

978307200 (2001-01-01 00:00:00) U O OO ODOOODOD OO,000 OO DO OO OODO OO
ogg.

2. endTime

I I I I I o I N Y A
1924991999 (2030-12-31 23:59:59) U0 U0 OO0 ODLbOOO OO,o00 OO0 O OO OO
o ogooo.

3. fingerAuthMode
o0 oo oo oo oo oo ogooo.

g oo

0 [D0 000 oOoDo

1 [D00PNODO OO

254000 0O OO

2550000 00@UUo ooo ooo og)

4. cardAuthMode
oo o000 ob oo ob ocg ooogg.

EEN

oo odob od

ggb oo g od

OOOPNODO OO

000000000 PNOO OO
OoO0,00,PINOD OO

254000 0 OO

2550000 00@UUOOo ooo ooo og)

oju[slw[NO

5. idAuthMode
O00 000 OO0 IIboo 00 oOooog.

RN

oOoDIboOO0O0OOoOoOoooo
OOoDIbOO OPNDO OO

OO0 IbOoO0 0oooogPNOO OO

10 000 IDOC OOOOPNDDO OO
254|000 O OO

2550000 00@UUU ooo ooo oo)

Ol [wO

6. securityLevel
00 000D 00 oo o0 0bbb oo ooooo.

g (oo
0 ooooobo oD O
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RN

oo od odg od
oo oo ogd
oo og od
oo og od
oo oo oo od

u[rlwN=O

BS2UserPhoto

typedef struct
uint32 t size;
uint8 t data[BS2 USER PHOTO SIZE];
BS2UserPhoto;

1. size
000 0000 Do oooo gooog.

2. data
0000 O0O00 O0O0Ooo,00 1lekb00 OO O OOooOO.

BS2UserBlob

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name[BS2 USER NAME SIZE]|;
BS2UserPhoto photo;
uint8 t pin[BS2 PIN HASH SIZE];
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP_PER USER];

BS2UserBlob;

1. user
0000 00 000 oo ooooog.

2. setting
ool oo oo oo oo ooboooao.

3. name
000 0000 00O oooo UTF-8O O 0O.

4. photo
000 0000 00000 JpegOODDOO ODDOODO.

5. pin
PNOOO OO0 BS MakePinCode OO O OO OO0OD ODODOO DOOOOOO.

6. cardObjs
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000 000 OO0 00 0000 ood wser.numCardsU O ODOOD0O OOO.000 OO0
Smartcard APID O OQOQOOO.

7. fingerObjs
O00 000 OO0 00 000 0000 000 uvser.numFingersO O 0000 OO0O.000 O
OO Fingerprint APID OO ODOODO.

8. faceObjs
000 00D 0000 000 0000 000 user.numFacesI 0 0000 OODO.000 OO0
O Face APIO OO OOOO.

9. accessGroupld
0oo0d oo oo ooo oo ooob oo 1edoo0 ooo o oogoao.

BS2Job

typedef struct
uint8 t numJobs;
uint8 t reserved ;

struct
BS2 JOB CODE code;
BS2 JOB LABEL label;
jobs[BS2 MAX JOB SIZE];
BS2Job;

1. numjobs
O000 000 JobOOoooO.

2. reserved
oo ooogo.

3. jobs
T&AD OO0 JobO O OO DOO.

BS2UserBlobEx

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|BS2 USER NAME SIZE;
BS2UserPhoto photo;
uint8 t pin[BS2 PIN HASH SIZE|;
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
BS2Job job;
BS2 USER PHRASE phrase;
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uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP_PER USER];
BS2UserBlobEx;

1. user
0000 00 000 oo ogooog.

2. setting
o0 ol oo oo oo gooooao.

3. hame
O00 0000 00O oooo UTF-8O O 0O.

4. photo
000 0000 00000 JpegOODOO ODDOOODO.

5. pin
PNOOO OOO BS MakePinCode OO O OO O0O0DOD ODOO DOOO DOOO.

6. cardObjs
000 000 00 00 0000 oog user.numCardsC 0 O0O0O0 OO0O0O.000 OOO
Smartcard APID O OQOQOOO.

7. fingerObjs
O00 000 00 00 000 0000 000 uwser.numFingersO O O00O0 ODO00O.000 O
OO Fingerprint APID OO ODOODO.

8. faceObjs
000 000 OO0 OO0 OO0 OODb0DbO OO0 user.numFacesO O O0OO0O OOO.000 OO
O Face APIO OOOOOO.

9. job
000000 0000 0000000,

10. phrase
OO0 oo uUIOO0 ODOoOo oo obooooao.

oo oo o0 oo

FaceStation2 |V1.0.00 0O
FaceStation F2 |V1.0.0 O O
X-Station 2 V1.0.00O0O

11. accessGroupld
o000 00 0o oobo oo ooob o0 1ed00o0 oobo o oooao.

BS2UserSmaliBlob

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name[BS2 USER NAME SIZE]|;
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BS2UserPhoto* photo;

uint8 t pin[BS2 PIN HASH SIZE|;

BS2CSNCard* cardObjs;

BS2Fingerprint* fingerObjs;

BS2Face* faceObjs;

uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP PER USER!;
BS2UserSmallBlob;

1. user
good o obb ooo oooooo.

2. setting
U0 obob 00 oo oo obooooo.

3. hame
000 O00O0 000 ODO0Ooo UTr-8o0O.

4. photo
000 0000 00000 JpegODODOO ODDOODO.

5. pin
PNOOO OOO BS MakePinCode OO 0O OO O0O0OD ODOO DOOO DOOO.

6. cardObjs
000 000 00 00 0000 oog uwser.numCardsC O O0O0O0 O0O0O.000 OOO
Smartcard APID O OQOQOOO.

1. fingerObjs
O00 000 00 00 000 0000 000 uwser.numFingersO O 0000 ODO0O.000 O
OO Fingerprint APID OO OOODO.

8. faceObjs
000 00000 OO0 OO0 OODDO OO0 user.numFacesO O O0OO0O OOO.000 OO
O Face APIO OOOOOO.

9. accessGroupld
o000 oo oo ooo oo ooob oo 1edoo ooo o oogoag.

BS2UserSmallBlobEx

typedef struct
BS2User user;
BS2UserSetting setting;
uint8 t name|[BS2 USER NAME SIZE|;
BS2UserPhoto* photo;
uint8 t pin[BS2 PIN HASH SIZE]|;
BS2CSNCard* cardObjs;
BS2Fingerprint* fingerObjs;
BS2Face* faceObjs;
BS2Job job;
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BS2 USER PHRASE phrase;
uint32 t accessGroupId/ BS2 MAX NUM OF ACCESS GROUP_PER USER];
BS2UserSmallBlobEx;

1. user
0000 00 000 oo ooooog.

2. setting
ool oo oo oo oo ooboooao.

3. name
000 0000 00O oooo UTF-8O O 0O.

4. photo
000 0000 00000 JpegOODOO ODDOODO.

5. pin
PNOOO OO0 BS MakePinCode OO OO OO0OD ODODOO DOOODOOO.

6. cardObjs
000 000 00 00 0000 Ooog user.numCardsCU 0 OO0O0 O0OO.000 OOO
Smartcard APID OO QOQOOO.

7. fingerObjs
0000000000000 0000 00O user.numFingersI 0 OO0O0 O0O0O.000 O
00 Fingerprint APIO ODODOODO.

8. faceObjs
000 00D 0000 000 0000 000 user.numFacesl 0 0000 OODO.000 OO0
O Face APIO OOOOOO.

9. job
goodoono oooo ooooodoao.

10. phrase
000 oo uioo obobob oo ooooaoa.

oo o o0 oo

FaceStation2 |V1.0.0 00O
FaceStation F2 (V1.0.0 O O
X-Station 2 V1.0.00O0O

11. accessGroupld
o000 oo oo oobo oo ooob 0O 1edoo0 ooo o oogoaa.

BS2UserSettingEx

ogog
FaceStation F2 O
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FaceStation F2 0 0 0 0O OO BS2UserSettingD 000 0OO0O.

typedef struct {

uint8 t faceAuthMode;

uint8 t fingerprintAuthMode;

uint8 t cardAuthMode;
uint8 t idAuthMode;
uint8 t reserved[28];

+ BS2UserSettingEx;

FaceStation F2

1. faceAuthMode

bbb obob oo b oo oo ooooo.

300 0400
0 200 oo 200 OO 0 00
11 |00
12 00O 0o
13 |00 PIN

oo oo
14 |00 PIN
15 |00 0o PIN
254000 0O OO
oooo oo@oa o
ZSSDDD)
2. fingerprintAuthMode
000 000 oo oo oo ob boboooo.
300 0400
O 200 OO 200 OO 0 00
16 (OO
17 |00 0o
18 (0O PIN
oo of
19 00O PIN
20 (OO 0o PIN
254|000 0O 00O
oooo oo@oao o

ZSSDDD)
3. cardAuthMode
o0 oo oo oo oo obo ogooo.
0 (100 oo 200 OO 300 Oad
21 OO
22 |00 00
23 |00 oo
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0 (2100 OO0 200 OO 300 OO
24 |00 PIN
25 |00 o0 o0 od
26 00O OO0 OO PIN
27 |00 OO0 OO PIN
g0 oo og o
28 00 O PIN
29 |00 gg ogd
30 |[O00O og PIN
31 00O g od
32 |00 RN PIN
33 |00 oo oo ogd PIN
od oo
34 |00 g PIN
ogd oo
35 [O00O 0o PIN
254|000 O OO
oooo oo@oao
2550 00)
4. idAuthMode
000 OO0 OO I boo oo ooooao.
O (100 OO0 200 OO 300 OO0
36 |ID oog
37 |ID oog
38 |ID PIN
39 [ID oo oo ogd
40 |ID OO OO PIN
41 |ID OO OO PIN
oo oo og oo
42 |ID PIN
43 |ID 00 oo
44 |ID oog PIN
45 |ID oo oog
46 |ID Ood PIN
47 |ID 00 oo oo PIN
ogd oo
48 |ID oog PIN
ogd oo
49 |ID ood PIN
254|000 O 00O
oooo oo@oa
2550 0ood)
5. reserved

gbob oobooad.
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BS2UserFaceExBlob

typedef struct

BS2User user;

BS2UserSetting setting;

BS2 USER NAME user name;

BS2UserPhoto* user photo obj;

BS2 USER PIN pin;

BS2CSNCard* cardObjs;

BS2Fingerprint* fingerObjs;

BS2Face* faceObjs; // FS2, FL
BS2Job job;

BS2 USER PHRASE phrase;

BS2 ACCESS GROUP _ID accessGroupId|/BS2 MAX NUM OF ACCESS GROUP_PER USER];

BS2UserSettingEx settingEx; // F2
BS2FaceEx* faceEx0bjs; // F2
BS2UserFaceExBlob;
1. user

gooo ob obobo bbb bobooon.

2. setting
ol ot oo oo oo goboooaao.

3. name
000 0000 000 oooo UTF-80 0O 0O.

4. photo
000 0000 00000 JpegOODDOO ODDOODO.

5. pin
PNOOO OO0 BS MakePinCode OO O OO OO0OD ODOOO DOOOOOO.

6. cardObjs
000 0OUO0 OO0 00 0000 Oog user.numCardsCU 0 OO0O0 OOO.000 OOO
Smartcard APID OO QOQOOO.

7. fingerObjs
000 D000 0000000 0000 000 user.numFingersCI 0 OO0O0 O0O0O.000 O
00 Fingerprint APIO OODOOODO.

8. faceObjs
FaceStation2, FaceLite OO UUO0O U0 OO OO0 OOOQO OOUOO user.numFaces O [
O00 O00.000 OO0 FaceAPIO OOOOODO.

9. job
godoono oouo ooooodoo.

10. phrase
000 0D uidOo obobobO oo ooooaoa.
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od o od oo

FaceStation2 |V1.0.000O
FaceStation F2 (V1.0.0 O O
X-Station 2 v1.0.000O

11. accessGroupld
0000 00 OO0 000 o000 odboo0o o0 1e000 OO0 O oooo.

12. settingEx
FaceStation F2 0000000 OO0 O 0OO0O0O.000 OO0 OO0 OO0 O OOD OOOO

0 oodgooob oooogd.

13. faceExObjs
FaceStation F2 000 OOO OO0 OO OO0 OO0OOO OOO user.numFacesO O O OO0

O00.000 OO0 FaceAPIO ODODOODOO.
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