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System Design & Dev.

BioStar 2 API Quick Start Guide

Introduction

The official BioStar API developer website is https://api.biostar2.com. So, you can visit the official
website and get more detailed information on how to use BioStar API. In this article, I'm going to take
a closer look at a sample application that | made for those who are familiar with C# or standalone
Windows application. Since BioStar APl is RESTful API, those who are not familiar with RESTful API
might have difficulties implementing their own applications with BioStar API. Therefore, I'd like to
guide them to kick-start their development with the sample application in this article.

Features

This sample application is a Visual C# console application and includes four basic functions: login,
user creation, access group retrieval and log retrieval.

BN C:\Windows\system32Z\cmd.exe =

. Login
. Access Groups

3. Create User
4. Get Log
99 . Quit

iFigure 1. When you’ve launched the sample application]

First, you have to log in before using any other functions. If you type ‘1" and press Enter, the sample
application logs into your local BioStar server through BioStar Cloud. For now, you must configure
cloud settings in order to use BioStar API since BioStar APl works only with BioStar Cloud, and it’s not
possible to call BioStar API directly from you local BioStar server without using BioStar Cloud. We're
planning to release a local BioStar API layer in the near future.

- http://kb.supremainc.com/knowledge/


http://kb.supremainc.com/knowledge/doku.php?id=tag:system_design_dev&do=showtag&tag=System_Design_%26_Dev.
https://api.biostar2.com

2021/04/27 00:34 BioStar 2 API Quick Start Guide

Windows\system32\cmd.exe

1. Login

2. Access Groups
3. Create User
4. Get [.ut_|

79 . Quit

Login
2. Access Groups
3. Create User

StatusCode: 288, ReasonPhrase: ‘0K',. Uersion: 1.1, Content: System.Net.Http.StreamContent, Head
<

Access—Control-Allow—Origin: *

Vary: Accept—Encoding

Connection: keep—alive

Date: Thu, 24 Sep 2815 18:19:54 GMT

Set—Cookie: bs—clouwd-session—id=sx3A0aHwCECyRJGISsUoipF1p0Q6 .uhjBax2Fm2QUnLT g6 i59EXGGI RuRubgA

X¥-Powered-By: Express

Content—Length: 2716

Content-Type: application/json
¥
{Muser_did":"188" ., "login_id": "niceggall" . "email"" : "mhkim2Psuprema.co . kr'" . "user_group":{"id" """, "
T23:59:52.80Z" . "name" : "muhang kin'"."pin_exist":"false","security_level”:"8"."Fingerprint_templa
uBB8 GABEHEU ¢ gCw¥ qh3 BEBQLJOXBnLEpRnwY 6 C1ChFg ?K4WkLO8 s xkZwb S PCcHC2MAJYEFI 1 wZgBPDEFBizROATmNJc 6 gPA
“4BEREi~~~/4AERI jP- NH4AERI jM-=d79ARI jRE/N7gARI jRE-N7gARIBAREis 3uARI BREms 3uASMBREF ~3uASHFUU/#3uAsS
E6BAUUYQRI BKBiLFULEFJEZxroYXB5AMB jFHs EaGHME QUlgcd iCAEh jNEcaGGEI rurolUSuBnCSdLUFcFE8t x5SABB 1 CgBRL
KxEQMo=nkSABEDWRI Dgl I BFAKJcdBXF8 jSRRg I 6 LAxGQgYBillbEvkykSc I yHMNIx0QQOUgCEBhP .~ #8AABEF ~ 77 #uABES » » /|
RKu'/zN4CHBREgqru7zgl BRUS gg7vMA JRUU I mgmav KUUUU i ZrZaZdml 1WInZn dmZWZoempgYd2ZU0Ze "> 1, "cards " s [{""id"":
V. "description”:"Administrator Role">1."account_id":"55e3b4a%1f4dcff8718a51684", "password_streng
te"truel . {"module":"ACCESS_LEUEL", "read" :true. "write":true? . { "module " : "ACCOUNT ", "read" : true , " v
le'="DEUICE", "read" :true, "urite"truel . {"module" : "DEVICE_GROUP", "read" true, "write" :truel, {"'mnod
Y "read i true, "write " itrued . {"'module : "MONITORING", "read" s true, "urite " truel . {"module" : "SCHEDUL
urite":truel, {"module" :"USER_GROUP", "read":true, "write":truel, {"module" :"PRIVILEGE", "read" : t rue
a-zA-Z1)+/clear_alarm","read":true,"write":trueld . {"url": " doors/ C[B-Pa-zA-Z1)+/lock"."read": tru
Z1y+0pen’,. "read" s true, "urite itruel L Murl" " Adoors ACIB-2a—zR-ZL 1> +/c lear_anti_pass_back", "read'
Set—=Cookie: bs-cloud-session=id=sX%3A0aHwCZCyRJGISsVoipF1p006 .uhjlaz2Fm2QUmLT g6 i59EXGGI RwRubghod

[Figure 2. After logging in]

When successfully logged in, you get the information of the user that you used for logging in. The
user data is in the JSON format and includes very detailed data including fingerprint templates as you
can see from Figure 2. Now that we've logged in, we can use other functions. In order to retrieve
access groups, type “2" and press Enter.

=2 0= .-.—

Windows\system3Z\cmd.exe
Login
Access Groups
Create Uszer
Get Log
79 . Quit
{"message":"Processed SuccessfFully".'"status_code':"SUCCESSFUL"."total":"1",. "records " : [{"id":"1", "nanme'": "Fi
rst Access Group”,.description™:',"user_summary':"New User{l? + 1"."access_level_summary"”:"Access Level 1
+ B"> 12
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[Figure 3. Retrieving access groupsl]

As you can see from the screenshot, there is only one access group in BioStar 2 Server and the name
of the access group is “First Access Group” and if you look at the “user_summary” property, you can
notice that it has two users. Now type “3” and press Enter to create a new user. You will be asked to
enter the user ID. | entered “98” as user ID and got the success message from the server.

i BEIE—)

BN C\Windows\system3Z\emd.exe

MY Yname s VP

vevfecess Level 1

Groups

eate User

Created successfully"."status_code':"CREATED" . "user_id":"98"'3

[Figure 4. Creating a new user]

Lastly, let’s retrieve log events from the server. Type “4” and press Enter and you will get log data
from the server as shown in the screenshot below:
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09 . Quit
Bucc d = log from 2815-89 B7:27Z to 28015-89-24T18:45:2
fully' ] q_-udn:"'""'l.llljf; FULY, "tot
1978- H %[5 Air 24T1P:45:287 |
d Succe F
'‘BioStation

A8 86 . BBL
event _type
1_1L1_r1||" "ENROLL_

lt-"JE‘J"

AL —A?7—21TH 7. A g, ¢ - ,_"rprmn- datet ime

216", "name "'
i].ll..i.ul JELE - s
ion 2 54968: "
o |‘|u

. "description
nA ( - ! +E 2y e aREEM"" 2 . < Vde B gk | : tion 2 L46
(192 .168.16. ‘l:RJ"‘ " e 475 L 21TA?:42:11 .BAZ"' . i index': »_datetime™

[Figure 5. Gettin log list]

Analysis of the source code

1. Login

The most important part in this sample application is log-in. Let’s take a look at the function below:
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24 5 static async void LoginTask()

{

P
A

=]
&

string resourceAddress = "hitps://api.biestar?.com/vl/login™;

a
-

HttpClient httpClient = new HttpClient();

3 Pd P
0 g s

=]
1

Javascriptserializer serializer = new Javascriptserializer();

cticnary<string, 5t"1r-g> dicLoginUser = mew Dictionary<string, string>();
dchDganser Add("name", "ts22");
dicLeginuser.add(" ":'n__wcr_.', "rla
dicLoginuser.add("user_id", "nice

W W W L P
oW B W P e 0D
b

o
i

string jsonLoginUser = serializer.Serialize(dicLoginuser);

29 tringContent s¢ = néw Stringfontent(jsonLoginuser, Encoding.UTF8, "application/json”™);
g ittpResponseMessage httpResponse = await httpClient.PostAsync(resourceaddress, sc);

if(httpResponse.IsSuccessstatusCode == true)

F

i
( le.writeLine(httpResponse. Tostring());
string httpResponseBody = await httpResponse.Content.ReadAsstringasync();
JiriteLine(httpResponseBody);

m responseMemorystream = new t ();
stre: SW = new St iter(responseMemoryStream) ;
sw.Write(httprResponse.Tostring());
sw.Flush();

bool issessionIDContained = httpResponse.Headers.Contains("set-Cookie™);
if (issessionIDContained == true)

IEnum e<string> sessionEnum = httpResponse.Headers.Getvalues("set-Cookie™);
f\.reachgstl ing element in sessionEnum)

{

e.WriteLine("set-Cookie: " + element);
string[] strCockieArr = element.Split{new string[] { "bs-cl
string[] strCockieArr2 = strioockieArr[1].5plit(new st
a4 sessionID = strCockiearr2[e];

" %}, Stringsplitoptions.None);
toptions.None);

65 t

5 }

7 else

] Console.WriteLine("Session ID not found™);
78 1

71 }

72 else

73 {

74 Console. WriteLine("Failed to log in™);

75 Console. WriteLine{httpResponse. Tostring());
75 }

77 A

- Line 26: This is the URL that we are using to log in to your local BioStar server. We only allow HTTPS
protocol and “api.biostar2.com/v1/” is prefix. “login” after the prefix indicates a behavior or action
we want to take.

- Line 27: In this sample code, we use class HttpClient to send a request and receive a response from
the BioStar Cloud.

- Line 30: Class JavaScriptSerializer is needed to convert the data into JSON formatted data or parse
the JSON formatted data into any format you want.

- Line 32-35: These lines creates a dictionary which consists of a string key and a string value. Three
parameters are essential: your subdomain name, ID and password. The “name” field is for the
subdomain name, so set this field to your subdomain name.

- Line 37: This line converts the dictionary to a JSON formatted string.

- Line 39: This line sets the JSON formatted string as the HTTP request content, UTF8 as encoding
option, and JSON as media type.

- Line 40: We use HTTP POST method to make a HTTP request for login.

- Line 45-53: We output the content of the HTTP response for debugging purposes.

- Line 55-65: If the login information is valid, we receive the session information from the server.
Every time we make an API call, we have to put that session information in the HTTP header. So, line
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55 to 65 extracts the session information from the HTTP response header for later use.

2. Retrieving access groups

static async void AccessGroupsTask()

204 i
285 if (sessionID == null)
e {
267 Console.WriteLine("You must log in first!"™);
return;
209 }
211 CookieContainer cookieContainer = new CockieContainer();
212
213 HttpClientHandler handler = new HittpClientHandler();
handler.CookieContainer = cookieContainer;
216 HttpClient client = new HttpClient(handler);
217
2186
219 cookieContainer.Add(new Uri({"hitps://api.bigstar2.com™), new Cookie{"bs-cloud-session-id", sessionID));
228 HttpResponseMessage httpResponse = await client.GetAsync("https://api.biostar2.com/vl/access groups");
223 if (httpResponse.IsSuccessStatusCode == true)
223
224 string httpResponseBody = await httpResponse.Content.ReadAsStringAsync();
225 Console.WriteLline(httpResponseBody);
IIE, }
227 else
228 {
229 Console.Writeline("Retrieving Access Groups Failed");
238 Conscle.Writeline(httpResponse.ToString());
23 }
}

- Line 205-209: We first need to check if the login was successfully made and the session ID was
stored.

- Line 211: We use class CookieContainer to send the session ID information to the BioStar server.

- Line 219: When putting the session ID in the cookie, we have to specify the URI.

- Line 220: Retrieving access groups should be done via HTTP GET method.

3. Retrieving events
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125 = static async void GetLogTask()
126 {
127 if(sessionID == null)
128 {
129 Console . WriteLine("You must log in first!™);
138 return;
131 }
132
133 CockieContainer cookieContainer = new CockieContainer();
34
135 HttpClientHandler handler = new HttpClientHandler():
136 handler.CookieContainer = cookieContainer;
137
138 HttpClient httpClient = new HttpClient(handler);
39
148 HttpClient client = new HttpClient(handler);
141 cookieContainer.Add(new Uri("https://api.biostar2.com™), new Cookie("bs-cloud-seszion-id™, sessionID));
142
143 string resgurceAddress = ° ; i.bi r itori rch";
144
145 string startTime = "1978-81l-017T00:08:88Z";
146 string endTime = DateTime.UtcMow.ToString(™yyyy-MM-ddTHH:mm:ssZ");
147
148 DateTime dtlatestLogTime = new DateTime(1976, 1, 1);
49
158 JavaScriptSerializer serializer = new JavaScriptSerializer();
152 for (int logCallIndex = @; logCallIndex < 168@; logCallIndex++)
153 {
154 endTime = DateTime.UtcMow.ToString("yyyy-MM-ddTHH:mm:ssZ");
55
156 string payload = "{ \“datetime\": [\"" + startTime + "\", ™" + endTime + "\"] }7;
157
158
159 StringContent sc = new StringContent(payload, Encoding.UTF8, “application/json®);
168 HttpResponseMessage httpResponse = await httpClient.PostAsync(resourceAddress; sc);
162 if (httpResponse.IsSuccessStatusCode == true)
164 Console WriteLine("Succeeded to retrieve log from " + startTime + " te " + endTime);
165 string httpResponseBody = await httpRespense.Content.ReadAsStringAsync();
166 Console.WriteLine (httpResponseBody);
168 endTime = startTime;
169
17a Dictionary<string, dynamic> logvalues = serializer.Deserialize<Dictionary<string, dynamic»>(httpResponseBody);
171 foreach{KeyValuePair<string, dynamic» logElement in logValues)
172 {
173 if (logElement.Key == “records”)

foreach (Dictionary<string, dynamic» recordElement in logElement.Value)

177 if(recordElement.Containskey("datetime™))
178 {
179 Console.WwriteLine(recordElement [ "datetime™]);
1@ DateTime dtLogTime = DateTime.Parse(recordElement["datetime™]);
182 if(dtLogTime > dtlLatestLogTime)
183 1
184 dtlLatestLogTime = dtlLogTime;
185 startTime = dtlLatestLogTime.TolUniversalTime().AddSeconds(1).ToString("yyyy-M4-ddTHH:mm:55Z");
186 }
187 }
- }
159 }
190 }
192 System.Threading. Thread.Sleep(1888);
193 }
194 else
195 {
196 Console.WriteLine("Log Retrieval Failed from " + startTime + © to " + endTime);
197 Console.Writeline(httpResponse.ToString());
158 break;
199 }

- Line 152: We use the For loop to repeatedly retrieve the events from the server at an interval.

- Line 154-156: When retrieving the events from the server, we have to specify the start time and end
time. This time, rather than using class Dictionary, we build a JSON formatted string manually for
demonstration purposes.

- Line 170-188: We use class Dictionary with a string key and a dynamic value to parse the JSON
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formatted data into a dictionary data structure. Since the events are in the form of an array, we
have to use dynamic type of value in the dictionary.

4. Creating a user

I E static async void CreateUserTask()

{

if (sessionID == null)
r
1

le,WriteLine("You must log in first]|™);
return;

kieContainer cookieContainer = new CookieContainer();

tpClie handler = new HttpClientHandler();
handler.CookieContainer = cookieContainer;

HttpClient httpClient = new HttpClient(handler);

t client = new HttpClient({handler);
cookieContainer.Add(new Uri("https://api.biostar2.com™), new Cookie("bs-cloud-session-id”, sessionID));

string resourceAddress = “https://fapi.biostar2.com/vl/users”;

Console,WriteLine("Input User ID: ");
string userInputID = Console.ReadLine();

162 JavaScriptSerializer serializer = new JavaScriptSerializer();

Dictionary<string, string» dicMewUser = new Dictionary<string, string»>();
dicNewUser.Add("user_id", userInputID);

187 string payload = serialirer.Serialire(dicNewUser);
StringContent sc = new StringContent(payload, Encoding.UTF8, “"application/json™);

HttpResponseMessage httpResponse = await httpClient.PostAsync(resourceAddress, sc);

- Line 99-100: We receive a user input for the ID of a new user.
- Line 104-105: The only mandatory property that we have to provide when creating a new user is
user ID.

Conclusion

So far, we have taken a brief look at how we can utilize BioStar API. Much of this article is not BioStar
API specific. Rather, it's about basic usage of class HttpClient and what to do to use Web API.
Therefore, even if you're not familiar with using Web API, | believe you can kick start on how to use
BioStar API with this article. For more detailed information on BioStar API, visit our BioStar API
website: https://api.biostar2.com
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