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How to Configure a Custom Level(Example
for 2.6.3)

Below can be an example of how you can realize features that are changed in 2.6.3

- Employee name: Max

- Employee group(User Group): IT

- Device used when entering from the main entrance(Device Group): BioStation L2
- Working Space(Door Group): IT Main Office Al

- Department(Access Group): IT Department

Admin Item Settings and Admin Menu Settings can be properly configured to reflect the example
above.

1. Because Max belong to IT Department, we can setup Access Group and Access Level via Access
Control menu.
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BioStar 2 ) settings g Port (7) About () Help

—

Access Group

Access
Group

Access

Lavel Status

IT Department
IT Department

2. When Creating Access Group, you will be prompted to create Access Level
- Assigning a user will not be necessary as we will assign a user to a specific user group.

BioStar 2

...........

| Cancel

3. Let's go to Door menu to setup Door Group, right click on All Doors and click “Add Group” to add
Door Group
- You can see the Door Group created below it, here it is named to IT Main Office Al.

- http://kb.supremainc.com/knowledge/



2022/07/22 11:11 3/7 How to Configure a Custom Level(Example for 2.6.3)

BioStar 2 @ Settings % Port ® About @ Help

All Door Groups

5 All Doors

IT Main Office Al

IT Main Office Al

IT Main Office Al ITI

BioStar 2 @ settings g5 Port (@) About () Heln

<+ IT Main Office Al n

Information

Deserigtion

Configuration

+ Entry Device gioStation L2 $40084 §2.168,14.164)
+ Doat Pelayfs) Relay 0 of BioStation L2 §40084005 (192.168,14.164) Device

+ Exit Button

4. Now move on to Device Tab and just as we've done it, right click on All Devices to click “Add Device
Group”
- You can see the Device Group created below it, here it is named to BioStation L2(IT)
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BioStar 2

All Devices

BioStation L2(IT)

E BioStation L2 5400840...
Waiting Device

USB Device

5. Click the device, and then assign its group.

BioStar 2

B setings g Port (D) About () Help

@ Settings % Port @ About @ Help

All Devices

540084005 Bio

+ BioStation L2 540084005 (192.168.14.164)

Information

"

- Firmware Version * Fumware Upgrade
Kermel Version
Restors to defalt Al Withaut Network Locke
* Tima Zone UTC) W. Eurepe Standard Time, London, Lishon, Casablanca
- Daylight Saving Time
System
- Display Date

Get Time

Date Format
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6. Let's go to Settings = Account - Add Custom Level

BioStar 2 (G settings % Port (1) About (P) Help

| i) <« Account

> Administrator

User Operator ‘

Monitoring Operator
Administrator

IT
User Operator

T&A Operator
Monitoring Operator

User
IT

T&A Operator

User

7. Here it will be named IT, and we will set all of the Admin Item Settings that we created previously
- We will create User Group in the next step, and then you can come back to this menu to assign the
created User Group.

- This user will only have “Read” rights for all of the Admin Menu Settings

BioStar 2 @) setings gy Port () About (F) Help

8. Finally, let's create a user by going to User menu
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- Likewise, right click on All Users and click “Add User Group”, here it is named “IT”

BioStar 2 @} Settings ﬁ Port @ About @ Help

| = | All Users

» User ‘ Status

All Users 2 ‘

IT 1

1 Administrator

2 Max

9. Add a new user and set appropriate Group(User Group), Operator Level, and Access Group that we
just created.

- set the Login ID and Password that you can remember well - at this point you can go back to step 7
and assign the created custom level to the user group that this user has set

- this will automatically set the user Max to be accounted for the custom level

BioStar 2 @ settings oy Pont (1) About () Help

+  Max .

Information

+ Add Photo
Operatar Leval 0

10. Now when you log out and login as Max, you can see that privilege of this user is limited
- below is the example of this user not being able add any User on User menu
- it will be the same for all of the other menus of BioStar 2, as this user does not have any privilege to
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edit something.

BioStar 2 @ settings () About (F) nel
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