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How to Install BioStar 2 with MSSQL

BioStar 2 is a web-based, open, and integrated security platform that provides comprehensive
functionality for access control and time & attendance. There are two types of databases to use in
BioStar 2 (Maria DB and MSSQL). The databases each have different methods for installing BioStar 2.
Here, we will cover how to install BioStar2 with MSSQL step-by-step.

Note: Direct installation of BioStar 2 with the MS-SQL database currently is not supported. Therefore,
users who want to use BioStar 2 through the MS-SQL database need to configure the MS-SQL settings
to set up the environment for BioStar 2 prior to the BioStar 2 installation process.

MS-SQL Installation

1. Download Microsoft SQL Server Express or Install Microsoft SQL Server Standard Edition.
2. Right-click the Setup file and run as administrator.

3. Choose the installation type as “Custom.”

Select an installation type:

Basic Custom Download Media

Download and execute the full SOL
Server for Windows Setup
expenence for a customized install
with multiple features.

®

Choose installation type as Custom. ««

4, Click the first item on the list.
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5. At Feature Selection, you can select the Instance Features on the MS-SQL to your preference.

6. At Instance Configuration, specify the name of ID for the SQL Server. It is highly recommended to
name it “SUPREMA.”

7. At Database Engine Configuration, select “Mixed Mode,” and the set the password for the sa
account.

8. After completing the installation, open SQL Server Configuration Manager.
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9. Right-click “Protocols for SUPREMA” and click “TCP/IP Properties.”
10. Choose “Yes” for Enabled, and set up the TCP Port (ex. Here, it is set to 1433). Press Apply.

11. You must restart the service to apply changes. Go to SQL Server Services, and right-click the
second item from the list. Click “Restart.”

12. Go back to SQL Server Installation Center. Click the third item on the list. This will redirect you to
the link to download the SQL. Server Management Studio.

13. Download the SQL Server Management Studio. Run as administrator. You will need to restart to
complete the installation.

14. After restart, open Microsoft SQL Server Management Studio.

15. Create 3 New databases. Right-click Databases and select New Database. Name the Databases
“BioStar2_AC,” “BioStar2_TA,” and “BioStar2_VE.”
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17. Expand Security and right-click Logins. Select New Login.

18. Choose Login name. It is recommended to choose biostar2. Then select “SQL Server
authentication” and set the password.
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19. At “Server Roles,” select “sysadmin” to give privileges to the new user (biostar2). At User
Mapping, select the newly created databases to assign to biostar2. Also assign biostar2 as the
db_owner for each database. This account will be used to log into the three MS-SQL databases.
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BioStar 2 Installation

Before installing BioStar 2, please refer to the BioStar 2 Installation Guide at BioStar 2 Package to
check the system requirements for your computer.
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System Requirements

Item Smiall Medium Enterprise
Environment Total Devices 1to50 5110 100 101 vo 1,000
Windows 7(5P1 or higher), Windows 8, Windows B.1, Windows 10, Windows Server 2008
R2(5P2 or mghﬂl_ Windows Server 201 2, Windows Server 2012 B2, Windows Server
oS 2016, Windows Server 2019
+ Windows virtual emvironments on Mac Boot Camp are not suppored
System
requirement Duinbass MariaDB 10.1.10, M3 50U Server 2012, M5 30L Server 2014 5PZ, M5 501 Server 2016
(Server) SP1, M5 50L Server 2017, M5 50L Server 2019
CPU 2 GHz Dual Core 4 GHz Quad Core 4 GHz 16 Core
RAM BGB 16 GB 32GB
55D 512G 1TB 1TB
Systam cPU 1 GHz 1 GHz 1 GHz
requirement RAM 4GB 4GB 4GB
e} Web Browser Google Chrome 75 or later [:‘}

BioStar 2 Video Extension

Item Medium Recommended
CPU 4 GHz Quad Core 4 GHz Quad Core
RAM BGB 16 GB
HDD 2TB 4TB

1. Download the latest BioStar 2 Setup file at BioStar 2 Package. You can choose the (x64) or (x86)
setup based on your computer’s system requirements.

2. After downloading the BioStar 2 setup file, right-click and click “Extract All...".
3. Right-click the BioStar 2 Setup and run as administrator.

4. Select Setup Language.

5. After carefully reading the license agreement, select “l accept the agreement” and click “Next >"
to proceed.
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Setup - BioStar 2(x64) = X
License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Software End User License Agreement ~

SUPREMA, INC.
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY
BEFORE INSTALLING OR USING THE SOFTWARE OR ANY ACCOMPANYING w

(®) I accept the agreement
(_) 1 do not accept the agreement

h'i::{t:v | Cancel

6. The first account that will be used to login to BioStar 2 will be the admin. Customize the admin
password based on the password requirements displayed at the Setup. Please note that it is difficult

to recover the admin password, so make sure to not forget the admin password once you have set it.
Click “Next >" to proceed.

E’ Setup - BioStar 2(x64) - *

Admin User
Enter the password for admin user.

Usarname : adrnin
Password : |u|
Confirm password : |

1. It must contain between 8 and 16 characters.

2. It can contain only English letters, numbers from 0 to 9,
and certain spedal characters (e.g. !, §, £, 9%&).

3. It must contain at least one alphabet character and at least one number.,

Warning .
-Admin user password must be managed carefully not to be forgotten.

<Back || Next> | | Cancel

7. Choose “Custom installation” as the Database installation type.
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m Setup - BioStar 2(x64) - x

Database installation type

Select a database type for BioStar 2. You can either install a new database or
connect the existing database.

(") Express installation

Use this option for quick installation with the built-in MariaDB server,
The installer will automatically install the MariaDE database server
and create the database,

(®) Custom installation

Lise this option to create database schema on an existing database

on a database server (MariaDB8 [ MSS0L) on the local or remote server,
Make sure that the database and user account are created and configured
before starting the installation.

< Back MNext = Cancel

8. Choose DB Type as MS-SQL. Input the Server IP (you can see the Server IP by typing “ipconfig” on
the Command Prompt). Input the Server port (Here, it is 1433 configured previously at MS-SQL).

9. Input the DB name based on the database created at the Server Management Studio.

ﬂ Setup - BioStar 2(x64) — b4
Custom installation
If you choose database type, you must enter the Root privilege account
information.
DB Type : MS-SQL “ | [] mssql windows auth.
Server IP - 192.168. 116.45 VE DB name = |EOStﬂ’2_"l'E
Server port : 1433 VE Username : ||i“'=f5':ﬂf2
VE Password : llulllu-.-.

AC DB name : IB-oStHZ_AC

AC Username : | biostar2
ACPassword: |eessssses

TADEname: |BioStar2_TA
TA Username : 'I:-oﬁtarz
TA Password : 'I'I'I'I'llll-l

[] Gererate the database tables

< Back

10. Select destination location for the installation.

11. Select the folder for the Encrypt Key Storage Directory. The encrypt key is critical for operating
BioStar 2, and please do not alter the location of the file or the file once you have set the location.
Click “Next >" to proceed.
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E Setup - BioStar 2(x64) = *

Encrypt Key Storage Directory
Select the location to store the enarpyt key

‘Selact a folder to store the encrypt key and dick ‘Mext'

To continue, dick Next. If you would like to select a different folder, dick Browse.
C :%Program FilesYWBioStar 2(x64)util Browse...

Warning
Select the path where the enarypt key file will be stored.
Please do not alter the file once the location is set.

< Back | He:x:'&:l Cancel
12. Read the Responsibility for protecting personal information.

Setup - BioStar 2(x64) - X

Responsibility for protecting personal information

Please be aware the system administrator has the responsibility to comply
with the applicable laws of each country when using personal information,
biometric data or any other stored material. To protect the data stored in the database
it is recommended to use the Encrypt Personal Data on Database option.

<Back Ngxrh] Cancel

13. Here, you can customize the port setting. Change the default port setting if that port is being
used.

- https://kb.supremainc.com/knowledge/


https://kb.supremainc.com/knowledge/lib/exe/detail.php?id=en%3Ahow_to_install_biostar_2_with_mssql&media=en:mssql_install_13.png
https://kb.supremainc.com/knowledge/lib/exe/detail.php?id=en%3Ahow_to_install_biostar_2_with_mssql&media=en:mssql_install_14.png

2022/11/08 21:31 10/12 How to Install BioStar 2 with MSSQL

[&] Setup - BioStar 2(x64) - X

Port Setting
Port Setting Enter a valid port number.

HTTPS Port for Web Server

Enter the desired port number between 10 and 65534,
The default port number is 443,

Availability: OK

Device Port for Communication

Enter the desired port number between 10 and 65534,
The default port number is 51212.

51212 | Availability: OK

< Back Neuté:l Cancel

14. Select the components to be installed at BioStar 2. Choose the USB Device Agent if the installation
of the USB Fingerprint Reader (BioMini Plus 2) or the USB Card Reader (DE620) is required. If you
install the USB Device Agent, you will need to restart your computer to complete the installation
process.

[&] Setup - BioStar 2(x64) = %
Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

Full installation w

BioStar 2 3,650.7MB

i [] server 3,650.7MB
LSB Device Agent

Current selection requires at least 3,735.0 MB of disk space.
< Badck Mext l}] Cancel

15. After the installation process has been completed, open BioStar 2 Settings to confirm the system
status. Check the Service Status and the HTTPS Port.
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%) BioStar Setting

Sarvice Status

Th eb Server service has been started | Runming Stop
e el
@ | The BoSta ervice has been started | q Stop
frm e
:@ﬁ_ | The TEA b ce has started [ Runmning Stop
||' deo License is not acti ated | Stopped
e il
Web Server Configuration
A e [
”
Database Server Configuration
DB Type | |MSSQL r
Host | 192.168.116.45 Port 1423
[
Database Name b';‘tzbase User Database Password
AC ||'. 5tar2_AC | —— |
TA ||.-':':'.e-_' TA biostar2 [
Video |L-'-:-.-?:-_' JE |:.: tar2 [ """""

How to Install Certificate for BioStar 2

If you try to open BioStar 2 right after installation, you will get the following privacy error message.
Currently, there is no certificate installed at BioStar 2. So, the web protocol is displaying “Not secure.”
Please refer to How to configure HTTP or HTTPS protocol for steps to install the certificate for BioStar
2. Then, it will be displayed as “Connection is secure.”

i) BioStar 2 X

-+

C | A Mot

secure

hitas:

92.1
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Note: For the best experience at BioStar 2, use Google Chrome as the browser to access BioStar 2.
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