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BioStar 1, FRR

How to resolve False Rejection Issue

In this document, we would like to introduce how to resolve false rejection issue.
Why false rejection occurs

When there are numerous number of “Identify Fail” logs, it is highly that users’ fingerprint quality is
low or the users did not place his/her finger correctly on the sensor.
Below is an example of users who are experiencing “ldentify Fail”.

Realtime Monitoring  Log Lisk ]

Perind | 6f16{2014 =l I Event I PO [~ _I Get Log Clear
~ [enarzn | [ User | .|

[~ Show Image [~ Device ID | _I [T Metwork Log

'Q Date Devic, .. Device Event Tewh Event User ID ser Skatus

2014-06-15 06:15:17 53767  OLD BUIL... Identify Success 6174 JUGEMCE...
2014-06-15 07:54:09 53771 OLD BUIL... Identify Success 6150 BRAJESH ...
2014-06-15 05:06:51 52700 MEWEBLIL... Identify Success 5545 KEDARIP...
2014-06-13 05:13:46 23765 MEW BUIL... Identify Fail o
2014-06-15 05:13:54 53765 MEW BUIL... Identify Fail ]
2014-06-13 05:14:02 23765 MEW BUIL... Identify Fail o
2014-06-15 0F:16:04 53767  OLD BUIL... Identify Success 6201  ASHISHD.,..
2014-06-15 05:16:56 52751 MEWELUIL... Identify Fail ]
2014-06-18 05:17:06 52751 MEWBUIL... Identify Fail 0
2014-06-15 05:17:15 52751 MEWEUIL... Identify Fail ]
2014-06-15 05:15:01 53765 MEW BUIL... Identify Fail 0
2014-06-15 05:15:05 52700 MEMW/EUIL... Identify Success 5455 RAM DHA,,.

When there is a false rejection issue after adjusting the security level to solve a false acceptance
issue, users should re-enroll their fingerprints.

Analyzing false rejection issue

Open BioStar Client and go to [Monitoring] menu. Select the date and device where false rejection
happens. As shown below, there are numerous number of “Identify Fail” logs. From this log, we can
assume that these users tried multiple times to get “ldentify Success”.
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Realtime Monitaring  Log Lisk l
Period 6182014 - [~ Ewvenk
| J J et Log Clear
~ [&i1a/z014 =] ™ User J
[~ show Image W Device ID MEWBLILDING_1_224 v | T Mebwork Log
4_7;_] Date Dievic Device Event T&d Event L., | User Skatus
2014-06-18 03:16:56 52751 MEWEBUILDIMNG_1_224 Identify Fail 0
2014-06-1803:17:06 52751 MEWEBUILDIMNG_1_224 Identify Fail 0
2014-06-1808:17:15 52751 MEWEBUILDIMNG_1_224 Identify Fail 0
2014-06-18 08:22:52 52751 MEWEBUILDIMNG_1_224 Identify Fail 0
MEWEBUILDIMNG_1_224 Identify Fail 0

2014-06-15 05:23:01
2014-06-18 ]
2014-06-15 05:25:21
2014-06-18 05:25:44
2014-06-15 05:25:59
2014-06-18 05:31:22
2014-06-15 0F:32:53
2014-06-138 05:33:05
2014-06-15 05:33:14
2014-06-13 05:33:42
2014-06-15 05:33:52
2014-06-13 05:34:03
2014-06-15 0F:39:00

MEWEBLILDIMNG_1_ 224
MNEWEBUILDIMNG_1_224

52751 MEWBUILDIMG_1_224
52751 MNEWEBUILDIMNG_1_224
52751 MEWEBUILDIMG_1_224
52751 MNEWEBUILDIMNG_1_224
52751 MEWEBUILDIMG_1_224
52751 MNEWEBUILDIMNG_1_224
52751 MEWEBUILDIMG_1_224
52751 MNEWEBUILDIMNG_1_224
52751 MNEWEBUILDIMNG_1_224
52751 MNEWEBUILDIMNG_1_224

Identify Success
Identify Fail
Identify Fail
Identify Fail

Identify Success

Ident& SUCCcess
Identify Fail
Identify Fail
Identify Fail
Identify Fail

Identify Success

Identify Success

0
0

1]

5371 RAIL...
S020 ZUE...

0
0
0
0

5451 DA,
2370 VIKA...

Look for the user ID who is experiencing “ldentify Fail” more than three times.

FR_issue.cs¥ - Notepad

File Edit Format Wiew Help

2014-06-18 08:16:56,52751 ,MEWBUILDING_1_224 ,Identify Fail,,O,,

2014-06-18 0B:17:06,52751 ,MEWBUILDING_1_224,Identify Fail,,O,,

2014-06-18 0B:17:15,52751 ,MEWBUILDING_1_224,Identify Fail,,O,,

2014-06-18 0B:22:52,52751 ,MEWBUILDING_1_224,Identify Fail,,O,,

2014-06-18 0B:23:01,52751 ,MEWBUILDING_1_224,Identify Fail,,O,,

2014-06-18 08:23:10,52751 ,MEWBUILDING_1_224,Identify Success, 5558, SwWAYAMEER
2014-06-18 0B:25:21,52751 ,MEWBUILDING_1_224,Identify Fail,,o,,

2014-06-18 0B:25:44,52751 ,MEWBUILDING_1_224,Identify Fail,,o,,

2014-06-18 0B:25:59,52751 ,MEWBUILDING_1_224,Identify Fail,,o,,

2014-06-18 08:31:22,52751,MEWBUILDING_1_224,Identify Success,,5371,RAJIV JAISwWAL,
2014-06-18 (08:32:53,52751,MEWBUILDING_1_224,Identify Success,,5020,2ZUBER AHMAD KHAM,
2014-06-18 0B:33:05,52751 ,MEWBUILDING_1_224,Identify Fail,,o,,

2014-06-18 0B8:33:14,52751 ,MEWBUILDING_1_224,Identify Fail,,o,,

2014-06-18 0B:33:42,52751 ,MEWBUILDING_1_224,Identify Fail,,0,,

2014-06-18 0B:33:52,52751 ,MEWBUILDING_1_224,Identify Fail,,o,,

2014-06-18 08:34:03,52751,MEWBUILDING_1_224,Identify Success,,5451,DADHI RAM,
2014-06-18 08:39:00,52751 ,MEWBUILDING_1_224,Identify Success,,5870,VIKAS KAUSHIK,
2014-06-18 0B:39:20,52751 ,MEWBUILDING_1_224,Identify Fail,,0O,,

2014-06-18 0B:39:28,52751 ,MEWBUILDING_1_224,Identify Fail,,0O,,

2014-06-18 08:39:31,52751 ,MEWEBUILDING_1_224,Identify Success,,5136,PIYUSH K ,
2014-06-18 08:42:23,52751 ,MEWBUILDING_1_224,Identify Success,,5355,RAMESH CHAND,
2014-06-18 08:42:36,52751 ,MEWBUILDING_1_224 ,Identify Fail,,O,,

2014-06-18 0B:42:45,52751 ,MEWBUILDING_1_224 ,Identify Fail,,o,,

2014-06-18 0B:42:52,52751 ,MEWBUILDING_1_224,Identify Success,,5436,BABU RAM,
2014-06-18 08:44:40,52751 ,NEWBUILDING_1_224,Identify Success,,5482,CHANDRA PRAKASH,
2014-06-18 (08B:44:55,5275) ,NEWBUILDING_1_224 ,Identify Fail,,O,,

2014-06-18 08:45:07,52751 ,NEWEBUILDING_1_224,Identify Success,,565%,0M PRAKEEH,
2014-06-18 (08:45:15,52751 ,NEWBUILDING_1_224,Identify Fail,,O,,

2014-06-18 08:47:07,52751 ,NEWBUILDING_1_224,Identify Success,,5421,KIRAN I¥OTI,
2014-06-18 0B:48:07,52751,NEWBUILDING_1_224,Identify Success,,5942,GIRRA] SIMNGH, &
4| LH

5558
5371
5451
5136
3436
3437
736
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Now, move to [User] menu and search the user ID. It is important to check the fingerprint quality.

When the location of the templates is different between each template, users should enroll their
fingerprint again. Please see the below examples.

—Basic Information

Marme

Departrent
Telephone

Password

| PIYUSH K

Modify Priva

E-Mail I
&dmin Lewvel I Marrial Usar

Details  Fingerprinks lCard ] Event ]

Enroll Device

1:1 Security Level

| 56599[10.1.5.234]

g E

Enroll Quality

I Device Default

T el
- e

e e T 0w e
-

Tl

. -4

" 3 - i
- -
T

e . -+
] _.-".—-'ﬂ‘h'\-hb.\_ﬂ.\_"\-p
PR

e e

HH—.&H?\-I_&@\\- .- -ffﬁ—ﬂ—ummxxl\ﬂ\x\-
e BT T g L
A e i e e s R N N
bt S R F o e N
RN AN R
P nom

“g N B - R/ HH“.H\;'&EF&
S e d - B 5}}}115\&3:
5 ERRERRE T 018 e ")
| | ’

[Example 1]

j W sShow Fingerprink Image

st Finger

% 2nd Finger %
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— Basic Information

Marme | KaRTAR STNGH Madify Priv

Department |

Telephone I E-Mail I
Password I fdmin Lewvel I Marmal User

Details  Fingerprints lCaru:I ] Evernt ]

Enrall Device | s6699[10.1.8.234] =l Envoll Quality [0
Li1 Security Level IDEWEE Default j ¥ show Fingerprink Image
] - _I_f f_l_f ------- LI ._/’.o-".o-"— -----
- DA o 5 W 1st Finger

e : },x,.::::':f"; . :
PR - S, o frg-— 3 nd Finger
rv /a_f'.,—u—r—a—\.ﬁﬂ- s /__/:a.ﬂ#—ﬂ—m—_\ = ==
'é%) .—-’.—-’.-'-"'-o—"—.n-h\."\\, /ﬁﬁ/ /-"'_:b—ﬂ:t'ﬁ'\'\ ? k
Aol PRy
e e . ,H,/;gu:\\\
IR E £y
LIV - et ;i ;;;/Ex\n
IR PR - S
o9 u NN PLETE LTV
-1 T -2 Pad L] ]k
TP R 4% g6| %13 ¥

1l Yoo o

[Exarﬁple 2]

When there are few number of minutiae (check the number of blue circles), users should enroll their
fingerprint again. Alternatively, they can enroll other fingers. Please see below examples.
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—Basic Information
name  [BABURAM __Mody Priva
Deparkment |
Telephone I E-PMail I
Password I Admin Level I Morrmal User
Details  Fingerprinks ]Card ] Ewent ]
Erroll Device | 56699[10.1.8.234] | Enrol Qualiey [0
111 Security Level IDevice Default j ¥ Show Fingerprink Image
LI R . LI b B ]
N 1:%‘- e O L. ¥1stFinger |
--/{;"//_f_-"';—,é—t—".o—".;—"-- '|I_.--§;-ﬂ/.f-o-"-o—"-'—'—"—-:"‘$
R S e e
e L T 2nd Finger
. //////:-,.e‘g,,,__ . Lx’ j;;;#—n-ﬁ‘ m':\': 2nd Finger
- ] ——— L] 5 A —r e
--//g./,f,.:x’/;;#__-_b . }g*ulq//,-ﬁﬁ—a-ham\\
///*xﬂ‘??{- R A A i
PR - i o
9 - R N ALY
O s e ER R
A et RSP N
R ke N AR SN
R R A RREN ATl . IR
R el
- A= e s -1
"f.".f.f.f."ﬂ"{.fl\“‘« '
|
[Example 3]
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User

—Basic Information

Marme

Departrent
Telephone

Passward

| MARAYAN SIMGH

Modify Pris

E-Mail I
&dmin Lewvel I Marmal Lser

Enroll Device

1:1 Securiby Level

Details Fingetprinks ICard I Event I

| 56599[10.1.5.234]

j Enrall Cuality I g0

I Device Default

e T N
Lt - RN

. ﬁ——hhﬁ-»\\\:i.

e e e e

B —

[Example 4]

The below example is another bad fingerprint template. This kind of template is created when users

. e, \"

R
e e

C e e e
e T e e

- R S
LR R ST
.. ___-,.L ot e e

e .

g e T, e T
e
e e e e
e ——— TR,
e e
e e T, e,
e e T, e,

" —_—

.. P T e e e
CRCI -;#!i!'}xx\xxx
s \\\\\\\

j ¥ show Fingerprint Image

% 2nd Finger

only place their fingertips. In this case, users should enroll their fingerprints again.
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User

— Basic Information

Mame:

Department
Telephone

Passward

I SHARUMTALA SHARMA

E-Mail

Admin Level

Details  Fingerprints ICaru:I I Evernt I

Enroll Device

| 56699[10.1.5.234]

Enroll Quality

[

1:1 Security Lewel

I Device Default

e e now
e e n e
L e S S B B |
P T, b e
N M
g
_,_,-_,_,-_,_,-__::l:_a-..\_\_a.\_\_ e,
e
o — T, T, e,
B N A
e e T e
.-".-".-".-"-o—’—t"‘-\-\.'\-\\\\
| - P ST NN
S T T

(% S

" —

——

P

?i::;ﬁam S
e

e e e T, T e
. .f.f-o-.-—ﬂ—m—\-"—\- el T, T T
e “—u:l‘x\.;n

T R et L U,

e - ﬁﬁ—_'—-u._mmxmm

. ;,n-r—n.-._m\%:
-

RN

e

BT A A e T T
P L

R £ o
. -i//rra—'—“—u T

B

B A A e e —
B

Fingerprint re-enroliment

[~

% Znd Finger

When you try to enroll the fingerprints again, please follow the steps below.
1. Click Delete button to delete previously enrolled fingerprint.

2. Set Enroll Quality to 80 (Strong).

3. Click Add then click Scan to scan your fingerprint.
4. When you have Too low quality error, please try again with different finger.

When the fingerprint is small or dry, the quality of the template may low.
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Basic Information
Mame Kyunghee Yu [ Madify Private Information ]
Department | E]
Telephone E-Mail
Password Admin Level Maormal User v]

Details Fingerprints | Facel Face (Fusion) | Card | Access Control | T &'.Al Eventl

— Enrall Device [268491973[132- 168.0.72] "] Enroll Quality 80 (Strongest) ~

nt Image

Too low quality

|:| Duress

- B
— Verification Test
e 1:M Auth Test

5. Transfer the user to the device and run a test.
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