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BioStar 2, HTTPS

How to change from HTTP to HTTPS

Can we use HTTPS for BioStar 2?

Yes, the BioStar 2 support secure communication protocol called HTTPs between the BioStar 2 Server
and the BioStar 2 Clients. HTTPs consists of communication over HTTP with encryption of Secure
Socket Layer. This will provide protection of the privacy and the integrity of the data exchanged
between the BioStar 2 Server and the BioStar 2 Clients.

To enable HTTPS protocol

1. Login the BioStar 2 as an Administrator account.

BioStar 2

admin

2. Go to Setting > SERVER.
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3. To enable HTTPS protocol, select HTTPS for Web Server Protocol and then click Apply.

«  Server

General

4. Open BioStar Setting program (All programs > BioStar 2 > BioStar Setting) and make sure
that all service is up and running. You may have the port 443 already designated for another
application as displayed below and in this case, make sure you assign the unoccupied HTTPS Port
and then click Start to run the service.
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{4 BioStar Setting e

- Service Status

lﬂl The BioStar 2 service has been started.
Y

l:l Port 443 in use by "Skype.exe”.
F Y

~Web Server Configuration

% HTTPS Port |443
”

5. Try open the BioStar 2 web page along with the HTTPS port as displayed below.

6. The following error page may appear due to the security certificate presented by current BioStar 2
server is not issued by the trusted certificate authority.

If your organization do not have public SSL certificate and want to get rid of the following error
message, you can proceed with the following steps to issue a private security certificate using a tool
provided by Suprema. Please select Advanced option and click Proceed to
XXX.XXX.XxXX.xxx(unsafe) for the temporary access.

- http://kb.supremainc.com/knowledge/



2021/05/06 10:08 4/6 How to change from HTTP to HTTPS

Your connection is not private

Attackers might be trying to steal your information from 192.168.16.49 (for example,

passwords, messages, or credit cards).

[_ Automatically report details of possible securty inoidents to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 192.168.16.49; its secunty certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

Procesd to 192 168.16.49 [unsafe) I

7. Once again, login with the administrator account.

4' BioStar 2

admin

BEEEE

8. Go to Setting > HTTPS which is newly created menu when you switch the Web Server protocol to
HTTPS.
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9. Click Cert.Download button to obtain a file named cert-register.zip.

+ HTTPS

infemation

Gerl. Dawrined

10. Unzip the cert-register.zip and run cert-register.exe file.

-

Mame Date modified Type Size

, certmgr 12/29/2015 8:10 AM  File folder
m 2/1172015 4:57 PM Application 2211 KB

11. On the Enrollment Certification window, please enter the ip address of BioStar 2 server along
with the HTTPS port you assigned on step 4 and then click Enroliment button.

-

Enrollment Certification

Server Address : |192.158.15.49:444
I Enroliment | Cancel
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12. Read the Security Warning message and if you are happy to proceed, please click Yes.

-

Security Warning

o

1N

You are about to install a certificate from a certification authority (CA)
claiming to represent:

192.168.16.49

Windows cannot validate that the certificate is actually from
"192.168.16.49", You should confirm its crigin by contacting
"192.168.16.49", The following number will assist you in this process:

Thumbprint (shal): 35804085 S8AES0DE2 055730C3 4171AF0 CO1C12DE

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thurnbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

13. Once the tool successfully installed the certificate, you will see the following window to complete
the process. Please click OK to confirm it.

-

cert-register @

EUCCERS
b

14, To verify the installation, restart the web browser and try open the BioStar 2 web page. Make sure
error message you encountered on step 6 is no longer presented.
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