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Enhanced Security Settings

Starting from BioStar 2 Version 2.7.11, SUPREMA has improved security related features.
Improved features are as followed
1. Added logic to check file extensions to limit malicious file uploads.

1. Improved to select whether to allow simultaneous access using the same account.

1. Limited to connect only when the IP information of the account and the IP information of the
accessing PC match when logging in by adding an IP address item to the user information

Feature 1. Added logic to check file extensions to limit
malicious file uploads

Users must check the file extensions and its types before uploading files to edit or modify data in
BioStar 2 server and for device display configuration.

Check the table below for file extension types allowed in BioStar 2.

Menu Feature Supported File Extension
User Photo png

tiff, .pip, pipeg, JOf, swebp, tif, bmp, .png, Jpeg, svgz, Jpg. .gif,

Deavice Home Screen = Logo svg, .ico, xbm. .dib
: - . tiff, pip, .pipeg, jfif, .webp, tif, bmp, .png, jpeg, svgz, Jpg, .gif,
Device Home Screen = Logo = Slide Show Enabled . o = i
= svg, .ico, xbm, .dib
Maonitoring Graphic Map = Background gif, Jpg, .png, .bmp, Jpeg

Feature 2. Users can select whether to allow simultaneous
access using the same account

Beginning from BioStar 2 Version 2.7.11, the user can activate or inactivate the simultaneous
connection with one BioStar 2 log-in account. The default configuration is 'Active’, user can open
multiple BioStar 2 sessions with one account.

However, if a user 'Inactive' this feature, the user will no longer be able to open multiple BioStar 2
sessions in one or multiple PC through one user account.
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BioStar 2 ey <+~ Security

Login Password
' + Password Level - [ ] ) Medium
¢ + Maximum Password Age 'i) Inactive
SECURITY
- Maximum Invalid Attempts 'i) Inactive
+ Maximum Password Change Limit .i) Inactive

Session Security

- Simultaneous Connection Allow t) Active

When this feature is set inactive, user will be automatically signed out from the originally logged in
BioStar 2 session when user tries to log-in to new BioStar 2 session

Furthermore, when clicking a random spot in the original (old) login session of BioStar 2, a pop-up

message 'Login Required' warning will appear and automatically log out the user from the original
(old) session.

j&§ BioStar2 b 4 i&§ BioStar 2 4

& = | 192.168.16.78/#/dashbeard

Old Login Session

Login required.
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Feature 3. Limited Access: Access is granted only when the
IP information of the account and the IP information of the
accessing PC match when logging in by adding an IP

address item to the user information

Starting from BioStar 2 Version 2.7.11, an improvement on configure limitation user PC IP has been

made.

- User - (Selected User Page) — information section, 'User IP' set up is supported.

- Unlike Name and Period, User IP is not a mandatory field. User can enroll a new user without

USERER IP information.

- When USER IP is set for the user, that user can only access BioStar 2 using specifically registered

USER IP

'« Emilia Watson

273 | <)+ |

Information

- Name | Emilia Watson | - Email (

“ 2 « Telephone \

+ Group | Anusers v | « Status @ retve

+ Period | 2001701701 || oo:00 | .| 2030112731 || 23ise |

+Add Photo .
e « Operator Level | None - ‘ + Access Group ‘

+ Login D [ | | USER IP | 102.168.18.225 I

. User IP format should be "XXX.XXX.XXX.XXX"' and number should be 0 ~ 255.

Warning

Invalid IP address.

- Only one User IP address can be registered/set for one user.
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Warning

ii Invalid IP address.
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