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System Configuration, BioStar 2, Milestone

BioStar2[0 MilestoneC U 00O OO OO0

gooog

1. BioStar20 0000000000
. Milestone XProtect VMSO 10 000000000 OOprofessionall 0000000000
3. MilestoneXProtectd O BioStar20 0D O OO0 O OODOOOOO
L4 AC Plugin for BioStar2
124 WorkspacePluginforBioStar2
4. Milestone XProtectvMSO IPO O 00000 OOO

O00do0o0oBioStarz0 0000 O0O00OU0OUODOODO0DOOOOOUOOOO
6. XProtect SmartClient0 OO QO Q0O
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Milestoned BioStar20 0000 0000000000000 O0O0O000O00OO
O Milestone XProtect VMSO O O OO O O0OOO0OO0OO0OO0ODOOOO0OODOOOOO
- XProtect Professional 2017 R2

- XProtect Professional+ 2017 R2

- XProtect Expert 2017 R2

- XProtect Corporate 2017 R2

OBioStar24100 0000000000000 ODOOOOO

0 XProtectProfessional0 00000000000 DOOOO0OOODOOOODOOOO
0 XProtect VMSO BioStar20 D O 000D OO0OODOODOOOOODOOODO
OBioStar20 D000 ODO0O0ODOODODOODOOOODOODOODOO

oo0ooonOon

- CPU: 4GHz Quad Core

- RAM: O O 10GB
-000000000O00O0ATBOO0OO0OO0OOOOOO
- 0S:

Microsoft® Windows® 10 Pro(64 bit)*
Microsoft Windows 10 Enterprise (64bit)*
Microsoft Windows 8.1 Pro (64-bit)

Microsoft Windows 8 Enterprise (64-bit)
Microsoft Windows 8 Pro (64-bit)

Microsoft Windows 7 Ultimate (64-bit)
Microsoft Windows 7 Enterprise (64-bit)
Microsoft Windows 7 Professional (64-bit)
Microsoft Windows 2008 R2 (64-bit):Standard
-0 0 O: Microsoft.NET 4.5.1 Framework
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0000 1:BieStar20 00000 O

dooooooooooooooooooon
https://www.supremainc.com/jp/support/biostar-2-package.asp

BioStar20 D 00004430 0090000 00000000 DODOOODODODOOODODOODODOOOO
XProtect Management Client 2017 R30 0 00000000 OODO0O
gddodooooododouooooooouoodgao

<> XProtect Professional+ 2017 R3 Test ] |

A system error has occurred

Asystermn ermor has occurred during installation. Open the log file for details.

Error details: The IS uses port 443, but this port is also used by the process “ldle” on this
computer.

To continue the installation, you must first close the other application or change the port of the

other application,
You can use the command-line tool netstat to identify the application if in doukbt.”

OO0D00O0O0OBioStar20 httpsO O O o000 DO DD OOOODOOOOODOOODO
O00D00O0O0OBieStar20 000000000 DODOODOOODODOO
C:\Program Files\BioStar

2(x64)0 Oserver_ url.confO OHTTPSO O DO OOODOOOOOOODOOOODO
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TA [hinstar n= | T — [=aaza
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- Mame i e modified o
# Quick access ] rem 22241 7/10/2018 1060
i seffting.con I
B This PC | sqlited.dii A
B 30 Objects %] ssleay32.dil 702
I Desktop 3" system,conf 4:4
2 Documents K& ta-sericeexe 1:23P
J Downloads | unins000.dat 46 P
k& unins000.exe 202 PM
J‘l Music
L&) ve-service.exe M W
= Pictures o B »
4litems 1 item selected 25 bytes  State: §R Shared 5 =
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Milestone XProtect VMSO O O 00D 00000000000 OODOOOOOODOO
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0000 3: Milestone XProjectl] I BioStar20 0 00O D0 OO0

dooz2000o0nodooooooobodoonoooooooooogad
https://www.supremainc.com/en/solutions/suprema-integration-milestone.asp?sKIND_ TYPE=GDO01501

k&4 AC Plugin for BioStar2
121 WorkspacePluginforBioStar2

- AC Plugin for

BioStar2.exel DO D OOOODOODOODOODOXProtectvMSO O OO D OODOODOODOOO
- WorkspacePluginforBioStar2.exe XProtectO O 0 0 0O O O O O O O BioStar

2000 0000o0ooooooooao

00000000000 BioStar?2 Integration for
MilestoneXProtectO OO OO0 OO0 00000 ODOOOOOO

200000000000000000000 0000 Milestone
XProtectU D U D OODOODOODOOODODOODO
gobooobbooobbooobbooobbuoooobo

Status: Stopped

Gtart Event Server service

Show Event Server logs

Show MIP logs

Exit Event Server Manager

115 PM

12/7/2017

0000 4: Milestone XProtectVMSO IPO 0 OO0 OO

XProtect Management Client 2017 R3O0 000PCODOODODOOOOODOOODOOODOO
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@ Milestone XProtect Management Client 2017 R3
File Edit View Action Took Help

HY o=8

Site Nﬁ;‘un - B X
[#DESKTOP-62NLDSH - (11 3a)
{1 Basics
The Open Platform Compary

I License Information

[§] St Information :
= ) Servers [ server:
) Recording Servers
) Mobile Servers Welcome to the Milestone XProtect Management Client. This is your feature-rich administration client for and v of your system.

T Devices
Tp Cameras

Select any of the nodes in the left hand side - Basics, Servers, Devices, Client, Rules and Events, Security, System Dashboard, Server Logs or Alarms - to learn more, or to start working.

# Microphones From the menu, select Help to activate the built-in help system, where you can find extensive help and information. Alternatively, press F1 on your keyboard.
@ Speakers
& Metadata
oo Input
\ Output
[ Client
B View Groups
£2 Smart Client Profiles
Matrix
= [ Rules and Events
[ Rules
&) Time Profiles
4 Natification Profiles
§ User-defined Events
# Analytics Events
®, Generic Events
= i Securlty
¥ Roles
& Basic Users
= @ Svstem Dashboard
[ Current Tasks
¥ Configuration Reparis
= I Server Logs
] System Log
=] ivadit Log
=] Rule Log
[B Access Control
Transact
[] Transaction sources
& Transaction definitions
e 3 Alarms

Yol

POCD0OOO0ODODOOOd
Servers > Recording Servers0 0 00000
Recording ServersO 00 000000 OAdd HardwareO OO OO OO0 00O

€ Milestone XProtect Management Client 2017 R3
File Edit View Action Tools Help

H9 @eii
Site Navigation « 0 % ||Recording Server
= G DESKTOP-GZNLDSH - (11,.3a) =) Recording Servers
-+l Basics 8= J | DE 5K TOP-62NLDSH
] License Information
Site Information
—J Servers
ﬁ'jl Recarding Servers

Expand

Add Hardware... Ctrl+N

Move Hardware...

) Mobile Servers Delete All Hardware
. % Do Rename Recording Server F2
=p Cameras

& Microphones @ Remove Recording Server

@ Speakers @ Refresh s

W Metadata

oo Input
Output

Express (recommended) ] OO0 ONextO OO OO OOOOOOO
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Add Hardware O *

Add Hardware

Thiz wizard helps vou defect and set up hardware,

Hardware detection method:

(®) Express (recommended) )
Automatically detects hardware on the recording server's local network

(O Address range scanning
Seans defined network address ranges and detects hardware models

() Manual
Detects hardware models for manually entered IP addresses and host names

The Open Flatform Comparry

Help Bacl I Newt > I Cancel

AddDO0O0O0OQ0000DO0O00oooOoooIPO000DOODOO0OOoDoOoOoOoooooOooon
NextOOOOGOGOQOOOOODO

Add Hardware (] X

Specify user name and password f devices are not using the: default ones.

Include  Liser Name: Passward Add
D [FW‘IOT)' DU"GLl:I LR L LT
1 Remaove
El root AREREEEE

Help £ Back Mewt » Cancel

O00O00D0O00O000O0DbOO00oO0oOoOoOoDOoOooPOOODOO0OOODDOONext
gboboogooooooo
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Add Hardware [m] >

‘Wait while the eystem to eaech hard and colk deniice specific information.
Successiully collecled hardware vall be added.

Collectad hardsvare information:

Address Part Hardware madel Stabus
192.168.14.200 |M 214215 |+ Success

(=

Help < Back I Mewt > I Cancel

NextOOOOOOOODOOOD

Add Hardware

Hardware and cameras are enabled per default Manually enable addiional devices o be used.
The hardware and its devices will be assigned aulo-generaled names, Allermatively, enler names manmally.

_Hardware name template: : _Deuica name template: )
Default w Default w
Hardware to Add Enabled Mame

fua 215 Camesa - 192.168.14.200 i

(&8 Hardware: = Hodg 215 Camera (192.168.14.200)

= Camera port 1: = Mg 215 Camera (132.168.14.200) - Camera 1
# Microghone port 1 [ Mu:iﬁtaneranazjmu.zm]-mmml
@ Seeakerpea1: [l | s 215 Camera (192 168 14,200) - Speaker 1
o' nput port 1 O Auis 215 Camera (192.168.14.200) - Input 1

¥/ Output part 1: O |Axs 215 Camera (192.168.14.200) - Output 1

0000000000000 00000000D00O000D00001000000A0 Finish
gobooobooooon
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Add Hardware a *

Selecta default group for all devices types.
Alternatively. select device group indhidually for sach device.

Default camera group: Devicas ar LT
Mo group selected,,,

I Axis 215 Camera [192.168.14.200) - Camera 1 |Da[a|l{iu.|p =

Default microphane group:
Mo group selected,,,

Default speaker aroup:
Mo group selectad, ,,

Default metadata group:
Mo group selected,,,

Default input group:
Mo group selected,,,

Default output group:
Mo group selected,,,

Help < Back Finish Cancel

POODOO0O0OODOODOOODORecordingServersO 000000000 O0OO0DOOOO

@ Milestone XProtect Management Client 2017 R3
File Edit View Action Tools Help

H9 e
=@ DESKTOP-6ZNLDSH - (11,3a) = ﬂj] Recording Servers
={}] Basics =& ] DESKTOP-62NLDSH

& License Information 1o Camera (192,168, 14,2
i Site Inforrnation
=) Servers
Y Recording Servers
i ﬁ Maobile Sarvars
= %0 Devices
i = Cameras
— @ Microphones
* Soeakers

gooo
5000000000BieStar20 000000 DODODODOOOOODOOODOOO

Access Control0 OO 00 0OOCreatenewd U OO0 OO
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=+ Client
B3 View Groups
E Smart Client Profiles
G2 Matrix
= [@ Rules and Events
[£] Rules
{#) Time Profiles
[ Motification Profiles
® User-defined Events
# Analytics Events
t‘ Generic Events
=« Security
% Roles
B Basic Users
-1 @) Systern Dashboard
[ ] Current Tasks
¥ Configuration Reports
=3 Server Logs
[=] System Log
Audit Log
Fule Log

= 2; Transact
(] Transaction
(| Transaction
+ & Alarms

gobooobboobobooon

-NameO ODOODODOODDODOODOOODOODOOODO

- Integration plug-in0 BioStar2 Server0 0 0 000 O

- AddressOBioStar20 D0 0D OO0 U0OOOVURLOODOODOOOOODODODOOOOODOO
- UserO BioStar20 00O OID

- PasswordO BioStar20 0 0 0 O O
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Create access control system integration

MName the access control system integration, select the integration plug-in and enter the connection details.

Mame: BioStar 2

Integration plug-in: BioStar2 Server

Address: https://192.168.14.17:456/
User: admin
Password: T

Usze HTTP encryption: [
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k&) BioStar Setting X
—Sernvice Status

The Core Web Server service has been started. Running Stop

—

The BioStar 2 service has been started. Running Stop

——

@ The T&A Web Server service has been started. Running Stop

—h

The Video Server service has been started, Running Stop

—

~Web Server Configuration

HTTPS Port 436

o<

~Database Server Configuration

DB Type |I'-'Iaria DB

Hast [127.0.0.1 Port [3312
Database Name Database User Database Password
AC biostar2_ac biostar2_ac_user I,..uu....“..
TA biostar_tna hiostartnauser P
Video biostar_ve biostarveuser R
['est Connection Save

0000000000000 OOBioStar 2
ACOCO0O0OO0ODOOO0ODOoUObOObDbOOoDOoobOoDboo
uobooobooooooboooobboon
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_reate Access Control S5ystem Inbegration

Connecting to the access control system...

Collecting configuration data...
T i I i S S e S b e S S e S i |

Unable to receive configuration from the access contrel system, Error message: Error fietching configuration,

|Frwiuu5| Mext Ituull

0000000000000 00BioStar2ACCO0DDODOODODDOOOOOODOOODODOOO

Connecting to the access control system...

Collecting configuration data...
e e B e |

Configuration successfully received from access control system.

Added:
Doors (1)
Units  (4)
Servers (1)
Events (17B)
Commands (6)
States (T)

4 4 4 4 4 4

Previous || Next || Cancel |
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BioStar 20 MilestoneD O 00O 0O0O0ODOODODODODOODOODODODODODODODO
ooooooooogoolp
gbobogobboobobooobobooobboooboboobbooobboooobog

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors: Cameras:
| DESKTOP-62NLDSH
1) Defayl 3 qr
Nan;e Enabled License =0 Bois 215 Camera (192,168,14.200) - Camera 1 I

testdoor| [+ |Pending

Access point: (24! X)) BioStation A2 541531003
Drop camera here to associote it with the occess poin

Previous || Next || Cancel

MilestoneO BioStar20 PO 0000000000000 DOOOO0ODOOOOODOODOOOODOD
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You have successfully completed the access control system integration

Your XProtect Smart Client users can now monitor access control events. See the help system for how to optimize the
XProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
control system.

BioStar

20 Milestone0 0000000000 DOOO0DODODOOOODOOOODOOOOO/OODOOOODO

gobooobbooobbuoooboboolbboboobboooobo

goboooboosboguoboboonboo

€ Milestone xProtect Management Client 2017 R3

File Edit View Action Tools Hep
H7 o*®

She laigatian
= @ DESKTOP-E2RLOSH - (11.3)
= (0] Basics
License formation
[T Sta Information
= [ Servers
o Recarding Severs
] Mobie Servers
= @ Devices
= Cameras
# Mictophones
Speakers
@ Metadata
o Input
o Dulput
3 Chent
3 View Grups
£2 Smant Chent Prodles
Matro:
£ Fules and Evarts
(5] Pules
@ Time Profles
! Nolibeation Prafiles
® User-detned Evarts
% Anaivtics Everts
%, Generic Event:
off Securty
. Roles
& Basic Usars
= @ System Dashboand
[] Currert Tasks
= Configuration Reports
= [ Servar Logs.
[ Sy=tem Log
[ Audt Log

W ocess Conlrl

| Transaction sowces
4| Transaction definitions

& 4 Alarms

- # x Jhccess Conirol

= 2] Arcess Lonia
9

[Access Control Infoemation

Gengral settings

Enable:

Hame:
Deseription:

Intzgration plug-in:
Last cond iguration refrech:

Fddress:
User:

Fasswond:

Event polling perdod (sl
Use new captured imsge:
Usa HTTP encryption

=

BinStar 2

BloSar? Server (Verslon: 1.0, 1,00
1242017 6:16 PM

FRetresh Configuration,,

hitlps: /192, 165,18, 173858/
adrin
0888500088800
250

e

II g3 General Senings T» Doors and Associated Cameras % Access Control Events ([ Access Raquesi Notficaions  § Carcholders I
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- General Settings:
Oddoooooodooooooooooooooooooouoooooooooon

- Doors and Associated Cameras: D 0 00 0000000000000 O0O0O0O0O0DOOOOO

Access Control Events: BioStar

200 0000000000000 000000000000000O000O00O00O000O00O00O00O00O0
gooooobooooooon

- Access Request Notifications:
oo0ooo0oooooooboooooooooooooobooooooooooboboooooooa
000000000000 000000O00000000000O000O00000 004 XProtect
O0dooo0ooooooooooboocooboooooooooooo

. Cardholders: 0000000000000 D0OD0OD0OD0OO0OD0D ODOODOOOOOAO BioStar

200 0000000000000 BioStar

200 0000000000000 00O00000O00000O0ORFID

000000000000 00000000b000O0o0oPINDOOODODOO

gooo

dboroogoooboooboooon

gobooobbooobooobbooobbdooobboobbooobobooobbooooo
gobooobboobobooobbooobbuooobooooboon
gobooobbooobooobbooobbooobboobbooobbooobbooooo
gbobogobbooobboonoooodon

Access Control Information ~ 0

Access control events
Select the events you want to monitor in XProtect Smart Client. Use categories to simplily the use of triggering events,

Enabled Access Control Event Source Type Ewvent Category
M J1:1 28 HF (D « PIN) Access Point Access aranted, Access Point v
o] 1S SE (D + 22 + PIN) Accass Poimt Access granted, Access Point h
[ 1128 20D « 2&) Access Point ENlcatEgories
Gl EEEFEI R Access Point [ Access denied
b Qs gz e« A Access Point
W J112E 22 @HAZIIE + PIN) Access Point 1 access granted
W J1:12E 2B HYARIIE » TS » PIN Access Point Access Point
] 112 42 WHLZFE + US) Accass Point
5] Access Paint [ Access request
[7i] Access Point 1 AJarm
[ + PIN) Access Point O Device Relatsd
¥ 1S EZSFE + 23) Accass Point
Il 1128 22 GIE + T « PIN) Access Point [ boor Related
M 1 2ELZEE + AD) Access Point O Enor
[} 1128 48 FIE) Access Point
Fl [EEEETI0 Access Paint [ Lt elated
Fl IEEEET T Access Point [ Test Event Categary
B J1 28 Sl (AR + PN Access Point ..
M J1:1 28 20 (MHARFIE + NE) Accass Paint .
3] 1122 S0 (23 Accass Point Agesss denied, Access Point, Access request
il 1:1 218 20 (K8 Access Point Access denied, Access Point, Access request
3] 111 2E gl GIE) Accass Point Access denied, Access Point. Access requedt
) 1:1 g@s Q2 2E (D + PINY Access Point Access granted, Access Point, Alaem, Warning
[¥i] TIEBTZAS 0 + EF + PIND Access Point Access granted, Access Point. Alarm, Warning
[ 1:1 g4 M2 25 (D « E2) Access Point Access granted, Access Point, Alam, Warning
vl TIES NS AS (0 + A + PIND Access Point Access granted, Access Point, Alaem, Warning
[ 11 EHe NE A= (0 + E) Accass Point Access granted, Access Point, Alam, Warning
[ J1: 2 RS A (HHA2SFE « PIN Access Point Access granted, Access Point, Alam, Warning
i) 11 e RS AE (MY A2TE + AE + PIN) Accass Point Accass granted, Access Point, Alarm, Warning
W J1ESAE A (HHASTE - W) Access Point Access granted, Access Point, Alam, Warning
¥ 11 Ed NS A (YA AE2IE) Accass Point Accass granted, Access Point, Alaem, Warning
W J 11 RS A GE - PIN) Access Point Access granted, Access Point. Alarm, Warning
) LI ER A2 S FE + 22 + PIN) Access Point Access granted. Access Point. Alam. Warning
[ L1 E% A2 A8 GlE « ¥3) Access Point Access granted. Access Point. Alerm. Warning
=) L1 ER A2 S FIE + A2 + PIN) Access Point Access granted. Access Point, Alam. Warning
M I E=%AEAS GIE - AT Access Point Access granted. Access Point, Alarm. Warning
=) 1:1 89 A2 23 FIE) Access Point Access granted. Access Point, Alam. Wamning

| User-defined Categories. ..

&% General Settings = Doors and Associsted Cameras %, Access Control Events (% Access Request Notffications  § Cardhalders
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0000000000000 O0OOOOOO0OOOO0OO0OUser-defined
Categories0 0 000000000000 OOO

| Access Control « ¢ [|Access Control Information - B
B Access Contral
&) Bostar 2 ACCESS COMtrol events
Select the events you want 1o monitar in *Protect Smart Client, Usa categorles ta simolify the use of triggering events.
[ Enabled Access Control Event 5 Saurce Type Event Categary

[ 1:1 212 4 (D) Access Point Access denled. Access Polnt. Access request v
|11 21 S (PN Access Paint Accass denied. Access Point, Access raquest

& | 1:1 913 g0 (MHASIIE « FINY Access Point Access deniad, Avcess Point, Access raquest v
W |11 E dil (MHLEFIE « AR Access Point Access denled. Access Point. Access request %
B[00 215 2 @3) : Access denied, Access Point, Access raquest =
=4 11 2E dil (AE) 8 User-defined Categories kY Access denled. Access Polnt. Access request -
EREETEE Access denied. Access Point, Access raquest G
& |1 f= WS 9F (0 - PIND Mame Add Access granted. Aecess Pont, Alam, Warming -
[ 1 SRS AE (0 « (S + PN Test Event Category ] Remove Access granted. Access Poht, Alarm. Warning i
¥ [1muEtus 25w - g3 Access granted, Access Pont, Alarm, Warming -
=4 1:1 et AE AE (D - NE + PIN Access granted. Access Pohnt, Alarm. Warning 2
[ IES U2 UE D - R Access granted, Access Pont, Alam, Warning -
[ I} = AZ A5 (BM2FE « PIN Access granted. Access Point. Alamm. Waming =
B |1 EMAE AE (RHAZFE « NE + P Access granted. Access Point. Alarm. Wamning LJ
7] 1} g% AS A5 (WML2AE - A Access granted. Access Point. Alam. Waming -
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