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Bl C\Windows\system32\cmd.exe ﬂ‘ﬁ

1. Login
2. Access Groups
3. Create User

1. Login
IPOUpSs
3. Cre User
4. Get Log
77. Quit
StatusCode: 288. sonPhrase: 0K, Uersion: 1.1, Content: System.Met_Http.Strea
<
Access—Control- Hlluu—Orlgln: *

Connection
Date: Thu, 24 Sep 2815 18:19:54 GMT
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09 . Quit
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24 5 static aswync wvoid LoginTask()

5 {

26 string resourceAddress = "hitps://

27

28 HttpClient httpClient = new HttpClient();

29

3@ Javascriptserializer serializer = new Javascriptserializer();

k3 |

32 Dictionary<string, string> dicLoginUser = mew Dictionary<string, string>();

32 dicLoginuser.add("name”, "ts22");

24 dicLeginuser.add("password™, "rlaangkd!1™);

35 dicLoginuser.add("user_id", "niceggali™);

35

37 string jsonLoginUser = serializer.Serialize(dicLoginuser);

38

29 StringContent sC = néw StringContent(jsonLoginUser; Encoding.UTF8; "application/json”™);
48 HttpResponseMessage httpResponse = await httpClient.Postasync(resourceaddress; sc);
41

42

43 if(httpResponse.IsSuccessstatusCode == true)

console. writeLine(httpResponse. Tostring());
string httpResponseBody = await httpResponse.Content.Readasstringasync();
47 Console . WwriteLine(httpResponseBody);

-]
1] MemoryStream responseMemoryStream = new MemoryStream();
Streamiriter sw = new Streamiriter(responseMemoryStream);

sw.Write(httprResponse.Tostring());
sw.Flush();

bool issessionIDContained = httpResponse.Headers.Contains("set-cookie®);

56 if (issessionIDContained == true)

57 {

L] IEnumerablecstring> sessionEnum = httpResponse.Headers.Getvalues("Set-Cookie™);
4] foreach(string element in sessionEnum)

6@ {

61 Console.WwriteLine("set-Cockie: * + element);

62 string[] strCockieArr = element.Split(new string[] { "bs-cloud-session-id=" }, StringSplitoptions.None);
63 string[] strCockieArr2 = striookieArr[1].Split{new string[] { ";" }, StringSplitOptions.None);
a4 sessionID = strCockiearr2[e];

65 }

65 }

&7 else

68 1

] Console.WriteLine("Session ID not found™);

7@ 1

71 }

72 else

73 {

74 Console.WriteLine("Failed to log in™);

75 Console. WriteLine{httpResponse. Tostring());

75 1

77 i
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283 [ static async void AccessGroupsTask()

284 {

285 if (sessionID == null)

206 {

287 Console.WriteLine("You must log in first!™);

288 return;

209 }

218

211 CookieContainer cookieContainer = new CockieContainer();

212

213 HttpClientHandler handler = new HittpClientHandler();

214 handler.CookieContainer = cookieContainer;

215

216 HttpClient client = new HttpClient(handler);

217

218

219 cookieContainer.Add(new Uri("https://api.bigstar2.com™), new Cookie("bs-cloud-session-id", sessionID));
228 HttpResponseMessage httpResponse = await client.GetAsync(“https://api.biostar?.com/vl/access groups”);
222 if (httpResponse.IsSuccessStatusCode == true)

223

224 string httpResponseBody = await httpResponse.Content.ReadAsStringAsync();
225 Console.WriteLine(httpResponseBody);

226 }

227 else

228 {

229 Console.Writeline("Retrieving Access Groups Failed");

238 Conscle.Writeline(httpResponse.ToString());

231 }

232 }
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125 = static async void GetLogTask()

126 {

127 if(sessionID == null)

128 {

129 Console . WriteLine("You must log in first!™);

138 return;

131 }

132

133 CookieContainer cookieContainer = new CookieContainer();

134

135 HttpClientHandler handler = new HttpClientHandler():

136 handler.CookieContainer = cookieContainer;

137

138 HttpClient httpClient = new HttpClient(handler);

139

148 HttpClient client = new HttpClient(handler);

141 cookieContainer.Add(new Uri("https://api.biostar2.com™), new Cookie("bs-cloud-seszion-id™, sessionID));
142

143 string resourcefddress = ° i i.bi r itori reh”;
144

145 string startTime = "1978-81l-017T00:08:88Z";

146 string endTime = DateTime.UtcMow.ToString(™yyyy-MM-ddTHH:mm:ssZ");

147

148 DateTime dtlatestLogTime = new DateTime(1976, 1, 1);

149

158 JavaScriptSerializer serializer = new JavaScriptSerializer();

151

152 for (int logCallIndex = @; logCallIndex < 168@; logCallIndex++)

153 {

154 endTime = DateTime.UtcMow.ToString("yyyy-MM-ddTHH:mm:ssZ");

155

156 string payload = "{ \“datetime\": [\"" + startTime + "\", ™" + endTime + "\"] }7;
157

158

159 StringContent sc = new StringContent(payload, Encoding.UTF8, “application/json®);
168 HttpResponseMessage httpResponse = await httpClient.PostAsync(resourceAddress, sc);
162 if (httpResponse.IsSuccessStatusCode == true)

163

164 Console WriteLine("Succeeded to retrieve log from " + startTime + " te " + endTime);
165 string httpResponseBody = await httpRespense.Content.ReadAsStringAsync();

166 Console.WriteLine (httpResponseBody);

167

168 endTime = startTime;

169

17a Dictionary<string, dynamic> logvalues = serializer.Deserialize<Dictionary<string, dynamic»>(httpResponseBody);
171 foreach{KeyValuePair<string, dynamic» logElement in logValues)

173 if (logElement.Key == “records”)

174

175 foreach (Dictionary<string, dynamic» recordElement in logElement.Value)

176

177 if({recordElement,Containskey(“datetime™))

178

179 : Console.WwriteLine(recordElement [ "datetime™]);

1z DateTime dtLogTime = DateTime.Parse(recordElement["datetime™]);

181

182 if(dtLogTime > dtlLatestLogTime)

183 {

184 dtlatestLogTime = dtLogTime;

185 startTime = dtlLatestLogTime.TolUniversalTime().AddSeconds(1).ToString("yyyy-M4-ddTHH:mm:55Z");
186 }

187 }

188 }

189 }

198 }

191

192 System.Threading. Thread.Sleep(1888);

193 }

194 else

145 {

196 Console.WriteLine("Log Retrieval Failed from " + startTime + ~ to " + endTime);

157 Console.Writeline(httpResponse.ToString());

158 break;

199 }
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'S static async void CreatelUserTask()
e} {
] if (sessionID == null)
g2 {
3 ole.WriteLine("You must log in first]|™);
4 return;
BS }
CockieContainer cookieContainer = new CookieContainer();
HttpClientHandler handler = new HttpClientHandler();

TR
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T BT« BT < B T= T T
@ 00N B

[
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@ WO o~ b

handler.CookieContainer = cookieContainer;
HttpClient httpClient = new HttpClient(handler);

HttpClient client = new HttpClient(handler);
cookieContainer.Add(new Uri("https://api.biostar2.com™), new Cookie("bs-cloud-session-id”, sessionID));

string resourceAddress = “https://fapi.biostar2.com/vl/users”;

Console.WriteLine("Input User ID: ");
string userInputID = Console.ReadLine();

JavaScriptSerializer serializer = new JavaScriptSerializer();

Dictionary<string, string» dicMewUser = new Dictionary<string, string»>();
dicNewUser.Add("user_id", userInputID);

string payload = serialirer.Serialire(dicNewUser);

StringContent sc = new StringContent(payload, Encoding.UTF8, “"application/json™);
HttpResponseMessage httpResponse = await httpClient.PostAsync(resourceAddress, sc);
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