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New Features and Improvements

Server Setting




Synchronization of All Devices
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http://kb.supremainc.com/knowledge/doku.php?id=en:how_to_synchronize_user_data_enrolled_from_the_device

Synchronization of All Devices
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Setting of Password
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Login Password

SERVER

VIDED

* Password Level Medium

* Maximum Password Age ) Inactive

* Maximum Invalid Attempts _) Inactive

* Maximum Password Change Limit J Inactive



https://support.supremainc.com/en/support/solutions/articles/24000042372--biostar-2-updated-login-password-level-and-the-policy-of-login-password

Setting of Password

<+ Security
Login Password

* Password Level

* Maximum Password Age

* Maximum Invalid Attempts

* Maximum Password Change Limit

Maximum Password Age

Maximum Invalid Attempts

Maximum Password Change Limit

[ ] Medium
D Inactive
(P inactive
(P inactive

Set the period for using password

Limit the number of password failures

Unable to reuse the same password
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18/05/14 09:31:21.854606 E <5YS> [0x00001698] faﬂed to open fastcg1 socket port:9000 in use by anther application.
18/05/14 09:31:21.854606 I <SYS> [0x00001698] v
18/05/14 09:31:21.854606 1 <s5Ys> [0x00001698 [Servematchmg] serv1ce is started
18/05/14 09:31:21.854606 1 <sys> [0x00001698] start waiting to stop

failed to open fastcgi socket. port:9000 in use by another application. -



https://support.supremainc.com/en/support/solutions/articles/24000044516--biostar-2-biostar-2-7-8-new-features-and-configuration-guide
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The number of Custom Level

BioStar 2 @ Settings EIEE Port @ About @ Help

. : <+ Account
3 Administrator
o _
Monitoring Operator
| | Administrator Edit all
test
User Operator View user only
T&A Operator
Monitoring Operator Edit monitoring & view others{except time attendance)
User
test
Visitor Operator
TE&A Operator Edit time attendance & view user
(D~ B R
User View individual schedule & time card in time attendance
m\ [[]  visitor Dperator Edit permission for visitor

Possible to create 32 custom level account

BioStar 2.7.5 has no custom level limitations.




Active Directory Support

Biostar2 v2.7.5 or higher version support Active Directory Menu to get the user information from Active
Directory to BioStar2 User.

Active
Directory
Server

v

BioStar2
Server

A

Biostar2 ACt'Ve
DB Directory
DB
User ID
User Name sAMAccountName
Email adminCount
Telephone Mail

Expired Date accountNameHistory

accountExpires
etc

Required AC License :

Advanced Level




Specification of BioStar 2 Active Directory

Supported Feature

- Default Simple Authentication of Active Directory connection

- Communication Encryption between Active Directory and BioStar2 Server for limited environment

- Manual Synchronization from user information of Active Directory Server to user information of BioStar 2

Not supported Feature or limited feature

- Not selectable of user ID of BioStar2 User field for user information connection of Active Directory Server

- Not available to add more than 5 user field of BioStar2 Server

- Not available to use communication encryption if Active Directory and Active Directory Certificate Service are
located in different PC

- Not available to synchronize automatically



https://support.supremainc.com/en/support/solutions/articles/24000041940--biostar-2-how-to-confirm-active-directory-information

How To Configure Active Directory Server in BioStar 2

Steps
1. BioStar2 AC Advanced Level License
2. Alphanumeric User ID Type

3. Confirmation the connection for Active Directory Server and update the server information in BioStar 2
- Confirmation the specification of Biostar2 Active Directory

<+ Active Directory

Active Directory Server

» Secure transfer D Inactive

» Server Address 102.168.1.4

« User Name tast

+ Password reseanes

+ Base DN CN=Users,DC=test,DC=com

Test Connect

Reference Article: How To Confirm Active Directory Server Information

https://support.supremainc.com/a/solutions/articles/24000041940--biostar-2-how-to-confirm-active-directory-
information



https://support.supremainc.com/a/solutions/articles/24000041940--biostar-2-how-to-confirm-active-directory-information

How To Configure Active Directory Server in BioStar 2

Steps
4. Fill in for each field of Active Directory of BioStar2
Field Configuration
* User Pald Mapping BioStar2 User Field AD Server Field -
User ID sAMAccountName _i
User Name ¥  adminCount v ]
Email *  mail v ]
Telephone ¥  accountMameHistory v v
Expired Date v accountExpires v '
Update |
Synchronize
Last Synchronized at 20:29:47 on 2019-07-08 | Sync Now

Reference Article: How To Configure Active Directory in BioStar2

https://support.supremainc.com/a/solutions/articles/24000044140--biostar-2-how-to-configure-active-directory-in-biostar2-
/en




New Features and Improvements

Device




Input in Trigger & Action (Event Name Change)

Add Trigger & Action

() Event + Port

- | Input Port 0 - |
) Input L !

I -_i. Input(Event Name Change]l + Switch

| Mormally Open - |

» Duration(ms)

| 10 |

« Schedule

| Adwers Ml Search event log

« Event Name

test_EventHameChange I

<

Fail to save to the server DB

| test_EventMNameChange
- Muster zone alarm cleared

Muster zone alarm detected

Muster zone time limit violation

Interlock zone Alarm Clear

Enter the event name what you want to use

Interlock door open denied alarm (Occupied)

OO 0Oo0odd

Interlock door open denied alarm

E



http://kb.supremainc.com/knowledge/doku.php?id=en:how_to_configure_custom_input_event_name

Increase the number of administrator

Before BioStar 2.7.3

é é
Device Admin1 Device Admin 2 Device Admin 10

Face Station 2

From BioStar 2.7.3

®

%
Y

Device Admin 1 Device Admin 2 Device Admin 10
BioStar 2 (Old version) Device (new version) Max 10 admin users / /7 ! '
BioStar 2 (new version) Device (old version) Max 10 admin users e \A\L
BioStar 2(new version)  Device (new version) Over than 10 users Device Admin
1000



https://support.supremainc.com/en/support/solutions/articles/24000042359--biostar-2-increase-the-number-of-administrators-that-can-be-added-per-devices

Quick Enrollment for

FaceStation 2

New Employee

The front face

Moving the face
up and down

Moving the face
to the left and right

AN\ From

\ CL7) FWv1.2.2

\ “1/  The front face

Quick Enrollment



https://support.supremainc.com/en/support/solutions/articles/24000044516--biostar-2-biostar-2-7-8-new-features-and-configuration-guide

New Features and Improvements

Time and Attendance




Working 24 hours or longer (fixed shift)

DIl oknxddS§8rr

WORKING TIME
09:00 ~ 18:00
09:00 ~ 09:00
13:00 ~ 22:00

09:00 ~ 18:00
09:00 ~ 09:00
13:00 ~ 22:00

3 different shift

Rbgdct kd

OVER TIME

00:00 ~ 09:00

00:00 ~ 09:00

Work overnight once in 4 days



http://kb.supremainc.com/knowledge/doku.php?id=en:sample_t_a_shift_setting_for_working_more_than_24_hours

Working 24 hours or longer (fixed shift)

+ Name | shife2
- Description |
+ Type 0 Fixed ( Flexible ( ! Floating
s o
—
- [pay start time 09 1 oo 2 Allowed a day befare/after time A day befors(hours) | 2 | & dayafterfhours)
v v
« First check-in & Ves
Last check-out
= Time segment
»
»
Current day B
Next day

regular 09:00 00:00 04:00

over time

L L ~ L
L L
—> A — 09 [ o0 00 [ o0
regular -
b v h 4 v
hd h s
[] Hext day I Hext day I
Time code Start time End time Min. Duration
regular 09:00 00:00 04:00
~ L ~ M
e o~ -~
over time - o0  ob
b v b w
hd h s
I [ ] Nextdayl I Next day I




Working 24 hours or longer (fixed shift)

ADD SCHEDULE TEMPLATE

« Name Over24h_test

S “
Fixed

* Description 09:00~09:00 09:00
+ Type weekly § (®) Daily | shifes Fixed 13:00~22:00 12:00
|
- Cycle 4 M : 90) | IEEE — | Fixea 09:00~18:00 05:00
+ Weekend days mon || Tue || wep |[ Thu |[ FR m *Ple lect one o consecutive two days.
— i
Shifth
Day 1| Copy All 1 1 1 2 2
1] (-1 a 2 1 2 1 4
Day 2 1 1 1 2 2
0 £ Le] 2 B 2 1 4
1 O Y B S
Day 3 1 1 1 2
Day 4 1 1 1 2 2
0 £ a 2 L 2 1 4

3 different shift




TA License Policy

ltems Basic (Free) TA License
Number of Schedules 1 Unlimited
Number of User per Schedule 99 Unlimited
TA license under BioStar 2.7.6
ltem Starter (Free) Standard Advanced Professional
Number of Users 100 500 1,000 Unlimited

TA license from BioStar 2.7.7



https://support.supremainc.com/en/support/solutions/articles/24000043236--biostar-2-time-attendance-license-policy-change-from-biostar-2-7-7

New Features and Improvements

Visitor




Visitor Management

e

Visitor

cott License, Device for registration
ettings

Area visitors want to visit
> Door, Access Group

PC for Self registration
registration > Visitor setting, Site

25




Visitor Management

Register Info

Vl S | t or PC for Access Visitor AName, Phone
: : i number, Host,
reglstratlon reglster page S, e
Card

Confirm, Visit the
Check-IN assign, front desk

register on office

Visit the

e Ask to
Visitor fgonnggﬁecsék registration



https://support.supremainc.com/en/support/solutions/articles/24000047155--biostar-2-how-visitor-management-works-

Visitor Management

. PC for
-

—— registration
H—

VISITOR

Visit to the
company

Visit company

O

Contact to
front desk

—




Visitor Management

N Ask to
RN Visit company reg|strat|on
=

VISITOR




Visitor Management




