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Basic Concept

Possible integration options

When you want..

= To have your own server
program for Suprema
devices

= To directly access to the
device to control and
refrieve information

= To have asingle system,
not multiple
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When you want..

To use the BioStar 2,
while having certain Ul
for specific features

To use the BioStar 2
Mobile Application with
your system

To integrate BioStar 2
with your system




Basic Concept

BioStar 2 API version 1 vs Biostar 2 API version 2
- BioStar 2 APl version 1 (V1 API)
- BioStar 2 APl version 2 (V2 API)

Compatible Version  BioStar v2.3 or below BioStar v2.4 or above

Custom Admin Not Supported Supported
Authorized Multi Signing Single Signing

<Major Differences>
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Basic Concept

BioStar 2 API
- REST API (Representational State Transfer API)
- Call BioStar 2 APl using HTTP METHOD

POST

REST API

DELETE

<HTTP Method>
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Basic Concept

Cross Domain Issue
- You cannot call BioStar 2 APl using JavaScript
- Due to the Same-Origin Policy

http://domainA/aaa.html

Same-origin Cross-origin

hitp://domainA/bbb.html http://domainB/ccc.html
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Basic Concept

Types of BioStar 2 API

\\\Q VS
d@

BioStar 2 Cloud API
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Basic Concept

How to utilise “Swagger UI”
- https://api.biostar2.com/v2/docs/
- POST/PUT message (e.g. POST /login API)

Auth

Shawi/Hide
/login

“allowed_group_id_list": [

Response Content Type | application/json ¥
Parameters

Parameter Value

Description Parameter Type ype

== { User bady Model Schema
“mobile_app_version': “string’,
“mobile_device_type": *string’, "
“mabile_gs_version’: *string’, .
. o o ._app_version h
“netification_token': "string’, P "mobile_device.

string”
Paramaeter content type: | application/jsen ¥ B

Click 1o 36t as parameter value

HTTP Status Code Re:

Rezpon ]

52 Mo

a01 Not Autharized Madel Schema

“message”: “string”,

"status_code”: "string”

default Unexpected error Model Schema

“message”: “string”,

sta

s_code”: “string”
Try it out!
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Basic Concept

Usage of Chrome App “Postman”
- https://chrome.google.com/welbstore/search/Postman<ghl=en

- You can confirm the result of calling API easily via Postman

<Source: www.getpostman.com>
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https://chrome.google.com/webstore/search/Postman?hl=en

Basic Concept

How to utilise “Postman” with “Swagger Ul” [1/5
- POST/PUT message (e.g. POST /login API)

Auth
/login

nentation N

allowed_group_id_list™: [

Response Content Type | applicationfjsen ¥

Value Description Paramater Type
user { User body
“mobile_app_version": "string”,

“mobile_device_type": "string’,

"mobile_gs_version’: "string”,

“name": "string", -

“notification_token™ "string",

Farameter content type: | application/json ¥

Click to set as parameter value
HTTP Status Code

481

ze Mode|

Not Authorized

Madel Schema

Unexpected errar

Model Schema

Try it out!
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Basic Concept

How to utilise “Postman” with “Swagger Ul” [2/5]
- POST/PUT message (e.g. POST /login API)

S T — e T : e— |
Select "POS n the dropbox and then enter URL to call login AP

-l
i
g
dl
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Basic Concept

How to utilise “Postman” with “Swagger UI"” [3/5]
- GET message (e.g. GET /users API)

User

Implementation Notes
Get User List

Show/Hide | List Operations = Expand Operations

Get User List

Response Class (Status 200)
Model Schema

"message”: "string",
"records”: [
i
"access_groups": [
{
"id": @,
"included_by_user_group": "string"
"name": "string"

»

Response Content Type | application/json v

?limit=5&offset=0

Parameters
Parameter Value Description Parameter Type Data Type
group_id User Group Id query long
text Search text query string
limit (required) Number of results query integer
offset (required) Results data offset query integer

Response Messages

HTTP Status Code Reason Response Model

401 Not Authorized Model Schema
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Basic Concept

How to utilise “Postman” with “Swagger Ul"” [4/5]
- GET message (e.g. GET /users API)

users?limit=5&offset=0 Params Send v

GET https://api.biostar2.com

Authorization

Type No Autl

Body (13)

2 "message”
3~ "records”:

"access_grou
"card_cou a,
"fingerprint_template_count”: 8,

. maw

"access_grou
8 "card_co
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Basic Concept

How to utilise “Postman” with “Swagger Ul” [5/5]

Video Demo

lcon made by Simplelcon from www.flaticon.com E 5
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http://www.flaticon.com/authors/simpleicon
http://www.flaticon.com/

BioStar 2 Cloud API

API Translator |

MongoDB

— ~
Ngrok N User Application
— N [N
Eg)lgrs\jgrr » Maria DB
% y Oracle

\_ N\t
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BioStar 2 Cloud API

VVVVV

Cloud Setting [1/2]

- Go to Setting > SERVER and then set the Password Level to either
Medium or Strong

- Go to Setting > CLOUD and change Cloud Setting

mmmmmmmmmmmmmm

* Cloud Server Address pi.bi r2.cor

Cloud Use : Use
Subdomain Name ; Enter this used for url
Administrator e-mail ;: Enter email address for cloud administrator

Cloud Server Address : api.biostar2.com (In case of using local AP,
this should be changed)

Port Used By Cloud : 52000 (default value, but you can change it only
if the port is used by other application.

Version : v2



BioStar 2 Cloud API

Cloud Setting [2/2]

v In case of reinstalling BioStar 2, we recommend the
‘'sefting.conf’ file should be backed up since the cloud
setting will be initialized like subdomain, account id and so
forth

v After reinstalling BioStar 2, follow several steps below
1) Go to Setting > SERVER and then set the password 1o
either Medium or Strong
2) Stop BioStar 2's service
3) Open the ‘setfting.conf’ file and modify into the
existing setfing

© 2017 Suprema Inc. All rights reserved. 17



BioStar 2 Cloud API - Example

Auth [1/2]
- [POST] /login

- Whenever you call other API, you have to login first
<Major Parameters>

mobile_app_version

mobile_device_type

mobile _os_version
name

nofification_token

password

user_id

© 2017 Suprema Inc. All rights reserved.

string

string

string
string

string

string

string

Mobile App Version

Mobile Device Type 'ANDROID' = Androi
d Device, 'I10S' = Ap
ple Device

Mobile OS Version
Subdomain Name

Notification Token ( Google GCM
Registration ID or Apple Push Notif
ication Device Token )

User Password

Login ID

* M - Mandatory, O - Op’rionw
18



BioStar 2 Cloud API - Example

public static string sessionlD:

AUi'h [2/2] ?tﬁtic async void LoginTaski )

strirg resourcesddress = “https:/fapi.biostar?, con/v2/login”

- [POST] /log”’] HttpClient httpClient = mew HttpClient(

JavaScriptierializer serializer = new JavascriptSerializer( B

Dictionarysstring, string dicloginUser = new Dictionary<string, string( )
dicLoginlser. add "nama”, “hailew” )

dicLoginUser, add "password”, “administrator!1” )

dicLoginUser. sdd "user_id", “hailey")

strima jsonLoginlser = serializer.Serializeldicloginlser )
Striratontent soo= new StringContent( isonlnainllsee . Focodind JITFE, “applicat iondjson” X

HttpResponseMessage httpResponse = await httpClient .PostAsynol resourcesddress, sc)

if {httpResponse. |sSuccessStatustode == true)

{
Conzole Writeline ht tpResponse, ToStringl o)
string httpResponseBody = await httpResponse.Content . ReadAsStringdsynct )
Console. Writelinel httpResponseBody b
MemoryEt rean responsebemoryStream = new Memorystream( )
Streamlriter sw = new Streanlriter{ responseMenoryStrean);
aw . WritelhttpResponse . ToStringl )1
. Flushi 1
bool isSessionlDContained = httpResponse, Headers. Contains( “3et-Cookie” )
if (isSession|DContained == true)
|Enumerable<string sessionEnum = httpResponse, Headers, GetValuest "Set-Cookie" )
foreach {string element in SessionEnum)
{
Conzole Mriteline "Set-Cookie: " + element )
strinal] strCookiedrr = element.Split{new stringl] { "bs-cloud-session-id=" }, StringSplitOptions . Monel
strinal] strCookiedrr? = strCookiearr[1].3plittnew stringl] { ":" }, StringsplitOptions.None )
sessionlD = strCookiedrr2[0]:
1
1
el
{
ConsoleMritelinel "Session 1D not found™ )
'
else
{
Conzole Writelinel "Failed to log in" )
Conzole Writeline ht tpResponse, ToStringl o)
H

© 2017 Suprema Inc. All rights reserved. 19



BioStar 2 Cloud API - Example

Access Control [1/2]
- [GET] /access_groups

<URL Parameters>

text string Search text
limit integer M Number of results
offset integer M Results data offset

*M - Mandatory, O - Optional

© 2017 Suprema Inc. All rights reserved. 20 @



BioStar 2 Cloud API - Example

Access Control [2/2]
- [GET] /access_groups

static async void AccessGroupsTask( )
{
if (sessionlD == null}
{
Console. WriteLinef "You must log in first!™ )
return:

}

CookieContainer cookieContainer = new CookieContainer(}

HttpClientHandler handler = new HttpClientHandler( )
handler.CookieContainer = cookieContainer:

HittpClient client = new HttpClientfhandler )

Console WriteLine("Input limit: "N
string limit = Console.ReadLinel ):

Console WriteLinef " Input offset: ")
string offset = Console.ReadlLined ).

cookieContainer.Addinew Uri{"https:/fapi.biostar2. com™ ), new Cookiel"bs-cloud-session-id", sessionlD)Y:
HttpResponseMessage httpResponse = await client.GetAsync"https:/fapi.biostar?. confv2/access_aroups?linit=" + limit + "&offset=" + offset )

if (httpResponse. |sSuccessStatusCode == true)
i
string httpResponseBody = await httpResponse.Content.ReadAsStringdsynct ):
Console. WriteLinefhttpResponseBody )
}
else
i
Console. WriteLinef "Retrieving Access Broups Failed™ )
Conzole, Writelinel httpResponse. Tostringd ) ).

© 2017 Suprema Inc. All rights reserved. 21



BioStar 2 Cloud API - Example

User [1/5]
- [POST] /users
- The information on the Created new user is automatically

synchronized with BioStar 2
- JSON Structure

Type 1 Type 2 Type 3 Type 4
Basic Level Multiple Values Multi Level Multi Level
4 N\ N\ 7 AN )
{

{

}

\_

Key : Value,
Key : Value,

Key : Value

J

© 2017 Suprema Inc. All rights reserved.

{

Key : [

Value,
Value,

Value

22

{

Key :{

Key :

Value,

Key :

Value

—

Key : [

{
Key :
Value,




BioStar 2 Cloud API - Example

User [2/5]

2 - "access_groups": [
- [POST] /users N ...
o »
. 5 "included_by_user_group”: "string",
- JSON Structure (Multi Level) 6 “name”: "string"

8 1,

5 "email™: "string",
18 "expiry_datetime”: "string",
11 "login_id"™: "string",
12 "name": "string”,
13 "password”: “"string"”,
14 - "permission”: {

5 "id": @,

6 "name": “"string",
17 - "permissions": [
18 - {
19 = "allowed_group_id_list™: [
28 “"long"
21 1,
22 "module™: "string”,
23 "read": true,
24 "write": true
26 ]
o s
28 "phone_number™: "string”,
29 "pin": "string",
3a "security_level™: "string”,
31 "start_datetime": "string",
32 "status": "string",
33~ "user_group”: {
34 "id": @,
35 "name": “"string"
36 }
7 i
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BioStar 2 Cloud API - Example

User [3/5]
- [POST] /users
<Major Parameters>

user_id string M ID

access_groups array M id, one of elements, is neccesary

expiry_datetim string M Expiry Datetime in UTC in ISO-8601 format e.g.) 2015-06-10T02:

e 14:05.2682

permission class O It has the similar role compared to the parameter

‘role’ in V1 API

security_level String M If this value is empty, this value setf the default0  'DEFAULT’ = Device d
efault
'LOWER" = 1/1000
'LOW'’ = 1/10000
'NORMAL' = 1/100000
'HIGH" = 1/1000000
'HIGHER' = 1/10000000

start_datetime String M Start Datetime in UTC in ISO-8601 format e.g.) 2015-06-10T02:
14:05.2682

status String M Default value is ‘AC’ 'AC' = Active
'IN' = Inactive

user_group class M Yon can find the existing user group by sending t

he GET message to user_groups through API

* M - Mandatory, O - Optional @
© 2017 Suprema Inc. All rights reserved. 24



BioStar 2 Cloud API - Example

User [4/5]
- [POST] /users

v About the key “permission”
= id is mandatory
= Evenifidis ‘0', you will get a success message, hew
user actually is not added in BioStar 2

v APl for getting permission list
= [GET] /setting/permission_list

© 2017 Suprema Inc. All rights reserved. 25



BioStar 2 Cloud API - Example

static aswnc void CreatelserTask( )

User [5/5]
- [POST] /users g s

Console WriteLinel "You must log in first!™ )
M t ;
- JSON Structure (Multi Level) ,
CookieContainer cookieContainer = new CookieContainer( )

HttpClientHandler handler = new HttpClientHandler] )
handler.CookieContainer = cookieContainer;

HttpClient httpClient = new HttpClient{handler);

HttpClient client = new HttpClient({handler )
cookieContainer.Addinew Uri{ https:/fapi.biostar?. com”}, new Cookie{ bs-cloud-session-id", sessioniDy);

string resourcedddress = “https: /fapi.biostar?. comd/v2/users”;

Console, WriteLine{ " Input User 100 "N
string userlinput |0 = Console.ReadLined )

JavadcriptSerializer serializer = new JavaScriptierializer():

<wrong example>

Dictionarysstring, string= dicMewlser = new Dictionary=string, string=(};
dicMewlser, &ddf “user_id*, 173 List<object> access_groups_list = mew List<object=(
) . . i, dicNewlser. Add( "access_droups”, access_groups_list )
dicNewlser. Add( "access_groups”, “test®) Dictionary<string, dynamic* dicAccessGroups = new Dictionarv<string, dynamic=()

Oictionary<string, object> dicMewlUser = new Dictionary<string, object=();
dicNewlser, Add{ "user_id", userlnput!D};

’ . ® foqoa. o . , dicNewUser, Add{ "start _datetine”, "2017-01-10T02: 14:05,2682" 1
dicNewUser, Add{ "user_group”,("1°+ "4l Groups") dichewlser. AQd( " status” . "AC");
dicNewlser. Addi "name”, “hailey")

string pavload = seerializer.Serialize{dicNewlser ) Dictionary<string, object> diclserGroup = new Dictionarv<string, object={}:
dicNewlser. Add{ "user_group”, dicUserGroup )

dicUserGroup. Add("id", 11

dicUserGroup. Add( "name”, “&ll Users");

[
dicMewlser. Add{ "expiry_datetime", "2019-06-10T02:14:05,2682" ) access_aroups_|ist, AddidicAccessGroups);
dicHewlser, Addf "security_level ™, "1/10000000° ); dichccessroups] "id"] = 1 ) N
dichewUser, Addl “start_datetime”, "2015-06-10T0Z: 14:05, 2682" ) dichccessirouns] | IR sar -aroup™] = “YES™Y
) N . B dicAccessGroups "name™] = “dm";

dicNewUser. Addl " login_id", "hailey" % Correci-l
dicMewlser. Add{ "password”, “hailew12345" ) dicNewUser, Add{ "expiry_datetine”, "2017-12-10T02:14:05,2682" ) °
dicHewlser. Add( "status”, "AL" ) dicNewUser, 4dd( "security_level”, "DEFAULT" N

("

(

string payload = serializer.SerializeddicNewlser

© 2017 Suprema Inc. All rights reserved. 26



BioStar 2 Cloud API - Example

Monitoring [1/2]

- [POST] /monitoring/event_log/search
- [POST] /monitoring/event_log/search_more
- [POST] /monitoring/event_log/search_by_device (Recommend)

<Major Parameters>

device_query_

ist device_id

End_datetime

Start_datetime

event_type_co
de_list
limit

offset

© 2017 Suprema Inc. All rights reserved.

array
string
string

string

array

long

long

<

27

Device id

Expiry Datetime in UTC in ISO- e.g.) 2015-06-

8601 format 10T02:14:05.26
87

Start Datetime in UTC in ISO-8 e.g.) 2015-06-

601 format 10T02:14:05.26
87

Refer to GET /references/eve
nt_types
Number of results

Results data offset

* M - Mandatory, O - Op’rionol@



BioStar 2 Cloud API - Example

Monitoring [2/2]
- [POST] /monitoring/event_log/search_by_device

static aswnc woid GetLogTask( )

{
if (sessionlD == nulll
{
Console WriteLine! "%ou must log in First!"™ X
return:
b
string resourceAdddress = "https! Afapi . biostar?. comsvw2/ monitoringsevent_logsfsearch_by _dewvice”:
CookieContainer cookieContainer = new CookieContainer( )

HttpClientHandler handler = new HttpClientHandlerd )
handler.CookieContainer = cookieContainer:

HttpClient httpClient = new HttpClient{handler J:
Jdavascriptzerializer serializer = new Javascriptzerializer( )
List=string= ewvent_tvpe_code_list = new List=string={

Console.WriteLine " Input the number of ewvent code vwou want to search logs™ )
int ewventCodeCHT = Conwert.Tolnt32{Console,ReadLinel )3

for Cint i = 0; i = eventCodeCHT: i++)
{
Console.WriteLine " Input Ewent Coded "+ [i+123 + "3 "
event_twpe_code_list,.Add{Console,ReadLine( » 3
b
Console.WriteLinelevent_twpe_code_1list J:
Console. . WriteLinel " Input limit: ~ N
string limit = Console.ReadLine( 2!
Console.WriteLinel " Input offset: X
string offset = Console.ReadLinef )
cookieContainer.add{new Uri{ "https: 7fapi.biostarZ.com”™ 2. new Cookiel "bs-cloud-session—-id”, sessionlD));
Dictionarv=string, obiect= dicGetLog = new Dictionarv=string, object={ )
List=object= dewvice_querv_list = new List=object={ )
dicGetLog. add( "device_querv_list”, device_querw_Ilist
Dictionarv=string, dvnamic> dicDevice_querv_list = new Dictionarv=string, dynamic={ )
device_query_|list.add{dichDevice_querwy_|ist );
dicDevice_querw_list[ "device_id"] = "541521003";
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BioStar 2 APl Server

Local API [1/3]
- BioStar 2 API Server is called as Local API

7 3

API Translator |

API Translator

MongoDB

MongoDB

(
-

Ngrok
M v
BioStar | Maria DB
Server | Oracle User Application

) \ussaL

\ —/
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BioStar 2 APl Server

Local API [2/3]

- Install BioStar 2 API Server on a PC which BioStar 2 is already installed
- Download setup program (e.g. BioStar 2 API Server(x64).x.x.x.xxx.exe)

- Biostar 2 APl is supported under a é64-bit Operating System

rm Setup - BioStar 2 API Server(xB4) = P
Custom installation )
Enter your database connection details, v API Server Na me
: Subdomain Name
API Server Name v API Server DB IP
API Server DB P : : 127.0.0.1
API Server DB Port : ‘/ API Server DB POI‘t
SioStar 2 AC TP : : 27077 (Recommand)
. v' BioStar 2 ACIP
BioStar 2 AC Port :
: 127.0.0.1
v' BioStar 2 AC Port
. Refer to the Web Server
Configuration of BioStar
Setting
Web Server Configuration
< Back H Mext = ] I Cancel x HTTPS Port | 443

L™ -
© 2017 Suprema Inc. All rights reserved. 30 @



BioStar 2 APl Server

Local API [3/3]

- We recommend you try to utilize POSTMAN

- Swagger Ul
- [BioStar v2.4 or above] http://[BioStar 2 API Server IP].8795/v2/docs/
- [BioStar v2.3 or below] http://[BioStar 2 API Server IP].8790/v1/docs/
- Request URL
- [BioStar v2.4 or above] http://[BioStar 2 APl Server IP].8795/v2/

- [BioStar v2.3 or below] http://[BioStar 2 APl Server IP].8790/v1/

Vosmmu =¥ -
&« C | @ 127.0.0.1:3795/v2/docs/
surremo Public APl Quick Start
Public API BioStar 2 API
Access Control HTTP Header 'Content-Language’ is used for language. 1S0-639-1, |1SO-€
Auth
Card Access Control
Device /access_groups
Device Group
Sl /access_groups
Door =1

© 2017 Suprema Inc. All rights reserved. Door Group /access_groups/{id}



Infroduction of BioStar 2 APl v2.4.1

Add registration procedure for System Account

Available to login with admin account

.

Add new API related to face

J

Major Features

© 2017 Suprema Inc. All rights reserved. 32



Infroduction of BioStar 2 APl v2.4.1

Maijor Features [1/3]

- Available to login with admin account
- Add new APIrelated to face

Dear BioStar 2 Cloud User,
Your BioStar 2 Server has been registered to BioStar 2 Cloud successfully.

In order to activate your BioStar 2 Server via BioStar 2 Cloud (hitps:/‘haileyiest? biostar? com), please click the following link.

https:fapi biostar? _com/v2/reqister/io biostar/8ade1dab-d498-4d84-9641
! 4 BioStar 2

Register to BioStar 2 Cloud

© 2017 Suprema Inc. All rights reserved. 33



Infroduction of BioStar 2 APl v2.4.1

Maijor Features [2/3]
- Add registration procedure for System Account

- Add new APIrelated to face

POST https://apitest.biostar?.com/Mv2/login
Body @
m-data X m-urlencoded ® nary

"nam=": "haileytest2",
"password”: "administrator!l”,

- "user_id": "admin"
5 |}
Body (13)
Pretoy e
-
"user_id": "1",

"login_id": "admin™,

4 "name": "Adminisztrator”,
5 "user_group™: {
. "id": "1,
34
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Infroduction of BioStar 2 APl v2.4.1

Maijor Features [3/3]
- Add registration procedure for System Account
- Available to login with admin account

Device POST /devices/{id}/scan_face

User POST /users/update
GET Jusers/{user_id}/face_templates
PUT Jusers/{user_id}/face_templates

<Swagger Ul>

© 2017 Suprema Inc. All rights reserved. 35



Q& A

o)

Any Questionse

36
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